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Abstract

Large Language Models (LLMs) are transforming
blockchain security and analytics, yet a system-
atic evaluation of their capabilities remains limited.
This survey provides a comprehensive, AI-centric
assessment of LLM-based methods across over 70
recent studies spanning 11 application domains,
such as security auditing, transaction fraud de-
tection, and cryptocurrency portfolio management.
Our unified taxonomy standardizes task formula-
tions and evaluation practices to enable a com-
parison of six LLM roles across domains. For
each domain, we review input representations tai-
lored to blockchain data; LLM architectures, learn-
ing and inference paradigms, e.g., fine-tuning,
retrieval-augmented generation, and agentic strate-
gies. Our review analyzes the strengths, limita-
tions, and emerging patterns of LLM roles observed
in current systems. Finally, we provide practical
guidance for selecting LLMs for specific roles and
outline promising research directions.

1 Introduction
Large Language Models are increasingly incorporated into
blockchain systems for both security and financial analyt-
ics, including smart contract auditing, transaction monitor-
ing, fraud detection, market analysis, and decentralized fi-
nance applications [Toyoda et al., 2024; Witt et al., 2025;
Gong et al., 2026; Nguyen et al., 2025]. Blockchain tech-
nology, introduced with Bitcoin, has evolved into a hetero-
geneous ecosystem of networks and decentralized applica-
tions that manage large volumes of digital assets [Lee et al.,
2020]. This evolution has expanded the analytical surface
of blockchains. On the one hand, security failures such as
access-control flaws continue to cause large financial losses.
On the other hand, the same infrastructure facilitates trading,
lending, and portfolio allocation, which creates demand for
scalable analytics to support financial decision-making under
uncertainty.

Blockchain analytics encompasses several interdependent
goals. Security-focused analyses detect vulnerabilities,
anomalous transactions, and malicious behaviors. Financial

analytics, in contrast, addresses price prediction, portfolio op-
timization, and risk assessment using on- and off-chain data.
Despite different goals, both rely on the same underlying
data sources: smart contract code, execution traces, transac-
tion histories, and protocol interactions [Khan and Akcora,
2022]. Yet the field remains challenging: blockchain data is
heterogeneous and rapidly evolving, and adversarial behavior
adapts quickly. Thus, existing approaches tend to be domain-
specific and ad hoc rather than unified or generalizable.

LLMs have emerged as a unifying analytical tool across
these domains because they operate on semantic structure
rather than fixed syntactic patterns. In security analytics,
LLM-based systems reason about authorization intent, state
transitions, and contract interactions that are only implicitly
expressed in code, complementing static and symbolic an-
alyzers [Sun et al., 2024a; Sun et al., 2024b]. In financial
analytics, LLMs process heterogeneous information sources
such as transaction sequences, market indicators, news, and
social media to extract behavioral patterns, infer sentiment,
and support forecasting and portfolio decisions. Many high-
impact security exploits stem from logic and compositional
flaws, while market dynamics depend on narrative and co-
ordination that numeric models miss. By jointly processing
code, structured data, and natural language, LLMs address
these gaps.

The deployment of LLMs in blockchain analytics is shaped
by practical constraints. Labeled data are limited across
both security and finance: fraud labels are scarce, ground
truth for anomalies is ambiguous, and financial regimes shift
faster than supervised datasets can be curated [Gai et al.,
2023]. Existing systems thus rely on heterogeneous strate-
gies, e.g., retrieval-augmented generation to ground inference
in historical incidents and financial records [Jin et al., 2025],
lightweight fine-tuning on small domain datasets [Feng and
Fan, 2025], prompt-based control to encode domain con-
straints [Chegenizadeh et al., 2025], and agentic orchestration
that combines reasoning with external tools. These design
choices vary widely across studies, complicating comparison.

The resulting growing literature remains fragmented across
application areas. Prior surveys (Table 1) focus on tradi-
tional machine learning for blockchain analytics [Palaiokras-
sas et al., 2025; He et al., 2024], general LLM applications in
software engineering and cybersecurity [Zhang et al., 2026],
or narrow subtopics such as smart contract vulnerability de-
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Survey SC Tx G LT BS TS OD
Blockchain-Enhanced ML [Ural and Yoshigoe, 2023] × × × × ✓ × ×
LLMs for SE: Survey [Fan et al., 2023] × × × ✓ × × ×
Blockchain meets ML [Kayikci and Khoshgoftaar, 2024] ✓ ✓ × × ✓ × ×
Smart Contract Vulnerability Detection[Biagio et al., 2024] ✓ × × ✓ ✓ × ×
Blockchain Data An. in the Era of LLMs [Toyoda et al., 2024] ✓ ✓ ✓ ✓ ✓ ✓ ✓
When LLMs meet Cybersecurity [Zhang et al., 2025a] ✓ × × ✓ × × ×
ML for Blockchain Data Analysis [Azad et al., 2025] ✓ ✓ ✓ × ✓ ✓ ✓
LLMs and Blockchain: A Living Survey [Gong et al., 2026] ✓ ✓ × ✓ ✓ × ×
ML on Blockchain Data [Palaiokrassas et al., 2025] ✓ ✓ ✓ × ✓ ✓ ×
A Survey on LLMs for SE [Zhang et al., 2026] × × × ✓ × × ×
Large Language Models for Blockchain [ours] ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 1: Comparison of Blockchain and LLM research surveys
across key topics. SC: smart contracts; Tx: transactions; G: graph-
based; LT: LLM techniques; BS: blockchain-specific; TS: time se-
ries; OD: off-chain data.

tection [Biagio et al., 2024; Gong et al., 2026]. Financial
applications are often treated separately from security, de-
spite sharing data, models, and methodological challenges.
To date, no survey has systematically examined how LLM
techniques are applied across both the security and finan-
cial dimensions of blockchain analytics, including smart con-
tract dynamic analysis, portfolio management, dApp behav-
ior modeling, and DeFi security validation, making ours the
first to do so.

Through this survey, we provide a unified assessment of
large language model methods for blockchain security and
financial analytics by examining not only which blockchain
task is addressed, but how the LLM functions within each
system, distinguishing among models that generate artifacts,
classify behaviors, explain decisions, synthesize heteroge-
neous signals, translate between representations, or orches-
trate external tools. Our review spans smart contract devel-
opment, auditing, and dynamic analysis; transaction anomaly
and fraud detection; financial modeling and portfolio design
and dApp and DeFi validation.

We introduce a taxonomy that standardizes task defini-
tions, input representations, model adaptation strategies, tool
interaction patterns, and evaluation practices, while explic-
itly characterizing LLM roles such as generation, transla-
tion, and classification. Organizing the literature around these
roles reveals recurring design patterns, persistent method-
ological gaps, and open challenges in benchmarking, expla-
nation faithfulness, robustness, scalability, and financial reli-
ability. To our knowledge, this is the first survey to compre-
hensively cover LLM applications across these major areas
of blockchain analytics, offering a structured reference for re-
search at the intersection of blockchain systems, security, and
AI-driven analytics.

2 Taxonomy
This survey organizes the literature using a two-axis taxon-
omy that separates which blockchain problem is addressed
from how the LLM is operationally used within the system.
This distinction is necessary because many studies target the
same nominal task while embedding the LLM in different po-
sitions in the pipeline. In some systems, the LLM directly
produces predictions; in others, it mediates between represen-
tations, explains another model’s output, or controls external
analysis tools. Treating these usages as equivalent obscures
the differences in design and evaluation.

We therefore place the LLM’s functional role at the center
of the taxonomy. Roles are treated as first-class descriptors
that cut across domains and enable consistent comparison of
model behavior. Across the surveyed literature, six recurring
roles emerge that capture the dominant ways LLMs interact
with blockchain data, code, and infrastructure.

A generator G produces blockchain artifacts from intent
or specifications, including smart contracts, test cases, audit
reports, or trading strategies. A translator T maps between
representations while preserving semantic meaning, such as
converting natural language requirements into formal prop-
erties, front-end claims into on-chain invariants, bytecode
into readable source, or high-level algorithms into deployable
smart contracts. A classifier C assigns labels or scores to in-
puts, including vulnerability classes, fraud categories, attack
types, or risk levels. A synthesizer S aggregates heteroge-
neous signals into a unified output, for example, by combin-
ing on-chain activity, off-chain text, and retrieved knowledge
into a single assessment or portfolio. An explainer E gen-
erates human-facing rationales in analyzed data, clarifying
why an entity or behavior is flagged and highlighting rele-
vant evidence. A tool user U orchestrates external analyzers
and infrastructure, deciding when to invoke static analyzers
and formal verifiers and integrating their outputs into subse-
quent reasoning. The roles are not mutually exclusive but
analytically separable. We note that these roles are specific to
the blockchain domain, and new roles may appear or exist in
other domains.

Alongside the role axis, we group the domain axis appli-
cations by the primary blockchain data and task context, as
illustrated in Figure 1. Smart Contracts is the most mature do-
main and includes development, auditing, and dynamic anal-
ysis, where generators and translators support specification-
to-code pipelines, classifiers and explainers support vulner-
ability detection and reporting, and tool users enable hy-
brid reasoning with program analysis and verification tools
[Sun et al., 2024b; Xia et al., 2024; Ding et al., 2025;
Jin et al., 2025]. Transaction data stores on-chain activ-
ity at the address, trace, and graph levels, where classi-
fiers detect anomalies and fraud, synthesizers fuse behav-
ioral cues, explainers produce analyst-readable evidence, and
tool users support interactive exploration over large transac-
tion databases. Markets covers financial analytics such as
price prediction and portfolio construction, where synthesiz-
ers and explainers combine on-chain indicators with off-chain
signals, and generators propose candidate strategies that are
evaluated through backtesting. Applications and DeFi ad-
dress system-level behavior in decentralized applications and
protocols, where translators extract intended properties from
interfaces and documentation, tool users execute multi-step
workflows through wallets and APIs, and classifiers and ex-
plainers support validation under compositional interactions.
Ecosystem captures broader community and infrastructure
perspectives, including sentiment analysis, governance, and
blockchain-AI integration, where large-scale narrative aggre-
gation and continuous monitoring are central.
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Smart
Contracts

Development BPMN-LLM [Gao et al., 2025]; CodeBC [Wang et al., 2025]; GPT-4 contract generation
[Qin, 2024; Sham et al., 2025]

Auditing GPTScan [Sun et al., 2024b]; LLM-SmartAudit [Wei et al., 2025]; SmartLLM [Kevin
and Yugopuspito, 2025]; ACFix [Zhang et al., 2025b]; PropertyGPT [LIU et al., 2025];
CosmWasm verification [Corazza et al., 2025]

Dynamic
Analysis

FuzzLGen [Ji et al., 2025]; LLAMA fuzzer [Gai et al., 2025]; LLM4Fuzz [Shou et al.,
2024]; PROMFUZZ (Zhao et al., 2025); SELLM [Sen and He, 2024]

Transactions

Anomaly Watson [Watson et al., 2025]; BlockLens [Feng and Fan, 2025]; ZipZap [Hu et al., 2024];
Graph-LLM [Nicholls et al., 2023; Nicholls et al., 2024]; LLM explorers [Gebreab et al.,
2025]

Fraud BERT4ETH [Hu et al., 2023]; TxLM+GNN [Sun et al., 2025a]; LMAE4Eth [Jia et al.,
2025]; ARTEMIS [Zhou et al., 2024]; PonziSleuth [Wu et al., 2024]; universal attack de-
tection [Wu et al., 2025]

Markets

Price Pre-
diction

CryptoTrade [Li et al., 2024]; FinGPT [Yang et al., 2023]; BloombergGPT [Wu et al.,
2023]

Portfolio /
Investment

Conversational advisor [Dinara and Baizal, 2025]; multi-asset portfolios [Hajaghaie and
Thulasiram, 2025]; INVESTORBENCH [Li et al., 2025]

Applications
& DeFi dApp Hyperion [Yang et al., 2025]; SoK Web3 agents [Romandini et al., 2025]

DeFi Security Web3Agent [Fan and Min, 2025]; other LLM-based DeFi agents

Ecosystem

Community
Analysis

LLMs for crypto communities and sentiment [Jung et al., 2025; Wahidur et al., 2024; Liu
et al., 2024; Dikovitsky, 2025]

AI–Blockchain
Synergy

Hybrid systems and infrastructure, provenance [Witt et al., 2025; Nguyen et al., 2025;
Gong et al., 2026; Karim et al., 2025]

Figure 1: Taxonomy of LLM-based blockchain analytics with representative works per subdomain.

3 LLM-based Smart Contract Analysis
We analyze smart contract systems across three subfields: de-
velopment, auditing, and dynamic analysis.

3.1 Smart Contract Development G T

Smart contract development translates high-level intent into
immutable code in a high-level coding language, such as So-
lidity, that must be semantically correct, secure under adver-
sarial interaction, and efficient under strict execution costs.
Errors cannot be easily patched after deployment, and even
small logic mistakes can lead to permanent financial loss.
This makes the gap between business or legal specifications
and correct contract code implementations a central chal-
lenge.

Large language models help bridge the gap between high-
level intent and executable smart contracts by acting as gen-
erators that translate workflows, specifications, and algo-
rithmic descriptions directly into code. BPMN-LLM [Gao
et al., 2025] converts Business Process Model and Nota-
tion workflows into Solidity through structured prompting,
achieving 100% compilability and over 98% structural con-
sistency across GPT-3.5, GPT-4, and Gemini. Security-aware
generation further improves robustness: CodeBC [Wang et
al., 2025] fine-tunes CodeLlama-7B on curated secure and
insecure Solidity samples, reducing vulnerability incidence
by more than 50% and reaching a CodeBLEU score of 0.67.
Despite these advances, benchmarks reveal persistent limita-
tions; the IEEE BRAINS study [Daspe et al., 2024] shows

that while models such as Gemma-7B, CodeGemma-7B,
Llama3-8B, Mistral-7B, and CodeLlama-7B perform well on
simple contracts, their accuracy degrades in multi-contract
settings where correctness depends on cross-contract inter-
actions and shared state assumptions.

LLMs have also been used to translate machine learning
logic into deployable smart contracts. [Sham et al., 2025]
convert PyTorch models into gas-optimized Solidity, while
other systems improve generation by grounding the model
with additional context such as domain documentation, pro-
tocol rules, and oracle feedback. For example, [Qin, 2024]
fine-tune ChatGPT-3.5 on cryptocurrency and Solidity data
to improve contextual accuracy, and [Xian et al., 2024] inte-
grate ChatGPT-4o, Gemini, and Llama-3 within a decentral-
ized oracle-driven framework for multi-agent contract syn-
thesis.

Overall, LLMs reduce the semantic burden of smart con-
tract development, but especially generation has three limi-
tations: i) prompt dependency, ii) incomplete security assur-
ance, and iii) inconsistent gas efficiency.

3.2 Smart Contract Auditing C E T U

Contract auditing seeks to detect vulnerabilities before de-
ployment and typically combines static and dynamic anal-
yses with developer oversight. Auditing is the most active
area of LLM usage in blockchain. It spans vulnerability de-
tection, specification verification, access control repair, and
bytecode decompilation. Across these tasks, LLMs augment
or even replace symbolic and rule-based methods by reason-
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ing about code semantics, generating human-interpretable ex-
planations, and aligning results with domain knowledge.

From static detection to context-aware reasoning. Early
research has employed general-purpose LLMs such as GPT-
3.5 and GPT-4 for direct classification of smart contract vul-
nerabilities. [Chen et al., 2025] conduct the first system-
atic benchmark, testing ChatGPT on the SmartBugs dataset
across nine DASP10 categories. GPT-4 achieves high re-
call (88.2%) but low precision (22.6%), revealing sensitiv-
ity to prompt phrasing and comment bias. [Biagio et al.,
2024] extend this by fine-tuning Llama-2-7B-chat-hf
using QLoRA on an OWASP-SWC-mapped dataset. Their
fine-tuned model improves accuracy to 59.9% and provides
line-level vulnerability annotations, outperforming traditional
analyzers such as Mythril and Slither in recall.

Multi-agent and cooperative auditing systems. Multi-
agent auditing frameworks distribute complementary LLM
roles across agents. In LLM-SmartAudit [Wei et al., 2025],
GPT-based agents instantiate classifier, explainer, and tool
user roles under a coordinating manager, achieving 98% ac-
curacy and rediscovering 12 of 13 known exploits. Similarly,
CodeSpeak [Chang et al., 2025] adopts a dialogic setup in
which one LLM (GPT) explains detected vulnerabilities and
another classifies them, iterating toward consensus.

Retrieval-augmented and role-driven auditing.
Retrieval-Augmented Generation is particularly effec-
tive in grounding model outputs to external sources, reducing
hallucinations and false positives. SmartLLM by [Kevin
and Yugopuspito, 2025] introduces role-based orchestration
with Llama 3.1: a classifier identifies issues, an explainer
explains them, and cross-checks results against retrieved
Ethereum Request for Comment documentation. With
QLoRA fine-tuning on 300 annotated contracts, SmartLLM
reaches 100% recall and 70% accuracy, outperforming both
static and zero-shot LLM baselines.

Toward generalizable LLM auditors. Across all these
systems, the trend is clear: smart contract auditing is evolving
from rule-based static checks toward interactive, reasoning-
driven frameworks that integrate detection, explanation, and
repair. However, challenges remain: Models depend heav-
ily on limited, non-standard datasets, and no universal bench-
mark yet exists for logic and access control vulnerabilities.
Explanation faithfulness still lacks formal guarantees. Future
work must standardize evaluation datasets, integrate formal
semantics into LLM embeddings, and explore cooperative
agents for joint reasoning over multi-contract ecosystems.

3.3 Smart Contract Dynamic Analysis G U

Dynamic analysis executes smart contracts to observe run-
time behavior and uncover vulnerabilities that static analy-
sis may miss. Traditional “fuzzers” and symbolic execution
tools systematically explore program paths but struggle with
semantically rich input generation and path explosion.

Recent work integrates LLMs to mitigate these limitations
and explore complex state spaces. [Sun et al., 2025b] de-
velop an adversarial method where a chain of prompts guides
GPT-4 to generate and then refine fuzz-testing seeds. [Ji

et al., 2025] combine LLM-based agents with static depen-
dency analysis to cluster functions and generate transaction
sequences. Its BlockAnalyzer agent extracts basic blocks and
control-flow information, while the PathDesigner agent uses
this information to generate valid transaction sequence pro-
posals. The resulting high-quality seeds boost fuzzing effi-
ciency by 22%.

In dynamic analysis, LLMs help greatly by understand-
ing business logic, generating semantically meaningful seeds,
and prioritizing high-risk execution paths. In a sense, an
LLM acts as the technical director, generating decisions for
resource allocation and using the tools in dynamic analysis.
Across methods, common themes include multi-stage archi-
tectures (seed generation, pre-fuzzing, feedback loops), inte-
gration with symbolic execution or control-flow analysis, and
the use of event or transaction logs.

3.4 Future Directions
Current approaches remain dominated by prompt-engineered
heuristics on pre-trained models rather than new model de-
sign with orchestration or retrieval. Systematic evaluation of
how LLMs reason about program structure, handle symbolic
constraints, and maintain factual consistency is still missing.
The effects of multi-agent coordination, retrieval-augmented
reasoning, and long-context memory on model reliability
have yet to be rigorously studied. Future progress will de-
pend on developing standardized benchmarks for reasoning,
methods for interpretable intermediate representations, and
architectures that unify natural language reasoning with for-
mal, verifiable semantics. These changes would move LLMs
from ad hoc assistants to accountable reasoning systems.

4 LLM-based Fraud and Anomaly Detection
Transaction analysis serves two distinct goals. Anomaly de-
tection targets unusual on-chain behavior under weak or no
labels, while fraud detection classifies known illicit activity
using curated evidence. From a role perspective, the former
emphasizes explanation and synthesis, while the latter em-
phasizes classification.

4.1 Anomaly Detection C E S

Transaction anomaly detection is one of the earliest and most
active applications of large language models in blockchain
analytics. These methods seek to identify abnormal or ma-
licious transaction patterns that deviate from legitimate on-
chain behaviors. Unlike classical graph- or rule-based de-
tectors, LLM-driven systems can reason over opcode traces,
transaction graphs, and behavioral metadata while producing
natural language explanations for analysts.

LLMs for explainable anomaly detection. [Watson et al.,
2025] augments graph-based anomaly detectors with an LLM
layer that converts node-level feature importance into natural
language explanations, combining local statistics such as de-
gree, betweenness, and transaction value with feature weights
to produce concise, audit-friendly rationales. At the transac-
tional level, LLMs increasingly serve as classifiers: [Feng
and Fan, 2025] fine-tune Llama 3.2-1B with LoRA to ana-
lyze Ethereum execution traces–including opcodes, gas us-
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age, and control flow–by chunking transactions and gener-
ating both maliciousness scores and localized explanations,
achieving over 90% recall on real DeFi exploits. Because
full-scale LLM inference over long, heterogeneous traces is
costly, [Hu et al., 2024] compress a transformer backbone via
quantization and adapter fusion to 7.5% of its original size,
reducing training overhead by nearly 60% while maintaining
competitive performance (F1-score ≈ 70%). Complementing
these approaches, [Lei et al., 2025] summarize Bitcoin trans-
action graphs into human-readable representations that GPT,
DeepSeek, and Llama can use for address classification.

LLMs for multimodal investigation. [Nicholls et al.,
2024] propose an LLM-based explainable AI pipeline for
Bitcoin, where GPT-3.5 generates contextual narratives for
each transaction, and GPT-4 synthesizes clusters of similar
illicit activities into reports. Complementary to this, the mul-
timodal system in [Nicholls et al., 2023] combines textual and
structural data to explain illicit flows across DeFi protocols.

LLM-based blockchain exploration and retrieval. [Ge-
breab et al., 2025] introduce a blockchain explorer integrating
a real-time LLM agent with a retrieval-augmented SQL en-
gine for historical data. Using GPT-4o and Claude 3.5 as rea-
soning cores, the system supports both live transaction trac-
ing and retrospective anomaly analytics, achieving accuracy
improvements of 6%-24%.

4.2 Fraud Detection C S

Pre-trained transformers on transaction sequences. Sev-
eral studies model blockchain activity as sequences of trans-
actions and apply pre-trained Transformer models to detect
fraud. [Hu et al., 2023] train a Transformer encoder with
a masked prediction objective that is structurally aligned
with BERT-style pretraining, but its tokens are Ethereum ad-
dresses and transaction features, not language units. The
model achieves strong results in phishing detection and de-
anonymization of addresses. [Yu et al., 2025] further intro-
duce a modular tokenizer for encoding transaction contents
and use improved pre-training to improve detection. The
model employs RoPE embedding and FlashAttention, and
notably detects novel Solana attacks missed by all baselines.

Graph-integration and multimodal methods. To incorpo-
rate structural context, several models fuse LLMs with graph
learning. [Sun et al., 2025a] embeds transaction sentences
with a Transformer and fuses them with similarity and inter-
action graphs via multi-head attention and graph neural net-
works. This yields ∼ 10% F1-score improvements on multi-
ple Ethereum fraud datasets. [Jia et al., 2025] combine con-
trastive language modeling with masked graph autoencoders.
A cross-attention module unifies both views, achieving top
performance and strong generalization to unseen scams. Be-
yond Ethereum, [Zhou et al., 2024] use transaction graphs
with textual and visual NFT metadata, processed via LLMs
and CNNs, to detect Sybil users in NFT airdrops.

LLMs for code and execution analysis. [Wu et al., 2024]
introduce a zero-shot detection method for Ponzi schemes
that uses taint analysis and a two-stage chain-of-thought
prompt to guide LLMs (GPT-3.5, Llama3, and Mistral) in

reasoning about fund flow logic. With no fine-tuning, GPT-
3.5 achieves up to 96% balanced accuracy and classifies
previously unknown scams. [Feng and Fan, 2025] process
Ethereum execution traces through a LoRA-fine-tuned Llama
model. The authors tokenize opcode traces and use over-
lapping chunks to capture deep call patterns. The approach
classifies malicious transactions and also identifies trace seg-
ments contributing to the decision.

Unsupervised and few-shot approaches. [Wu et al., 2025]
introduce a self-supervised method for universal attack detec-
tion. The authors train a Transformer to reconstruct transac-
tion traces and use smart contract function documentation as
auxiliary supervision. Transactions with high reconstruction
loss are classified as anomalies. This approach generalizes in
low-data settings; it identifies previously unseen 1,692 real-
world poisoning scams, with no dedicated labels.

LLMs in domain-specific blockchain systems. LLMs are
also used in sector-specific blockchain platforms. [Islayem et
al., 2025] deploy retrieval-augmented LLMs (GPT-4o, Gem-
ini 1.5 and Claude 3.5 Sonnet) to classify fraud in health
insurance claims stored on Ethereum. The model accesses
historical records, interprets unstructured medical notes, and
flags suspicious claims such as inflated bills. It achieves over
99% accuracy in controlled experiments and demonstrates
how LLM-based fraud detection generalizes beyond DeFi to
broader smart contract ecosystems.

4.3 Future Directions
A key limitation of LLM-based fraud and anomaly analysis
is the cost. Running large models directly on raw transaction
streams, long traces, or full graphs does not scale. As a result,
most systems rely on summarization, trace compression, or
text-aligned graph representations before invoking the LLM.

Integration with graph models is often ad hoc, with limited
routing or filtering before LLM use. Future progress depends
on pipelines that are representation-aware, selectively invoke
LLMs, and evaluate performance under explicit cost and la-
tency constraints rather than accuracy alone.

Another interesting direction is reliably detecting bridge
transactions, which is essential for tracing cross-chain fund
flows, identifying laundering routes, and assessing systemic
risks as assets move across heterogeneous blockchain envi-
ronments. LLM-based agents are well-suited to this task be-
cause they can combine multi-hop reasoning with tool-driven
log inspection and graph traversal to reconstruct complex
cross-chain paths in an accurate and explainable manner.

5 LLMs for Financial Analysis
Financial analytics systems use LLMs to model market dy-
namics and construct investment decisions, spanning price
prediction and portfolio design.

5.1 Price Prediction C S

LLMs have emerged as powerful sequence learners capa-
ble of adapting to diverse tasks through few- or zero-shot
transfer learning. Their strong pattern recognition abilities–
demonstrated by models such as Llama and GPT-4 across
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multiple modalities–make them a natural candidate for
time-series forecasting, including cryptocurrency price pre-
diction. Yet their performance on complex, non-stationary
domains like cryptocurrency markets, where clear seasonality
and trends are often absent, remains a significant challenge.

Language models as time series forecasters.
Time-LLM [Jin et al., 2024] encodes multivariate time
series for a frozen LLM by splitting each series into patches,
projecting those patches onto learned text-like vectors via
cross-attention, and prepending a short prompt to define the
task. [Chaffard et al., 2025] adapt Time-LLM for Bitcoin
price prediction by replacing patching with an inverted
sequence embedder to enable true multivariate attention, re-
placing learned prototype compression with offline PCA for
efficient vocabulary alignment, applying fractional differenc-
ing to stabilize non-stationarity while preserving long-range
dependencies, and augmenting inputs with prompt-encoded
technical indicators to better leverage the LLM’s financial
knowledge. BreakGPT [Simonyan, 2024] presents a hybrid
framework that combines a time-series encoder with an LLM
to detect sharp upward price moves. Its main contributions
are a surge-focused architecture, a task-aware training
objective, and empirical evidence that LLM-based predictors
can complement transformer encoders.

Sentiment analysis with off-chain data. Transformer-
based models show strong promise in crypto market fore-
casting. [Dikovitsky, 2025] evaluates headline-driven ultra-
short-term prediction using a dataset of 23,423 timestamped
Bitcoin news items and a two-stage cascade classifier that fil-
ters market-moving headlines before predicting price direc-
tion, with GPT-based variants achieving up to 79% accuracy
within a one-hour horizon. Complementary advances in sen-
timent modeling strengthen such pipelines: [Wahidur et al.,
2024] demonstrate that domain-adapted models and prompt
engineering substantially improve zero-shot sentiment ex-
traction by reducing hallucinations and enhancing label con-
sistency. Extending this line of work, [Jung et al., 2025] intro-
duce a hybrid forecasting framework that fuses lexicon- and
LLM-derived sentiment with technical indicators, on-chain
metrics, and cross-asset price data, showing that multi-source
feature fusion yields robust predictions over a 2,700-day eval-
uation. [Liu et al., 2024] situate these analyses within a
broader synthesis of LLM-based financial sentiment analysis,
surveying model families, datasets, and applications that col-
lectively define an emerging research agenda for LLM-driven
market prediction.

5.2 Portfolio Design G E S U

LLMs are transforming portfolio management by process-
ing massive datasets, generating trading strategies, and pro-
viding natural language explanations. BloombergGPT in-
tegrates structured market data with unstructured sources
like news and filings [Wu et al., 2023]. FolioLLM demon-
strates how LLMs can support diverse tasks, including
stock, exchange-traded fund (ETF), and multi-asset alloca-
tion [Popov and Roshka, 2024]. FinGPT highlights the role
of prompt engineering, fine-tuning, and retrieval-augmented
generation in enhancing personalization, risk balance, and

transparency [Yang et al., 2023]. Cryptocurrency portfo-
lio management presents unique challenges due to extreme
volatility, sentiment-driven price movements, and limited his-
torical data. Effective systems must combine on-chain trans-
actions with off-chain signals, adapt rapidly to market shifts,
and deliver clear rationales to maintain investor trust.

LLM agent. CryptoTrade [Li et al., 2024] presents a reflec-
tive, multi-agent LLM trading framework that uses GPT-3.5-
turbo, GPT-4, and GPT-4o for zero-shot cryptocurrency trad-
ing. It combines on-chain data, including market trends and
transaction records, with off-chain signals such as financial
news to address market volatility. Reflection allows agents
to iteratively critique and refine reasoning, improving deci-
sion quality. The system extracts structured features, encodes
them into optimized prompt templates, and generates daily
trading strategies with natural language rationales. It supports
Bitcoin, Ethereum, and Solana, aiming to maximize returns.

Prompt engineering and fine-tuning. [Dinara and Baizal,
2025] introduce a GPT-4o-based conversational agent that
personalizes cryptocurrency portfolio strategies by integrat-
ing market data with investor preferences expressed through
dialogue. The system uses prompt engineering and instruc-
tion fine-tuning to align recommendations with long-term ob-
jectives while providing natural language explanations to en-
hance transparency. It supports diversified portfolio construc-
tion across multiple cryptocurrencies and evaluates perfor-
mance using Expected Popularity Complement, Average Rec-
ommendation Popularity, and User Satisfaction, showing that
conversational personalization improves decision quality.

Multi-asset portfolio with RAG. [Hajaghaie and Thu-
lasiram, 2025] explore LLM-based multi-asset portfolio con-
struction using Meta’s Llama 3.1-8B, employing prompt en-
gineering with few-shot and chain-of-thought methods and
enhancing outputs through a classic RAG framework. By in-
corporating 90,000 rows of up-to-date financial data across
major asset classes, the model produced diversified portfo-
lios that included cryptocurrencies alongside equities, ETFs,
commodities, and bonds, with a winning portfolio identified
through frequency and weight analysis. Evaluation using To-
tal Return, Annualized Return, Volatility, Beta, Alpha, Sharpe
ratio, Maximum Drawdown, and Value-at-Risk demonstrated
that RAG-enhanced portfolios delivered more balanced and
risk-aware crypto allocations than the vanilla model.

Benchmarking. InvestorBench [Li et al., 2025] is an open-
source benchmark and agentic framework to evaluate LLM-
based financial decision-making across three single-asset
tasks: stock trading, cryptocurrency trading, and exchange-
traded fund investing. It standardizes environments, tools,
and metrics to compare thirteen large language models
across proprietary, open-source, and finance-specific cate-
gories. The study shows that cryptocurrency trading tasks are
highly volatile and strongly influenced by sentiment-driven
news. Larger open-source models and domain-specific finan-
cial models achieved stronger returns and better risk-adjusted
performance than smaller or general-purpose models. These
results highlight that effective cryptocurrency portfolio man-
agement requires models that integrate diverse signals and
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Figure 2: Role-centric abstraction. Blockchain substrates supply
raw inputs that are processed by distinct LLM roles. Tool use is
triggered when external computation, retrieval, simulation, or verifi-
cation is needed. Role outputs flow through validation mechanisms
such as static analysis, formal verification, backtesting, or human
review before affecting real-world outcomes.

adapt to rapid market changes.

5.3 Future Directions
Many studies inadvertently leak future information through
prompt design, window selection, or sentiment alignment,
weakening claims of predictive power and masking the ac-
tual value of LLM-based reasoning. Rigorous evaluation
demands time-aligned protocols that enforce strict informa-
tion boundaries and quantify performance degradation un-
der temporal drift. Progress is further limited by the ab-
sence of standardized benchmarks: current datasets focus on
single-asset trading or simplified portfolios and fail to reflect
DeFi-specific risks, e.g., oracle delays.

6 Agentic AI for dApps and DeFi E T U

LLMs are increasingly deployed as tool-using agents that val-
idate, execute, and reason over multi-step on-chain interac-
tions rather than merely analyzing static artifacts.

A dApp typically integrates a user-facing front-end (web
interfaces or documentation) with back-end smart contracts
executing the actual logic. Misalignments between what the
interface promises and what the on-chain code does can mis-
lead users and erode trust in the system [Yang et al., 2025].
Large language models have emerged as powerful tools to
bridge these gaps by parsing human-facing descriptions and
code in parallel to improve trustworthiness in dApps and
DeFi [Romandini et al., 2025; Fan and Min, 2025].

Interface consistency and transparency. [Yang et al.,
2025] has shown that dApp front-end descriptions often di-
verge from on-chain implementations in subtle but critical
ways. For example, a DeFi platform’s website might ad-
vertise fixed rewards that its smart contracts do not enforce.
Hybrid AI analysis frameworks combine an LLM’s natural
language understanding with traditional program analysis to
detect such inconsistencies. Hyperion by [Yang et al., 2025]
exemplifies this approach, using an instruction-tuned Llama2
model to interpret dApp UI text and documentation, along-
side dataflow-guided symbolic execution of the correspond-
ing smart contract. Hyperion extracts promised properties
from the front-end (e.g., fee policies) and cross-verifies them

against the actual contract logic. The authors identify seven
inconsistency types (e.g., hidden fees), and report detecting
such issues with high precision across hundreds of real-world
dApps. This work shows how LLMs act as an explainer of
the application’s intended behavior (in natural language) and
a checker against the trustless code that connects the interface
to the implementation.

Autonomous LLM agents. Beyond static inconsistency
checks, LLM agents can use decentralized applications like
a Web3 user. [Fan and Min, 2025] propose a Web3 assistant
combining an LLM with wallet tooling and blockchain APIs
so that natural language text, e.g., “swap 2 ETH for USDC on
Ethereum” are decomposed into structured workflows of bal-
ance queries, quote retrieval, approval handling, and transac-
tion submission across multiple networks. The agent runs an
end-to-end loop to understand intent, retrieve domain-specific
operation and API specifications via a modular RAG setup,
predict the next on-chain action, and calibrate that action
against recent API feedback before execution, with a dedi-
cated executor module that dispatches validated calls and re-
turns normalized status signals for next steps.

Future directions. A key research direction is under-
standing how personalized agents interact, since many DeFi
exploits emerge from contracts that are individually cor-
rect but collectively unsafe. Agentic systems must rea-
son about coupled state transitions and shared liquidity, and
not rely on isolated contract assumptions. They must also
support wallet-operated safety under partial observability
and delegated authority through constrained action spaces,
state-dependent permissions, and rollback-aware execution
policies to prevent catastrophic losses. Validation is equally
challenging: current systems depend on forked or sandboxed
environments that approximate mainnet conditions, and the
field lacks standardized methods for assessing whether an
agent’s reasoning is robust to adversarial interfaces, manipu-
lated quotes, or MEV-driven dynamics. Meaningful progress
will require benchmarks that tie execution traces to financial
outcomes to evaluate stability and reliability under realistic
conditions. Having covered all the taxonomy fields, Figure 2
illustrates this role-centric abstraction and how role outputs
flow through validation stages.

7 Conclusion
We have presented a role-centric analysis of large lan-
guage models for blockchain security and analytics, show-
ing that treating generator, translator, classifier, synthesizer,
explainer, and tool-user functions as first-class roles exposes
design patterns obscured by task-based taxonomies. Across
these settings, LLMs serve as semantic intermediaries that
connect code, structured data, and natural language, relying
on external tools for grounding and validation. Our find-
ings suggest that LLMs are most effective as components
of hybrid systems, and meaningful progress requires bench-
marks evaluating reasoning faithfulness, execution-grounded
validation, and robustness under realistic conditions. Un-
til such foundations mature, LLM-based blockchain systems
should be deployed as assistive analytical tools rather than
autonomous agents with implicit guarantees.
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