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Abstract

Large language model (LLM)-based agents are
increasingly being deployed beyond centralized
cloud environments and toward the edge of the net-
work, where they operate closer to data sources.
This transition facilitates lower latency and en-
hances contextual awareness, privacy, and respon-
siveness, but it also introduces challenges that
differ from traditional cloud-based agent deploy-
ments. This survey provides a systematic overview
of LLM-based edge agents with a particular fo-
cus on four critical dimensions: privacy, scala-
bility, heterogeneity, and autonomy. To facilitate
structured analysis, we introduce a novel taxonomy
along four axes: deployment, functional role, in-
teraction topology, and adaptation pattern. Based
on our taxonomy, we analyze the challenges LLM-
based agents face on the edge and discuss design
solutions that can help mitigate possible issues. We
further analyze the degree to which existing LLM-
based edge agent frameworks achieve privacy, scal-
ability, heterogeneity, and autonomy.

1 Introduction

Large language model (LLM)-based agents have seen rapid
growth as they have proven to be effective at multi-step
planning, tool use, and reasoning. Recent works are mov-
ing these agents from cloud deployment to edge environ-
ments, closer to data sources such as smartphones, wear-
ables, and IoT systems.” This shift is motivated by the need
for lower latency, faster responsiveness, and improved lo-
cal context awareness. Studies such as [Jiang et al., 2024;
Chen et al., 2025] demonstrate how LLM-based agents on the
edge can autonomously interpret sensory inputs, coordinate
actions, and make use of external tools or APIs in real time.
However, edge environments are resource-constrained, less
reliable, and often have access to sensitive data, introducing
challenges that may not be prevalent in cloud environments.
When edge nodes process sensitive personal, sensor, or in-
dustrial data, deploying LLM-based agents at the edge raises
significant privacy concerns. Edge environments usually in-
volve many loosely connected devices communicating with

one another, which may lead to data and prompt leakage dur-
ing interactions among agents, especially in the presence of
insecure communication channels, compromised nodes, or
insufficient access control mechanisms [Zhang et al., 2021].
Moreover, edge environments have constraints on compute,
memory, energy, and network bandwidth, which make scal-
ing challenging. Supporting many parallel agents or users
across edge nodes can quickly exhaust local resources, es-
pecially when agents engage in multi-step reasoning or fre-
quent communication [Hua er al., 2023; Semerikov et al.,
2025]. Edge environments are inherently heterogeneous, as
they support a wide range of devices with diverse hardware
capabilities, varying network reliability, and heterogeneous
data characteristics, adding additional challenges for coordi-
nation, optimization, and robustness [Shi et al., 2016]. Edge
agents are expected to operate with limited human supervi-
sion and unreliable connectivity to the cloud, making auton-
omy extremely important. However, increasing autonomy in
LLM-based edge environments can lead to additional chal-
lenges in safety, control, and reliability [Cemri et al., 2025;
Liu et al., 2024].

The complex interplay between edge computing and agen-
tic Al motivates this survey. Existing surveys primarily con-
centrate on the deployment of LLMs either at the edge or
in multi-agent systems, but not both simultaneously. For in-
stance, studies presented by [Gill et al., 2024; Semerikov et
al., 2025] emphasize the deployment of LLMs in resource-
constrained edge or mobile environments. These works fo-
cus on aspects such as model efficiency, compression, and
system optimizations while only briefly addressing the chal-
lenges of managing diverse agents, their autonomous behav-
iors, and the risks associated with deploying them in edge
settings. Other studies provide only partial analyzes of is-
sues related to privacy, scalability, heterogeneity, and auton-
omy. [Kokkonen et al., 2022] focus primarily on high-level
architectural strategies to enhance local autonomy and han-
dle heterogeneous resources while maintaining data privacy
in device-edge-cloud architectures but offer only a partial
outlook on scalability and coordination challenges in fully
autonomous edge systems. Meanwhile, [Jiang et al., 2024]
analyzes LLM-enhanced multi-agent systems mainly from a
communication and coordination perspective, discussing lit-
tle about autonomy and heterogeneity while leaving privacy
risks and scalability challenges largely unexplored. In this
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survey, we present a taxonomy of LLM-based edge agents
structured around four axes: deployment, functional roles, in-
teraction topology, and adaptation pattern. We subsequently
examine agent subtypes across these axes, focusing on pri-
vacy, scalability, heterogeneity, and autonomy, and discuss
associated challenges and mitigation strategies. This closes
an important research gap and can serve as a basis for further
research on agentic Al in edge computing.

2 Edge Computing and LLLM Agents

Fundamentals of edge computing. Edge computing is a
distributed computing paradigm that shifts computation and
data storage from centralized cloud data centers closer to data
sources. Processing data locally on devices or nearby edge
servers drastically reduces round-time latency and bandwidth
usage compared to cloud-only processing [Chen et al., 2025].
This makes edge computing favorable for time-sensitive ap-
plications, such as real-time analytics, real-time response, and
autonomous control. Generally, an edge computing system
employs a multi-tier architecture, which comprises end de-
vices, edge nodes, and central cloud data centers. Partition-
ing the computation across these tiers helps optimize perfor-
mance, cost, and privacy [Shen er al., 2025]. By limiting
the transmission of raw data to the cloud, edge computing
reduces exposure to data leakage, supports compliance with
data protection regulations such as GDPR [European Union,
20161, and enables greater control over sensitive and personal
information [Shi et al., 2016].

From traditional edge ML to LLM-based agents. Tradi-
tional edge Al applications use small-scale models trained for
specific tasks, such as a convolutional neural network (CNN)
trained for vision or reinforcement learning (RL) policies for
control [Gill er al., 2024]. These models are optimized to
perform in a constrained environment on edge devices. How-
ever, they are usually tailored to a predetermined function and
have a limited ability to generalize beyond the distribution
of training data or to modify their trained behavior at run-
time [Liu er al., 2024]. In contrast, LLM-based agents act
as programmable, natural-language controlled systems char-
acterized by planning, tool use, and-memory [Jiang er al.,
2024]. They employ reasoning techniques such as Chain-
of-Thought (CoT) to break down goals into small tasks and
have the ability to interact with the outside world using ex-
ternal APIs through systematic tool calls [Wu er al., 2024].
Moving from classical edge Al to LLM-based agents funda-
mentally changes the computational load on the network edge
from static tasks such as pattern recognition to goal-oriented
planning and decision-making by reasoning and coordination.
Recent work explores LLM-based agents on the edge, either
by using LLMs as high-level semantic controllers over tra-
ditional edge models or by optimizing sub-billion parameter
LLMs to run directly on devices [Liu et al., 2024].

In this survey, we assume that our LLM-based agents have
an interface with local sensors or devices and obtain logs,
events, and sensor data from them. We also assume that they
have access to certain tools and memory systems. They may
also have knowledge of a policy for autonomous reasoning
and action.

On-device agents

Edge-hosted agents

Deployment

Functional Role

Split agents

User-facing agents

System and operations agents

Domain control agents

Knowledge retrieval agents

LLM-based
Edge agents

Single agents

Hierarchical agents

Peer-to-peer agents

Hybrid agents

Static-prompt agents

Local fine-tuning agents
Federated agents

Adaptation Pattern

Figure 1: Our Taxonomy of LL.M-based edge agents

3 Taxonomy of LLLM-Based Edge Agents

LLM agents deployed on edge infrastructures exhibit specific
architectural, system-level, functional, and learning proper-
ties. We propose a classification scheme along four axes:
deployment, functional role, interaction topology, and adap-
tation pattern (cf. ‘Figure 1). These axes cover the crucial
design choices of LLM-based edge agents. We use the taxon-
omy to structure the discussion of edge-specific challenges of
agentic systems.

Deployment. On the deployment axis, we consider where
the ' LLM computation takes place. We can categorize LLM
agents into the following deployment categories: On-device,
Edge-hosted, and Split agents.

On-device agents run entirely on devices such as mobile
phones, wearables, cars and robots. They make use of quan-
tized or distilled LLMs along with limited tool use capabil-
ities [Liu et al., 2024]. These agents excel at privacy and
latency, as computation takes place on the device, which im-
plies that sensitive data do not need to be shared. The agent
typically uses a smaller context window and needs to manage
the KV-cache size to avoid running out of memory. Although
these constraints reduce the quality of generated output when
compared to larger models deployed on servers, they enable
fully offline and privacy-preserving agent deployment.

Edge-hosted agents run LLM computations on edge
servers or gateways that are computationally more powerful
than local devices. They aggregate multiple requests com-
ing from nearby devices. Edge-hosted agents can host larger
LLMs and access more tools than local devices. Compared
to cloud servers, edge servers have better control over data
and lower latency. However, while edge systems may include
a small number of relatively powerful servers, such as with
server-grade GPUs, these resources are limited compared to
the cloud, making it difficult for them to scale. Furthermore,
heterogeneity in a distributed edge environment increases the
management complexity [Hua et al., 2023].

Split agents distribute computation across multiple tiers.
Typically, a powerful base model is deployed in the cloud,
and multiple edge nodes deploy lightweight and specialized
components of larger models, such as LoRA modules or
adapters. These help encode sensitive content and improve



PRELIMINARY PREPRINT VERSION - DO NOT CITE
This is not the version of record. The final version will appear in the Proceedings of JCAI-ECAI 2026.

personalization while running the heavy computation in the
cloud [Wang er al., 2023]. However, split agents might suf-
fer from higher latency and are prone to network disrup-
tions or cloud failures. This may degrade the responsive-
ness and robustness of the agentic system. Adding additional
tiers provides greater computational power but increases the
surface of privacy and security attacks [Shen ez al., 2025;
Shi et al., 2016].

Functional role. The functional role represents what the
agent is responsible for in the system.

User-facing agents have a natural-language interface and
are designed for direct interaction with end users. They trans-
late natural-language prompts into actions such as API calls
or database queries [Patil er al., 2024] and can also be per-
sonalized through stored user preferences [Chen et al., 2025].
Such agents provide low-latency access to local context, but
they can also become a single point of failure for user work-
flows. As they directly interact with users, this can cause pri-
vacy concerns if sensitive data is processed [Shen et al., 2025;
Gill et al., 2024].

System and operations agents do not directly interact with
users. Instead, they manage edge infrastructure by leverag-
ing LLLMs and advanced techniques such as deep reinforce-
ment learning to analyze the system state and execute com-
plex management tasks. To manage the high volume of oper-
ational data, such as system metrics and logs, they use special
memory architectures or context-aware compressors [Shen et
al., 2025]. Based on the monitored data, the agents decide
how to allocate resources, adjust configurations, and invoke
management APIs to meet service expectations. This en-
hances the manageability and responsiveness of distributed
edge deployments by shifting system scaling from reactive,
threshold-based to proactive, predictive orchestration capa-
ble of anticipating workload surges or hardware fluctuations
[Mwangi et al., 2025]. However, system agents when de-
ployed on the edge might only have a partial or stale view
of the overall system, which can lead to incorrect decisions
that cause misconfigurations. Recent work on agents in edge
network environments shows that even slight variations in an
agent’s logic can significantly degrade system performance,
especially when agents are not strongly aligned with the op-
erational stability goals [Salama et al., 2025].

Domain control agents serve as high-level decision makers
by translating abstract reasoning into concrete actions based
on real-time sensor feedback. By focusing on a particular
domain, these agents exploit domain-specific knowledge to
improve performance and reliability, e.g., by analyzing digi-
tal twin data to coordinate system capabilities and functions
[Xia et al., 2023]. They perform actions such as control-
ling industrial equipment over a factory gateway or assess-
ing security events at an enterprise edge firewall [Hasan et
al., 2024]. When these agents are located close to the do-
main data and the data sources, they can make low-latency
and context-aware decisions that might be difficult to at-
tain when relying solely on cloud-based processing [Mao et
al., 2024]. However, domain control agents also face chal-
lenges, such as bugs, hallucinations, or misalignment of ob-
jectives. To mitigate these risks, agents can include safety fil-

ters based on formal methods or models that take uncertainty
into consideration when making decisions [Ding er al., 2025;
Ames ef al., 2017]. These measures ensure that agents” deci-
sions remain within defined safety bounds, protecting physi-
cal constraints while preserving domain-level reasoning.

Knowledge retrieval agents index local data sources and
provide retrieval-augmented generation as a shared service
for other edge agents and devices. This architecture can be
observed in frameworks such as AdaRAG, where each edge
node maintains a local knowledge base for retrieval [Ouyang
et al., 2025]. Constraining the LLM output to local data helps
improve the quality of the response and reduces the need for
communication with the cloud. However, deploying retrieval
capabilities on the edge introduces challenges related to lim-
ited storage, indexing overhead, and data consistency. It also
poses the risk of agents using outdated or incorrect informa-
tion to make critical decisions due to poor data indexing, po-
tentially endangering critical systems.

Interaction topology. The interaction topology describes
how agents and other components, such as tools and sensors,
are organized. They enable a balance between local auton-
omy and global coordination.

The single-agent pattern consists of one LLM agent per
device or per edge node. This agent is responsible for all
reasoning, tool calling, and decision making. This agent pat-
tern reduces communication overhead and ensures privacy,
as data remains local, but at the cost of generalization and
performance bottlenecks. Prior work shows that single-agent
systems using smaller models deployed at the edge struggle
with complex tool use and often fail to reliably plan multi-
step API calls or recover from intermediate errors without ex-
ternal feedback [Shen er al., 2024]. As aresult, a single-agent
system may not notice its own mistakes, motivating the use of
additional agents that can review and correct its actions.

The hierarchical-agent pattern arranges multiple agents
into levels such as device, edge, and cloud to manage task
granularity. Device-level agents focus on immediate sens-
ing and reactions, edge-level agents facilitate coordination
among agents on the devices, and cloud-level agents han-
dle high-level global planning. Current device-edge-cloud
frameworks that distribute control to maintain low-latency re-
sponses while leveraging global control already instantiate
multi-level hierarchical pattern agent systems [Kokkonen et
al., 2022]. However, hierarchical systems can suffer from
misalignment and specification drift, where errors introduced
by high-level planners propagate downward through the sys-
tem. If a high-level planner produces incorrect task decom-
position, the overall goal might fail even if low-level agents
correctly execute their assigned subtasks. This problem is ag-
gravated when context is abstracted or partially lost as infor-
mation flows across hierarchical levels [Cemri et al., 2025].

The peer-to-peer multi-agent pattern consists of multiple
loosely coupled agents that assume the roles of specialized
planners, retrievers, executors, and critics. These agents col-
laborate with each other through natural-language or struc-
tured messages. This decentralized setup enables agents to
exchange perspectives, refine solutions, and collectively solve
complex tasks more effectively than a single agent alone.
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Although the peer-to-peer agent pattern offers flexibility, it
also presents challenges, such as aligning agents with one an-
other and handling the communication overhead. Extended
multi-agent interactions can drift from the original task, rein-
force incorrect reasoning, or allow a single agent to influence
global actions without any centralized control. This can lead
to errors and reduce reliability in peer-to-peer agent systems
[Chan et al., 2024].

The hybrid multi-agent pattern combines centralized or-
chestration with loosely coupled device-level peer agents. A
coordinator agent at the edge assigns tasks, oversees safety,
and resolves conflicts among device-level agents. The device-
level agents are mostly semi-autonomous, handling local rea-
soning and execution. Adding a coordinator helps overcome
the shortcomings of peer-to-peer agents by improving system
reliability. However, it can be difficult to maintain synchro-
nization between the coordinator and the local agents. If the
coordinator takes too long to respond, it can slow down or
completely block the local agents, resulting in interference
with time-critical local actions [Cemri et al., 2025].

Adaptation pattern. Adaptation patterns address the evo-
lution of the agents’ behavior over time in the system.

Static-prompt agents use frozen model parameters along
with curated prompts to control behavior. Any change in be-
havior is made through prompts or tool configuration, without
modifying the model itself. Since these agents do not up-
date any parameters on the device, they are lightweight, pre-
dictable, and easy to deploy. However, they have limitations,
such as declining performance on complex tasks and strug-
gling to adapt to any new or evolving information, as they are
restricted by the model’s fixed context window. Any modifi-
cation of the prompts can lead to inconsistent agent behavior,
making them less reliable [Cao et al., 2024].

Local fine-tuning agents use a shared base model while
allowing individual edge devices to personalize behav-
ior through parameter-efficient fine-tuning, such-as LoRA,
adapters, or prefix tuning. This encourages personalization
or domain alignment without retraining the complete model
and improves privacy by keeping data on the device [Wang et
al., 2023]. However, local fine-tuning can lead to the model
focusing too much on new data and forgetting previously
learned general knowledge.

Federated agents participate in distributed learning proto-
cols. Each edge node in the system trains the local adapters or
policies and periodically aggregates them. Such patterns pro-
vide a way for agents to scale for global improvement while
preserving the privacy of sensitive data. However, federated
agents face challenges related to heterogeneity, such as delays
in training due to slower devices and bias in the aggregated
model because of differences in local data [Hu et al., 2024].

4 Design Considerations: Privacy, Scalability,
Heterogeneity, Autonomy

LLM-based edge agents operate in resource constrained en-
vironments with sensitive data and need to make decisions
autonomously. Although edge deployment promises low
latency and improved data locality, it also requires design

trade-offs to overcome challenges concerning privacy, scal-
ability, heterogeneity, and autonomy. A systematic study is
required to understand how different classes of LLM-based
edge agents can be deployed safely, efficiently, and robustly.
In each of the subsections below, we begin by reviewing the
common strategies and concerns related to the given design
consideration, and then provide an in-depth analysis of how
various agent subtypes, distinguished by their deployment
context, functional role, interaction topology, and adaptation
strategy, address or are impacted by the issues associated with
that consideration.

4.1 Privacy

Privacy is one of the primary goals of moving computation-
heavy LLMs towards the edge. However, deploying LLM-
based agents on the edge introduces many privacy threats,
depending on where the data is stored and processed. Sen-
sitive data can leak during data exchanges across local, edge,
and cloud agents. Edge agents must comply with regulatory
constraints such as GDPR [European Union, 2016] while en-
hancing their contextual awareness. Thus, privacy-enhancing
technologies are critical for improving privacy. In this sec-
tion, we analyze the data risks associated with different tax-
onomy axes and discuss potential design solutions.

Deployment: On-device agents maximize privacy by pro-
cessing -data locally on the device. Similarly, deploying
agents on organizational edge servers keeps data within
trusted boundaries, where personal identifiers can be stripped
outor generalized using techniques such as k-anonymity be-
fore any information is transmitted to the cloud [Wei et al.,
2018]. Privacy in split-agent architectures can be improved
by carefully placing the initial or personalization layers on
the edge while offloading computationally intensive attention
blocks of the LLM to the cloud, with only intermediate ac-
tivations exchanged between the two [Wang er al., 2023].
This reduces direct data leakage but risks inference attacks
on exchanged activations. Safeguards such as encryption
[Karthikeyan et al., 2025] and communication over secure
channels help mitigate the risk.

Functional: Agents with different functional roles handle
specific types of privacy-sensitive data, such as users’ per-
sonal data, conversation logs, system metrics, and domain-
specific data. To preserve privacy, the agents should strip
data of private identifiers and generalize it using k-anonymity
[Wei et al., 2018] or differential privacy [Dwork, 2006]. Any
external communication of the agents, such as external APIs
or tool calls, should be conducted through secure communi-
cation channels such as HTTP/TLS. Additional security mea-
sures can involve using enclaves such as trusted execution en-
vironments to shield the called tool or service [Karthikeyan et
al., 2025].

Interaction: In multi-agent systems, such as hierarchical
agents, peer-to-peer agents, and hybrid agents, interaction
patterns influence privacy. Any data exchange among such
agents must be carefully governed. Each agent in multi-agent
systems must receive only the minimal information necessary
for the task. A high-level coordinator, if present, must remove
any sensitive details and encrypt the data before communi-
cating it to other agents [Karthikeyan et al., 2025]. Central
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coordinators must be secured, as they can be a single point of
failure if compromised. In peer-to-peer agents, when agents
communicate directly with each other, mutual authentication
can mitigate the risk of eavesdropping [Du ez al., 2024]. Any
kind of agentic system, even a single-agent system that stores
data or models centrally, may be vulnerable to privacy at-
tacks, such as membership inference, data reconstruction, and
inadvertent cross-context leaking [Fu ef al., 2024].

Adaptation: Beyond privacy attacks on data exchanged by
agents, there are potential privacy leaks in learning agents.
Static-prompt agents that do not learn are mostly private,
as they do not collect data beyond prompt updates. Lo-
cal fine-tuning agents and federated agents attempt to main-
tain privacy by not sending any raw training data to the
cloud. However, the trained model may still encode sen-
sitive details that could be extracted. Differential privacy
can prevent the agent from memorizing any individual record
[Dwork, 2006]. In federated agents, the collaborative train-
ing process needs to be further secured, e.g., by secure
aggregation or homomorphic encryption [So et al., 2023;
Zhang et al., 2021].

4.2 Scalability

The scaling of LLM agents across edge nodes and devices
concerns computational scalability, management scalability,
and network scalability. Computational scalability refers to
the ability to scale raw processing capacity. This is an im-
portant consideration, as slow agents can slow down the en-
tire workflow [Gill er al., 2024]. Network scalability con-
cerns communication overhead and data movement, which
become particularly important when agents frequently com-=
municate or when thousands of devices concurrently interact
with shared edge or cloud agents. Management scalability
concerns the difficulty of deploying, updating, coordinating,
and maintaining thousands of devices and agents as the sys-
tem grows [Kokkonen et al., 2022]. It must also account for
resource and energy constraints at the edge, which indirectly
impose cost considerations on large-scale deployments. Be-
low, we examine how each type of agent architecture and
strategy impacts scalability in terms of compute, communi-
cation, and manageability.

Deployment: On-device agents scale horizontally trivially,
as each device hosts its own local LLM at the cost of main-
taining many isolated instances [Liu et al., 2024]. Edge-
hosted agents can serve multiple concurrent sessions by scal-
ing the edge node capacity. Their performance can be im-
proved by load balancing across multiple edge-servers and
by model sharing [Shi er al., 2016]. Managing edge-hosted
agents is easier compared to on-device agents, as updates tar-
get a limited number of servers rather than thousands of de-
vices. Split agents enable load distribution across tiers, allow-
ing them to support larger models and higher concurrency,
leading to better LLM performance [Semerikov et al., 2025].
They enable a cluster of edge nodes to provide highly-capable
agents to many users instead of repeatedly hosting the whole
model per edge node. However, continuous communication
among multiple nodes can become a latency bottleneck. Mit-
igation techniques such as caching and batching requests can
help. Thus, split-agent scalability requires robust connectiv-

ity and often involves multiple cloud endpoints to avoid single
points of failure [Zhang et al., 2021].

Functional: User-facing agents can be designed as on-
device agents, edge-hosted agents, or split agents, and they
can be scaled accordingly. Since they store user logs and con-
versational history, strategies such as summarizing context
and caching common responses and prompts help enhance
responsiveness [Xu er al., 2024]. System and operations, do-
main control, and knowledge retrieval agents scale by par-
titioning responsibilities across multiple hierarchical agents,
such that each agent oversees a subset of devices, domains,
or functions. Coordination overhead can be reduced if each
agent handles its own tasks without constant communication
with other agents. Knowledge retrieval agents need to in-
dex and search through more information as data and queries
grow, which can be challenging on limited hardware. They
can be scaled by using data management techniques such as
sharding, hierarchical indexing, topic-based partitioning, and
caching frequent queries [Ouyang et al., 2025].

Interaction: The single-agent pattern scales poorly, as one
agent can provide only limited processing, making replica-
tion across devices.or edge nodes essential. As single-agents
struggle with complex tasks and multi-step planning, it may
become necessary to switch to a multi-agent system [Shen et
al., 2024]. Hierarchical multi-agent systems scale efficiently
as they partition responsibilities among device, edge, and
cloud level agents, allowing complex workloads to be han-
dled without overloading any single agent. However, com-
munication overhead must be controlled, e.g. by exchanging
only aggregated information [Zhang er al., 2021]. Although
the peer-to-peer multi-agent pattern offers the flexibility to
scale, it increases communication overhead, potentially lead-
ing to network bottlenecks and high latency. Using a hierar-
chy or limiting the number of peers with whom each agent
can communicate helps reducing communication overhead.
In the hybrid-agent pattern, the central coordinator reduces
the uncontrolled communication of the peer-to-peer network
by directing messages and coordination through itself. How-
ever, the coordinator can become a bottleneck if it is unable
to handle a growing number of agents. This can be addressed
by introducing multiple coordinators or hierarchical layers to
distribute the coordination load.

Adaptation: Static-prompt agents ease scalability because
they are lightweight, do not require training, and are iden-
tical across deployments, making them easy to deploy on
multiple devices and cache frequent queries to reduce la-
tency. However, any changes to the agent require redeploy-
ing all instances. Local fine-tuning agents scale learning us-
ing standard parallelization techniques. However, they are
difficult to coordinate, as each agent can drift in its own di-
rection and cause a loss of global knowledge [Cemri et al.,
2025]. One solution to mitigate this issue is to periodically
aggregate and synchronize the models, converting local fine-
tuning agents into federated agents. Federated agents scale
both data volume and computation by leveraging large-scale
distributed training. However, they suffer from device het-
erogeneity and communication overhead, which can be miti-
gated by limiting the number of agents participating in each
training round, compressing updates, and using parameter-
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efficient fine-tuning techniques and asynchronous aggrega-
tion [Woisetschliiger et al., 2024].

4.3 Heterogeneity

Heterogeneity in LLM edge agents arises because devices,
networks, workloads, and software stacks differ widely
across the edge and cloud. This affects how agents are de-
ployed, how they access tools and data, and how they co-
ordinate. Managing heterogeneity is less about supporting
multiple models and more about providing abstractions and
mechanisms that allow many different configurations to be-
have coherently and safely.

Deployment: On-device agents adapt to smaller devices by
scaling down the LLMs using quantization or smaller mod-
els to fit the device capabilities. This means that not all on-
device agents will be identical, and some on-device agents
may perform better and offer more functionalities than others
[Xu er al., 2024]. Edge-hosted agents operate on heteroge-
neous edge servers with varying compute and network con-
ditions. They adapt by loading different model sizes, using
caching and buffering to handle diverse client connections,
and continuing local operations when cloud connectivity is
limited [Hua ef al., 2023]. Split agents manage heterogeneity
by partitioning model components across tiers, deploying a
shared base model on edge or cloud infrastructure while keep-
ing lightweight, personalized adapters on devices. However,
they must tolerate heterogeneous network conditions and en-
sure compatibility between differently sized or personalized
model components [Semerikov erf al., 2025].

Functional: User-facing agents face heterogeneity from
diverse users, devices, input modalities, and tasks. They
adapt through modular designs that enable device-aware opti-
mizations, multi-modal processing, and personalized behav-
ior. Local or federated learning further helps accommodate
heterogeneous user preferences and data distributions [Zhang
et al., 2021]. System agents are designed to manage infras-
tructure heterogeneity across devices, operating systems, and
networks by abstracting differences using standardized inter-
faces, asynchronous control, and hierarchical deployment of
local and global agents. Domain control agents face het-
erogeneity in sensors, actuators, data formats, and opera-
tional rules within a domain, which they manage using do-
main models, standardized schemas, and modular adapters to
normalize variability into coherent control decisions [Xia et
al., 2023]. Knowledge retrieval agents manage heterogene-
ity in data types, locations, and formats by embedding het-
erogeneous data into shared representations or by federating
queries across multiple local sources. Standardized query in-
terfaces allow other agents to access diverse knowledge con-
sistently [Ouyang et al., 2025].

Interaction: Single-agent systems manage heterogeneity
by isolation: each agent accommodates only its local device
and context. This simplifies their design but hinders the uti-
lization of system-wide resources [Gill er al., 2024]. Hier-
archical multi-agent systems tackle heterogeneity by allocat-
ing tasks among devices, edge, and cloud layers according
to their capabilities, with lower levels handling local data
and higher levels functioning on aggregated views. Peer-
to-peer agents deal with heterogeneity via self-organization

techniques, including capability discovery, negotiation, and
redundancy. Hybrid systems leverage heterogeneity through
a central coordinator with global awareness of agents and net-
work conditions to allocate tasks appropriately, thus enhanc-
ing resource utilization, but at the expense of the coordina-
tor’s availability and accuracy.

Adaptation: Static-prompt agents handle heterogeneity
poorly because they cannot adapt dynamically to different de-
vices, tasks, or contexts without prompt engineering. This
limits their flexibility in dynamic environments [Cao et al.,
2024]. Local fine-tuning agents adapt models to local data
and context to address heterogeneity, improving performance
under non-IID data [McMahan et al., 2017]. Federated agents
designed to learn from heterogeneous data and devices allow
clients with different capabilities to contribute to the global
model by using weighted updates and partial participation.
This enables collective learning -across heterogeneity while
maintaining a shared model [Lai ef al., 2022].

4.4 Autonomy

Autonomy concerns the degree to which LLM edge agents
can perceive, decide, and act without direct human supervi-
sion. At the edge, autonomy is essential for responsiveness
and robustness underintermittent connectivity.

Deployment: On-device agents operate with high auton-
omy for simple tasks, allowing them to function during net-
work disruptions. However, for complex or high-risk tasks,
they require external support and network connectivity [Liu
et al., 2024]. Edge-hosted agents support varying forms of
autonomy, such as adaptive tool selection, performance op-
timization, anomaly response, and self-healing, commonly
modeled as monitor—analyze—plan—execute feedback loops
over shared knowledge. Split agents offer limited local au-
tonomy by executing lightweight adapters at the edge, while
relying on the centralized model for complex computation,
making their autonomy dependent on network connectivity
and coordination [Wang et al., 2023].

Functional: User-facing agents have limited autonomy,
usually focused on selecting tools and executing user instruc-
tions and strategies without setting independent goals. Sys-
tem and operations agents require higher autonomy to man-
age complex infrastructure at scale and perform monitor-
ing, optimization, and recovery without human intervention.
However, they are constrained by safety rules, hierarchical
oversight, and offline validation to prevent failures. Although
domain control agents require strong autonomy to make fast,
continuous decisions in sensitive environments, their actions
are restricted due to potential real-world impact, safety con-
trollers, formal constraints, and regulatory limits. Knowl-
edge retrieval agents are autonomous in maintaining, updat-
ing, and querying local knowledge sources [Ouyang et al.,
2025]. They act autonomously in maintaining, querying, and
optimizing local knowledge sources to improve responsive-
ness and reduce cloud dependence, while constraining auton-
omy to avoid hallucinations or misuse of incomplete informa-
tion.

Interaction: Single-agent systems have full autonomy for
enabling rapid decision-making but require fixed rules, as
the absence of peer verification makes them fragile [Cemri
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Framework Taxonomy Privacy Scalability Heterogeneity Autonomy
AgentsCoDriver On-device, domain control, peer-to-peer multi-agent, static-prompt agents - - - v
MobileLLM On-device, user-facing, single, static-prompt agents v v v v
O-RAN Edge-hosted, system and operations, hierarchical, local fine-tuning agents - v - v
Industry 5.0 Edge-hosted, system and operations, hybrid multi-agent, static-prompt agents - Ve - v
Agentyxcrypt Edge-hosted, system and operations, peer-to-peer multi-agent, static-prompt agents v - v -

Table 1: Capabilities of existing LLM-based edge agent frameworks with respect to Privacy, Scalability, Heterogeneity, and Autonomy.

et al., 2025]. Hierarchical systems allow lower-level agents
to react independently to local conditions while higher-level
agents enforce global policies. This enables rapid local reac-
tions while maintaining system-wide safety and governance.
Peer-to-peer agents exhibit decentralized autonomy that max-
imizes flexibility and fault tolerance but risks coordination
failures without strong protocols. Shared goals and conflict-
resolution mechanisms are essential for coordination. Hybrid
systems grant peers autonomy to execute their tasks while
coordinators manage global constraints, reducing conflicts
[Jiang et al., 2024].

Adaptation: Static-prompt agents exhibit limited auton-
omy, as they cannot perform tasks beyond their predefined
prompts [Cao et al., 2024]. Local fine-tuning agents have
controlled autonomy, as they can update their models based
on local data but are restricted by constraints, such as val-
idation checks and restricted updates, to avoid model drift
or overfitting. Federated agents have high autonomy as they
learn together without sharing data [McMabhan et al., 2017].

S Analysis of Existing Frameworks

For practical adoption, frameworks for LLM-based edge Al
agents must address privacy, scalability, heterogeneity, and
autonomy. We analyze recent frameworks to determine their
progress in addressing these concerns, along with the taxon-
omy they support (Table 1).

Recent frameworks illustrate different tradeoffs between
privacy, scalability, heterogeneity, and autonomy. AgentsCo-
Driver [Hu ef al., 2024] has high autonomy as it enables col-
laborative autonomous driving by allowing vehicles to rea-
son, communicate, and learn jointly at the edge. However,
they do not implement any privacy mechanisms and assume
that vehicles have similar resources. MobileLLM [Liu et al.,
2024] optimizes a sub-billion parameter language model into
different sizes for privacy-preserving, autonomous on-device
agents that can be scaled to devices with varying capabili-
ties but require retraining for any change in task. O-RAN
[Salama er al., 2025] integrates Al-driven traffic prediction
and neural architecture search into the O-RAN architecture to
autonomously optimize radio access networks with minimal
human oversight. It is highly scalable, as decision-making is
distributed across edge nodes. However, it lacks privacy and
heterogeneity, as it collects and analyzes network traffic data
in a centralized control component and assumes that network
equipment and data formats across the radio access network
are mostly similar. The Industry 5.0 framework [Martinez-Gil
et al., 2025] offers a multi-agent system for rapid deployment
of edge Al solutions in factories. It is highly autonomous, as

agents can independently make decisions, such as monitor-
ing equipment and controlling processes. It can also be easily
scaled by deploying agents across multiple factory sites or
machines. However, it does not concentrate on privacy and
assumes that most machines follow similar standards, mean-
ing it can struggle with heterogeneity if deployed in environ-
ments with varying hardware, data formats, and network con-
ditions. Agentyxcrypt [Karthikeyan ef al., 2025] introduces
a framework that preserves the privacy of sensitive data ex-
changed among agents by encrypting multi-tier communica-
tion and secure computation, making it a good choice for het-
erogeneous systems with different tasks, data types, and envi-
ronments. However, it is not autonomous or scalable, as fixed
encryption algorithms add computation overhead.

Our analysis shows that none of the reviewed frameworks
completely align with privacy, scalability, heterogeneity, and
autonomy. This is due to inherent trade-offs among them.
Mechanisms that strengthen one dimension, e.g. encryp-
tion for privacy or centralized control for scalability, often
restrict others, such as autonomy or adaptability [Cemri et
al., 2025]. Thus, current systems must make explicit de-
sign choices based on application requirements. In the future,
hybrid agent architectures and adaptive control mechanisms
may help balance all four dimensions simultaneously.

6 Conclusions & Future Directions

In this paper, we survey LLM-based agents deployed at the
edge and introduce a novel taxonomy along the deployment,
functional role, interaction, and adaptation axes. Our ob-
servations indicate that LLM-based edge agents have trade-
offs among privacy, scalability, heterogeneity, and autonomy.
These results point to interesting research questions:

How can we improve the trade-off between autonomy
and security? As autonomy grows at the edge, agents be-
come responsible for critical decisions based on sensitive
data. Thus, the necessity for securing the agent becomes crit-
ical. This direction is currently not thoroughly explored.

How can we design lightweight LLMs for edge agents
that can adapt dynamically in resource-constrained envi-
ronments? LLM-based edge agents currently cannot main-
tain strong performance in resource-constrained environ-
ments. Architectures that can dynamically adapt to the en-
vironment at runtime are critical in enabling efficient LLM-
based edge agents.

We need a robust framework that jointly optimizes pri-
vacy, scalability, heterogeneity, and autonomy. Addressing
this challenge is essential for enabling trustworthy, scalable,
and truly autonomous LL.M-based edge agents.
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