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Abstract

Large language models (LLMs) require substantial
investments and are increasingly deployed in high-
stakes domains, making it critical to protect LLM-
related assets and to trace their provenance. Iden-
tity technologies such as fingerprinting and water-
marking address these needs by enabling owner-
ship verification and attribution, and have rapidly
emerged as an active research focus. However,
existing techniques lack a systematic organisation,
leading to two key issues, ferminological confu-
sion and isolated research lines, that have hindered
the development of this research field. To this
end, we present a comprehensive review of LLM
identity techniques, focusing on fingerprinting and
watermarking across the LLM lifecycle, including
datasets, models, and generated content. We make
three primary contributions. First, we introduce
implicit identity (Implicit-ID for short) as a unify-
ing abstraction and distinguish fingerprinting from
watermarking. Second, we propose -a lifecycle-
based taxonomy that organises techniques by asset
type and verification role, aligning each with as-
set protection or provenance. Third, we establish
an evaluation framework around three objectives—
identifiability, robustness, and deployability. To-
gether, these contributions structure the landscape
of LLM identity techniques, clarify terminology,
and highlight directions toward secure deployment.

1 Introduction

Large language models (LLMs) have revolutionised a wide
range of fields. Their development requires substantial in-
vestments in data, computation, and expertise; for example,
training GPT-4 is reported to cost over $100 million' .
Consequently, asset protection of LLMs becomes critical
given such high costs, as unauthorised use or leakage can re-

*Corresponding authors.
"https://en.wikipedia.org/wiki/GPT-4

sult in significant losses. In parallel, the misuse and malicious
exploitation of LLMs has emerged as another key challenge;
for instance, LLM-generated content has been used by ma-
licious actors to enable automated fraud systems [Lin et al.,
2024]. Accordingly, provenance of LLMs is critical for trac-
ing the origins of such activities, thereby enabling account-
ability and governance of misuse and malicious exploitation.

From a technological perspective, identity mechanisms for
LLMs are fundamental to enabling both asset protection and
provenance. A growing body of research has explored LLM
identity techniques, such as fingerprinting for model copy-
right protection [Zhang et al., 2025] and watermarking for
generated content provenance [Kirchenbauer e al., 2023].
However, as the field remains at an early stage, existing tech-
nologies lack a systematic organisation, resulting in two key
issues: (1) Terminological confusion. In particular, water-
marking and fingerprinting, two primary identity technolo-
gies, are not clearly distinguished in the literature. For in-
stance, the trigger-based specific-response mechanisms are
termed “instructional fingerprinting” in [Xu et al., 2024a],
whereas they are referred to as “backdoor watermarking”
in [Mo et al., 2025]. (2) Isolated research lines. Existing
identity studies for LLMs have largely evolved in isolation
within specific scenarios, including dataset identity [Carlini
et al., 2021; Maini et al., 2021], model identity [Zeng et
al., 2024; Zhang et al., 2025; Xu et al., 2024a], and gener-
ated content identity [Kirchenbauer et al., 2023; Hou et al.,
2024a; Hu et al., 2024]. As a result, the community lacks
a comprehensive and unified understanding of LLM identity.
Prior watermarking surveys [Liu et al., 2024; Wang et al.,
2025b; Liang et al., 2026] naturally do not cover fingerprint-
ing, and even recent surveys covering both [Xu et al., 2025d;
Ye et al., 2025; Wang et al., 2025b; Liang et al., 2026] fail to
adequately address these two issues.

The two aforementioned issues have, to some extent, hin-
dered the development of this research field. To address these
challenges, this survey clarifies key concepts and proposes
a verification-semantic taxonomy to systematically organise
existing studies on LLM identity, including fingerprinting and
watermarking. Our goal is to clarify the landscape of this
nascent research field and to outline research objectives and
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major roadmaps to guide future advances. Therefore, this sur-
vey makes the following three contributions.

Our first contribution is a unification of key concepts in
this field. We propose a three-layer conceptual framework
to organise existing methods. (I) At the top level, we in-
troduce a unifying abstraction, Implicit Identity (Implicit-ID
for short), which refers to specific characteristics of an LLM
that are not directly observable but can be verified and used
to uniquely identify the model and distinguish it from oth-
ers. Such implicit identity provides a unifying abstraction for
both fingerprinting and watermarking techniques. (II) At the
middle level, we differentiate between two main realisations
of implicit-ID, fingerprinting and watermarking. LLM fin-
gerprinting is defined as a non-intrusive implicit-ID, which
is constructed by intrinsic characteristics of an LLM; LLM
watermarking is an intrusive implicit-ID, in which identifi-
able signals are deliberately embedded into the model, data,
or generated content through external intervention. (III) At
the bottom level, we summarise existing methods by evidence
source and verification pathway, yielding a compact design-
space view of implicit-ID technologies.

Our second contribution is a generative taxonomy
across assets and lifecycle stages. We introduce a taxonomy
that organises identity technologies by verification seman-
tics, i.e., similarity-based attribution and keyed verification,
across datasets, models, and generated content throughout the
LLM lifecycle. Beyond providing comprehensive coverage,
the taxonomy reveals cross-asset equivalences. For instance,
the shared trigger-response logic underlying dataset water-
marking and fine-tuning-based model watermarking, and the
shared attribution logic underlying behavioural model finger-
prints and output-only fingerprints. This perspective enables
cross-level reasoning: techniques designed for one asset level
can inform or transfer to another, helping the community
move beyond isolated research lines and supporting reason-
ing about multi-level identity designs for LLMs.

Our third contribution is the establishment of techno-
logical objectives. Motivated by the two core application
tasks of Implicit-ID, asset protection and provenance, we
identify three key objectives for the technologies: identifia-
bility, robustness, and deployability. Specifically, an Implicit-
ID should exhibit high identifiability to reliably distinguish
different LL.Ms, maintain robustness under legitimate post-
deployment transformations and adversarial manipulation,
and demonstrate practical deployability under realistic set-
tings. Accordingly, we propose a common evaluation tem-
plate organised by transformation regimes, enabling system-
atic and comparable assessment of existing methods.

These contributions show that LLM fingerprinting
and watermarking can be consistently viewed under a
shared verification-semantic lens, rather than as isolated,
mechanism-specific techniques, as organised in the prior
surveys [Xu et al., 2025d; Ye et al., 2025].

What this survey enables. By unifying identity technolo-
gies under Implicit-ID and organizing them by verification se-
mantics rather than mechanism, this survey enables: (i) prin-
cipled analysis and comparison between intrusive and non-
intrusive methods under shared verification semantics; (ii)

transfer of techniques and evaluation stressors across dataset,
model, and content identity; and (iii) systematic reasoning
about trade-offs between legal defensibility, robustness to
post-deployment transformations, and practical deployability.
The remainder is organised as follows: Section 2 for-
malises the tasks and notation, Section 3 presents the
lifecycle-based taxonomy, Section 4 defines the evaluation
metrics, and Section 5 discusses challenges and directions.

2 Main Tasks in Implicit-ID Technologies

In this section, we formalise two primary application tasks of
Implicit-ID technologies: Asset Protection, which aims to
safeguard the security and value of LLM-related assets, and
Provenance, which supports accountability, traceability, and
regulatory compliance within the LLM ecosystem.

Task formulation. We view identity verification over LLM
assets as the foundation of both tasks. In general, identity
verification can be formulated as a decision process over ob-
servable evidence extracted from an asset, where the veri-
fier determines whether the asset should be attributed to a
claimed owner, creator, or source. This process must con-
trol both false matches, where an unrelated asset is incor-
rectly accepted, and false misses, where a legitimate or de-
rived asset is incorrectly rejected, under realistic access con-
straints. This formulation motivates our later focus on iden-
tifiability, robustness, and deployability. In asset protection,
identity verification establishes legitimate ownership and pre-
vents unauthorised use. In provenance, it identifies asset cre-
ators or contributors, thereby enabling accountability, trace-
ability, and compliance.

Unified view and notation. Let A € {D, M, Y} denote
an LLM asset subject to protection or provenance verifica-
tion, where D represents training data, M represents model
artefacts such as weights and internal states, and ) represents
generated content. A verifier accesses the asset through an
interface O 4, which captures practical verification settings:
white-box access, where model weights or full asset details
are available; grey-box access, where only limited internal
information is exposed; and black-box access, where verifi-
cation is restricted to queries. After release or deployment,
the asset may undergo a transformation 7 € 7, which yields
A’ = 7(A). Examples include dataset filtering, model fine-
tuning, quantisation, distillation, merging, and output rewrit-
ing. We evaluate an Implicit-ID technology by whether reli-
able verification can be maintained under 7 of interest. We
distinguish two transformation regimes that recur across all
asset types. Owner/benign transformations T € Jown cOI-
respond to legitimate post-release adaptations, such as filter-
ing, fine-tuning, quantisation, distillation, prompt or policy
modification, and paraphrasing. These transformations pri-
marily evaluate whether an identity signal remains stable un-
der normal lifecycle evolution. Adversarial transformations
T € Ty represent adaptive attempts to remove, forge, or
evade identity signals, including watermark removal through
targeted training, paraphrase-based sanitisation, trigger sup-
pression, and mimicry prompting.
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Taxonomy of Implicit Identity Technologies for LLMs

2.1 Asset Protection Task

For LLM-related asset protection, Implicit-ID resides in or
is embedded within assets and serves as verifiable evidence
of ownership, thereby detecting and countering unauthorised
use and redistribution, such as the well-known 2024 Miqu
model leak on Hugging Face? . Generated content asset pro-
tection is also crucial for preventing plagiarism. The U.S.
Copyright Office’s rulings on creative arrangement in Al-
assisted works establish an important legal foundation®
Asset protection can be achieved through proactive ver-
ification, i.e., watermarking. Specifically, the asset owner
embeds a keyed identity signal into an asset (or its gen-
eration process) using an embedding function Ej, produc-

ing a protected asset A = Ej(A). After the asset under-

goes a transformation A’ = 7(A), ownership is verified
through a keyed detector V}, (O 4/). Asset protection can also
be achieved through similarity-based attribution, i.e., finger-
printing, where no keyed mark is embedded. Instead, the ver-
ifier extracts inherent distinguishing evidence X (O 4/) from
the target asset and determines ownership by comparing it
with reference evidence extracted from owned assets, through
a similarity-based detector V(O 4,04/).

2.2 Provenance Task

For provenance, Implicit-ID acts as the foundation for tracing
LLM-related asset lineage and origin, reinforcing digital trust
and accountability. Dataset provenance enables retroactive
auditing through Implicit-ID techniques such as dataset fin-
gerprinting, allowing stakeholders to detect latent “data foot-
prints” [Sadhukhan and Chakraborty, 2025] and verify licens-
ing compliance without requiring pre-marked data. Model
provenance focuses on identifying rebranded or derivative
models and tracing them back to their foundational coun-
terparts, supporting regulatory requirements for a transpar-
ent chain of custody. Generated content provenance usu-
ally serves as a societal safeguard against misinformation and
synthetic fraud. Many jurisdictions have established manda-
tory labelling requirements for generated content, including
China? , the EU? , and the United States® , thereby reinforc-
ing digital trust through provenance.

In practice, provenance can be established either through
proactive provenance binding, e.g., watermarking at creation,
or through retroactive provenance inference similarity-based
attribution when no prior mark exists. Provenance binding is
a proactive realisation of provenance. In this mode, the asset
owner embeds or attaches verifiable evidence using E}, such
as a keyed watermark, either at creation time or during service
[Dathathri et al., 2024]. The resulting asset carries an identity
signal that can later be verified from a transformed asset A’
using a keyed detector V(O 4+). This mode provides strong,
deliberate provenance evidence, but typically requires prior
instrumentation of the asset or serving pipeline. Provenance

Zhttps://huggingface.co/miqudev/miqu- 1-70b
3https://www.copyright.gov/docs/zarya-of-the-dawn.pdf
*https://www.mps.gov.cn/n6557558/c8797736/content.html
Shttps://artificialintelligenceact.eu/article/50/

Shttps:/leginfo.legislature.ca.gov/faces/bilINavClient.xhtml?
bill_id=202320240SB942
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Figure 1: Taxonomy of Implicit-ID technologies for LLMs.

inference is a retroactive realisation of provenance. When no
prior mark is assumed, the verifier extracts inherent evidence
X (04/) from the observed asset and attributes it by com-
paring this evidence with reference evidence from candidate
source assets through a matcher V(0 4,04/). This mode
enables post hoc auditing, and its conclusions are generally
probabilistic rather than cryptographically guaranteed.

3 Taxonomy across LLM Lifecycle and
Verification Semantics

We first introduce the taxonomy dimensions that structure
the landscape of Implicit-ID technologies, including the LLM
lifecycle and verification semantics, and then systematically
survey existing techniques within this unified framework.

3.1 Taxonomy Dimensions

Our taxonomy organises Implicit-ID technologies along two
complementary dimensions: a verification dimension defined
by verification semantics, and a lifecycle dimension defined
by the asset stage at which identity is established or verified.
Along the lifecycle dimension, we consider three asset
stages throughout the LLM lifecycle: Dataset D, Model M,
and Generated content ). Asset protection and provenance
tasks recur as cross-cutting objectives across all stages.
Along the verification dimension, we distinguish two cate-
gories of verification semantics underlying both asset protec-
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tion and provenance tasks. The first category is similarity-
based attribution, implemented via a matcher V,.(-, -), which
corresponds to non-intrusive fingerprinting. The second
category is keyed verification V}(-), implemented through a
keyed mark and a corresponding detector, which corresponds
to intrusive watermarking. Consequently, both asset pro-
tection and provenance can be achieved either through keyed
verification or through similarity-based attribution.
Specifically, across assets A € D, M, and correspond-
ing access interfaces O 4, we summarize existing methods
in terms of: (i) Evidence source and required Access con-
ditions; (ii) Verification semantics (keyed or similarity-
based); and (iii) Dominant transformation stressors 7 un-
der which verification must remain reliable. The proposed
taxonomy is generative: it reveals cross-asset commonali-
ties in verification logic, suggesting how techniques, attack
models, and evaluation stressors may transfer across datasets,
models, and generated content. This perspective enables
cross-level reasoning, where techniques developed for one as-
set stage can inform the design of methods at other stages.

3.2 Implicit-ID of Datasets

Implicit-ID of datasets concerns verifying whether a suspect
model M’ was trained on a target dataset D under post-
training transformations 7, given access through an observa-
tion interface, most commonly a black-box API. Its primary
task is provenance inference: providing post-hoc evidence of
data usage when training provenance is opaque, thereby sup-
porting auditing and compliance; by establishing data owner-
ship, it also indirectly contributes to asset protection.
Although dataset watermarking has been studied in tradi-
tional machine learning, particularly for image datasets [Du
et al., 2025], emerging LLM-oriented approaches embed in-
distribution, text-preserving signals into documents, such as
invisible Unicode canaries or cue-reply structures, and later
verify their imprint through black-box prompting [Li ef al.,
2025b; Naser, 2025]. Since these methods typically rely on
special triggers that induce recognisable model behaviour af-
ter training, we categorise them as fine-tuning model water-
marking and discuss them in Section 3.3." This subsection
focuses on dataset fingerprinting for provenance inference,
where the verifier does not assume a pre-embedded mark.

Dataset fingerprint

« Evidence: loss/likelihood statistics.

* Access: black-box or grey-box.

* Verification: statistical memorisation signal detection,
targeted behavioural signature probing.

* Stressors: shift, fine-tuning, distillation.

Dataset fingerprinting can be broadly divided into two
paradigms: statistical fingerprinting, which relies on ag-
gregate memorization signals, and specific-response finger-
printing, which examines targeted behavioural signatures.

Statistical Dataset Fingerprinting

Statistical dataset fingerprinting provides non-keyed evidence
that M’ has been exposed to D by identifying dataset-specific
memorization signals in model statistics, including loss or

perplexity gaps, likelihood anomalies, and aggregate mem-
bership scores, while leaving D unmodified.

Representative lines of work show that LLMs can exhibit
detectable membership effects at the sequence or aggregate
level, enabling post-hoc auditing and ownership resolution
[Carlini et al., 2021; Mattern et al., 2023; Shi et al., 2024,
Maini et al., 2024]. In practice, these signals are most in-
formative when evaluated under confound controls (e.g., se-
mantically similar corpora) and robustness stressors 7 (fine-
tuning, distillation, and distribution shift), which can dilute or
mask membership traces [Huang et al., 2024].

Specific-Response Dataset Fingerprinting
Specific-response fingerprinting constructs non-keyed evi-
dence by probing M’ with a curated set of membership-
sensitive queries and analysing targeted behavioural signa-
tures rather than global statistics. Typical signals include con-
fidence/margin patterns on high-influence examples or spe-
cialised probe prompts that elicit distinctive responses linked
to D [Maini et al., 2021; Liu et al., 2022; Naser, 2025].

Compared with purely statistical approaches, this
paradigm can offer stronger diagnostic power for ownership
resolution, but is more sensitive to probe design and can be
confounded by independent similarity (training on a dataset
D’ = D). Itis also vulnerable to post-training transforma-
tions 7 (e.g., instruction tuning) and adaptive smoothing that
reduce membership contrast.

3.3 Implicit-ID of Models

Implicit-ID of models concerns determining whether a sus-
pect model M’ is derived from an owner model M under
transformations 7 € T and an observation interface, which
may provide white-, grey-, or black-box access. Such iden-
tity verification supports both asset protection and prove-
nance. Here, we focus on model-level identity, covering fin-
gerprinting as similarity-based attribution and watermarking
as keyed ownership verification. We defer output provenance
techniques to Section 3.4.

Model Fingerprinting

Model fingerprinting performs non-keyed, similarity-based
attribution by matching intrinsic model evidence, such as pa-
rameters, representations, or elicited behaviors.

Existing works form fingerprints by leveraging model pa-
rameters, internal representations, and externally observable
behaviours. Accordingly, existing methods fall into three
categories: parameter-space fingerprints, which require
white-box access; representation-space fingerprints, which
typically require white- or grey-box access, with occasional
query-only approximations; and behavioural fingerprints,
which rely on curated elicitation prompts and are compatible
with black-box access.

Model parameter-space fingerprint

* Evidence: weights/parameters statistics/invariants.

* Access: white-box.

* Verification: similarity-based attribution.

 Stressors: weight permutation/reordering, mild fine-
tuning, typically weak under strong 7 (e.g., distillation
or merging) unless explicitly handled.
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Model parameter-space fingerprinting identifies a model
by extracting descriptors directly from weights, then at-
tributing ownership via similarity in a weight-derived feature
space. One representative design is to build invariants that
remain stable under admissible weight reordering/permuta-
tion (e.g., HuRef [Zeng et al., 2024]), enabling lineage/copy-
right inference without embedding any trigger. Another de-
sign [Yoon et al., 2025] uses layerwise attention-projection
statistics (Q/K/V/out) and compares correlations across sta-
tistical sequences to infer lineage (Intrinsic Fingerprint of
LLMs). A third line of work [Zeng et al., 2025] aligns infor-
mative weight blocks (e.g., embeddings and Q/K projections)
and computes similarity after alignment (AWM), reported as
discriminative even after large-scale training. In exchange
for strong identifiability signals, parameter-space approaches
typically require white-box access and may be costly or less
practical for ultra-large models.

Model representation-space fingerprint

* Evidence: hidden activations/gradients under probing.

* Access: white-box, grey-box, black-box occasionally.

* Verification: similarity-based attribution.

* Stressors: probe design and distribution shift, fine-
tuning, merging, distillation.

Model representation-space fingerprinting attributes a sus-
pect model by comparing its internal responses to predefined
probing inputs. These responses include activations, gradi-
ents, or sensitivity signals, which are converted into descrip-
tors and matched against those of reference models.

Existing approaches can be organised into two canonical
designs. The first is activation-based fingerprints, which
identify models by comparing intermediate activations in-
duced by probing inputs: DEEPJUDGE [Chen et al., 2022]
evaluates similarity via multi-level distance metrics on inter-
mediate activations; EASYDETECTOR [Zhang et al., 2024]
trains probing classifiers on a victim model’s activations
and tests whether separability patterns transfer to a sus-
pect model; and REEF [Zhang et al., 2025] compares ac-
tivation representations using geometry-preserving similar-
ity (CKA). The second is gradient/sensitivity-based finger-
prints, which use how the model responds to small perturba-
tions: TENSORGUARD [Wu et al., 2025] extracts fingerprints
from statistics of parameter gradients induced by controlled
perturbations in selected layers; and ZEROPRINT [Shao et
al., 2025b] derives global Jacobian-based fingerprints by ag-
gregating output differences under probing inputs, enabling
identification without access to internal states. In general,
representation-space fingerprints can be robust to parame-
ter modifications. However, most existing methods require
white-box access and may struggle to distinguish closely re-
lated LLMs with similar architectures.

Model behaviour fingerprinting attributes a suspect model
by eliciting stable and discriminative response patterns from
a compact set of curated prompts, followed by non-keyed
matching over the observed outputs through similarity scor-
ing or learned linkage. A representative instantiation is
LLMMAP [Pasquini et al., 2025], which actively issues a
small set of queries to fingerprint LLM-integrated systems,

such as RAG pipelines, and identify specific model versions
from subtle behavioural nuances.

Model behaviour fingerprint

* Evidence: input-output response patterns under curated
elicitation prompts, such as fixed-string responses, re-
sponse distributions, and reasoning traces.

* Access: black-box.

* Verification: similarity-based attribution, learned match-
ing over responses.

e Stressors: decoding randomness (temperature/top-
p), refusal/safety policies, prompt filtering/sanitisa-
tion, system-prompt differences, context-window effects,
adaptive prompt interventions, model drift.

Behavioural fingerprinting can be grouped into three tech-
nical paradigms. The first is adversarial/optimised prompt-
ing, which aims to induce deterministic fixed-string or high-
entropy signatures that separate the target model from non-
homologous models. TRAP [Gubri et al., 2024] repurposes
adversarial suffixes to induce a predefined answer from the
target model, while other models produce incoherent or di-
vergent outputs. PROFLINGO [Jin ef al., 2024] generates
prompts that trigger distinctive response distributions to link
original models and their derivatives. The second is auto-
mated prompt generation, which reduces reliance on manu-
ally crafted fingerprints. Hide-and-Seek [Iourovitski et al.,
2024] uses evolutionary learning with an auditor LLM to
discover salient input—output pairs exposing a model fam-
ily’s semantic manifold; RAP-SM [Xu et al., 2025c] further
leverages shadow models to improve fingerprint transferabil-
ity across model series and maintain robustness under adap-
tive transformations such as model merging and fine-tuning.
The third is based on high-level cognitive and knowledge-
level behaviour, where reasoning and retrieval idiosyncrasies
serve as fingerprints. COTSRF[Ren et al., 2025] models dis-
tinctive chain-of-thought trajectories elicited by crafted logic
prompts, whereas DUFFIN[Yan et al., 2025] combines trig-
ger patterns with knowledge-level fingerprints that capture
how models retrieve and articulate domain-specific facts. Ad-
ditionally, some behavioural identifiers exploit architecture-
tied effects. For example, ROUTEMARK [He et al., 2025]
attributes identity in MoE-based merged models through dis-
tinctive expert-routing logic. Although such evidence is ob-
served behaviourally, it reflects internal architectural charac-
teristics and therefore lies at the boundary between behaviour
and representation-space fingerprinting.

Taken together, these methods show that input-conditioned
responses—whether triggered by adversarial suffixes, reason-
ing paths, or routing preferences—constitute a powerful and
diverse toolkit for active model fingerprinting.

Model Watermarking

Model watermarking refers to keyed ownership verification:
a class of intrusive identity technologies that embed identity
signals into a model before release, allowing ownership to
be verified later by probing for those signals. Most exist-
ing methods follow a specific-response paradigm. The model
is intentionally modified to produce distinctive responses to
designated secret triggers while preserving normal behav-
ior on benign inputs. These trigger-response behaviors then
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serve as explicit identifiers for ownership verification.

Such methods are often referred to as “fingerprinting” or
“backdoor fingerprinting,” but this terminology can be mis-
leading. Unlike fingerprints that arise intrinsically from archi-
tecture or training data, watermarks are deliberately embed-
ded identity signals. We therefore categorise these specific-
response methods as model watermarking.

From the perspective of watermark embedding mecha-
nisms, existing model watermarking methods can be broadly
divided into two categories: fine-tuning-based watermarking
and model-editing-based watermarking. The key distinction
lies in whether the watermark is implanted through additional
training or by directly editing model parameters.

Model fine-tuning watermark

» Evidence: trigger-response behaviour embedded.

* Access: black-box.

* Verification: keyed verification.

» Stressors: suppression/filtering, prompt interventions,
extraction, fine-tuning, merging, distillation.

Model watermarking via fine-tuning represents an early
and widely used paradigm for embedding trigger—response
behaviours into LLMs. In this setting, the watermark is in-
jected by fine-tuning the model on data containing secret trig-
ger—response pairs, thereby inducing the model to associate
predefined triggers with designated responses.

Instructional fingerprinting [Xu et al., 2024a] demonstrates
that instruction-style supervised fine-tuning can implant wa-
termark behaviours without requiring access to model inter-
nals. Subsequent work extends the approach via stronger
trigger-response binding, as in Chain&Hash [Russinovich et
al., 2026]; improved deployment efficiency, as in FP-vec [Xu
et al., 2024b]; greater scalability via in-distribution  trig-
ger—response pairs, as in Perinucleus Fingerprinting [Nasery
et al., 2025]; and enhanced robustness to further fine-tuning
by anchoring watermark behaviours in lower-level represen-
tations, as in TIBW [Mo et al., 2025].

The primary stressors for fine-tuning-based watermarks in-
clude suppression or filtering, prompt-level interventions, etc.
Because many model watermarks are implemented through
trigger—response behaviours, their robustness should also be
evaluated against adjacent backdoor-repair and unlearning
techniques. For example, class-wise trigger recovery and un-
learning suggest that embedded trigger behaviours can be ac-
tively discovered and weakened [Hou et al., 2025].

Model-editing watermark

* Evidence: keyed behaviours inserted.

* Access: black-box.

* Verification: keyed verification.

» Stressors: subsequent edits/unlearning,
merging, distillation.

fine-tuning,

Model-editing watermarking inserts keyed behaviours
through localized parameter edits, enabling low-cost water-
mark implantation with limited impact on model utility. Rep-
resentative designs either reinforce trigger—target associa-
tions, as in FPEdit [Wang et al., 2025a], or embed more nat-
ural keyed QA behaviours, as in EditMark [Li ef al., 2025a].
We evaluate the robustness of model watermarks under these

stressors and defer a detailed discussion of the corresponding
attack surface and evaluation protocols to Sec. 4.

3.4 Implicit-ID of Generated Content

Implicit-ID of generated content concerns determining
whether a given output ) originates from a specific model
M, solely based on the output text under post-generation
transformations 7 € 7 and black-box access.

We distinguish two verification semantics: generated con-
tent fingerprinting, which exploits inherent idiosyncrasies in
model responses to perform provenance inference; and gen-
erated content watermarking, which intentionally embeds
a detectable signal during generation to support provenance
binding and proactive asset protection.

Generated Content Fingerprinting

Generated content fingerprint

» Evidence: distributional/stylistic biases in outputs.

* Access: black-box.

e Verification: similarity-based attribution.
 Stressors: rewriting, decoding changes, confounding.

Generated content fingerprinting attributes a source model
from outputs alone by extracting intrinsic and unintended
regularities in the generated text, and performing non-keyed
attribution; e.g.; similarity scoring or classifier-based match-
ing without modifying the model or decoding procedure.

The main technology is statistical fingerprinting of gen-
erated content, which treats stable deviations in an LLM’s
output distribution, whether lexical, syntactic, or embedding-
level, as latent signatures for attribution through statistical
modeling or classification. Recent studies report strong dis-
criminability at the model-family level. Sun et al. [2025]
show that word-level distributional cues enable embedding-
based classifiers to distinguish major model families, such as
GPT, Claude, and Gemini, with robustness under rewriting
and translation. Suzuki et al. [2025] further suggest that iden-
tifiable “natural fingerprints” can emerge even among mod-
els trained on identical data, owing to randomness in opti-
mization. From a detection standpoint, Antoun et al. [2024]
demonstrate cross-model attribution that generalizes across
sources and model sizes, while Bitton et al. [2025] improve
reliability through classifier ensembles that preserve preci-
sion under style-mimic prompts. Because these signals are
distributional, attribution is sensitive to prompt/system con-
text and decoding settings. It is most defensible when framed
as probabilistic evidence rather than cryptographic proof.

Generated Content Watermarking

Generated content watermarking is an intrusive provenance-
binding mechanism that intentionally embeds verifiable iden-
tity signals into the text generation process, enabling prove-
nance to be verified directly, without requiring access to
model internals. We organize existing methods according
to how identity signals are embedded. The first is statisti-
cal watermarking, which introduces detectable distributional
biases into generated text, either through inference-time ma-
nipulation of token probabilities or through training-time in-
ternalization of watermark behaviors. The second is keyed
sampling watermarking, which encodes identity within keyed
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sampling trajectories, enabling provenance verification with
little or no perceptible distortion to the generated content.

The statistical watermarking embeds a verifiable distri-
butional deviation into generated text such that provenance
can be detected from outputs alone. Whether injected via
inference-time logit intervention or internalised during train-
ing, the watermark manifests as a persistent statistical shift
detectable by a verifier. Based on the verification mechanism,
this paradigm admits two dominant technical paths: statisti-
cal hypothesis testing and statistical pattern learning.

advantage of this paradigm is its zero-distortion property:
the marginal distribution of watermarked text is theoretically
identical to that of the original model. [Christ et al., 2024]
formalises this notion via undetectable watermarks based
on cryptographic one-way functions, showing that outputs
are computationally indistinguishable from unwatermarked
text to any adversary lacking the key. [Hu er al., 2024]
further propose an unbiased watermarking framework based
on reparameterized sampling, ensuring that expected token
frequencies match the model’s softmax distribution.

Statistical watermark of generated content

* Evidence: verifiable distributional deviation.

* Access: black-box.

* Verification: keyed verification.

e Stressors: rewrite/translate/summarise/character-level
perturbations, decoding changes, adaptive removal.

Keyed sampling watermark of generated content

* Evidence: keyed sampling trace.

* Access: black-box.

* Verification: keyed verification.

e Stressors: rewrite/translate/summarise/character-level
perturbations, decoding changes; adaptive removal.

The line of statistical hypothesis testing formulates prove-
nance verification as a statistical hypothesis test, where
the null hypothesis assumes natural, unwatermarked text.
[Kirchenbauer et al., 2023] introduce the canonical red—green
list scheme, which biases token selection toward a pseudo-
random subset of the vocabulary and verifies provenance
through Z-score testing of token frequencies. [Dathathri
et al., 2024] refine this framework in SYNTHID-TEXT by
using tournament sampling to preserve generation diversity
while maintaining high detection specificity. To mitigate the
fragility of token-level statistics under paraphrasing, subse-
quent work shifts verification into semantic space. [Hou
et al., 2024a] propose SEMSTAMP, which partitions embed-
ding space using locality-sensitive hashing and treats region
occupancy as a statistical signature; K-SEMSTAMP [Hou ‘et
al., 2024b] further aligns partitions with semantic structure
via clustering, improving robustness to linguistic transforma-
tions. Across these methods, watermark verification remains
an external, rule-based statistical test.

The line of statistical pattern learning treats the watermark
as a latent statistical pattern that can be internalized by the
model and recognized by learned discriminators. This ap-
proach is particularly relevant in open-source settings, where
inference-time logit biasing can:be bypassed. [Gu et al.,
2024] demonstrate watermark- distillation, showing that stu-
dent models can reproduce a teacher’s statistical watermark
without explicit decoding constraints. [Xu et al., 2025a]
further improves detectability via reinforcement learning co-
training, coupling. generation with a trainable detector to
shape output trajectories that maximise classification confi-
dence while preserving fluency. This notion of internalised
identity is extended to open-source security in MARK-YOUR-
LLM [Xu et al., 2025b], which embeds statistical behaviours
via backdoor-based internalisation and verifies provenance
using a paired classifier.

Keyed sampling watermarking encodes provenance
through secrecy in the sampling process. Keyed sampling de-
fines the watermark through secret sampling rules, typically
keyed pseudo-randomness governing token selection, rather
than through observable deviations in the output distribution.
Verification then tests whether a generated sequence is con-
sistent with the secret key and the model’s logits. A central

In keyed sampling watermarking, verification reduces to
re-evaluating whether the observed token sequence adheres
to the secret sampling trajectory induced by the key and the
model probabilities. By exploiting the secrecy of the sam-
pling path, these methods achieve strong robustness against
adaptive detection while preserving generation fidelity.

4 Evaluation Metrics for ID Technologies

An Implicit-ID method should be evaluated as a claim-
verification system: given a suspect asset and a claimed
source, owner, or generation process, the verifier accepts or
rejects the claim under a specified access interface, threshold,
and transformation regime. Since the task and notation have
been introduced in Section 2, we focus here on the metrics
required for comparable evaluation.

4.1 Correctness of Identity Claims

Correctness measures whether the verifier accepts valid
claims and rejects invalid ones. We use the true positive rate
(TPR) and false positive rate (FPR):

TP FP
TPR = R FPR = N
where P is the number of positive claims and N is the num-
ber of negative claims. TP counts valid claims correctly ac-
cepted, while FP counts invalid claims incorrectly accepted.
These quantities unify common measures used in fingerprint-
ing and watermarking studies, including fingerprint success
rate, reliability, and watermark detection accuracy [Xu et al.,
2025d; Yang et al., 2025; Shao et al., 2025a].

Identity technologies should be reported at meaningful
operating points, such as TPR at a fixed maximum FPR,
or through threshold-dependent curves such as ROC or
precision-recall curves. For multi-source attribution, where
the verifier chooses among multiple candidate owners or
source models, top-k attribution accuracy and calibrated con-
fidence should also be reported. Calibration is especially im-
portant for non-keyed fingerprinting, whose conclusions are
usually probabilistic rather than cryptographic.
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4.2 Robustness to Benign Transformations

Identity claims must remain verifiable after ordinary post-
release changes. Let Town denote benign owner-side or user-
side transformations. Examples include dataset filtering, pre-
processing, model fine-tuning, quantisation, pruning, distil-
lation, model merging, prompt or policy updates, decoding
changes, paraphrasing, translation, and summarisation.

For a transformation 7 € Ty, evaluation should apply the
transformation to the identity-bearing asset, yielding A’ =
7(A), and then measure correctness under the same declared
access and threshold regime. A useful summary is benign
robustness coverage:

RC... — {7 € Town : TPR; > Crpr, FPR; < Crpr}|
own |7;WII| .

4.3 Security Against Adaptive Manipulation

A second dimension of robustness concerns adversarial secu-
rity. Let 7,4, denote transformations chosen by an adaptive
adversary to remove, evade, forge, or spoof identity evidence.
Security evaluation must specify the adversary’s knowledge
and capability. For removal or evasion attacks, the attack suc-
ceeds when a true identity claim is rejected. For forgery or
spoofing attacks, the attack succeeds when a false claim is
accepted. Thus, attack success can be expressed as

ASRremove(7) =1 — TPR;,  ASRforge(7) = FPR,.

A compact adversarial robustness coverage can be defined
analogously to benign robustness:

{7 € Taay : TPR; > C1pr, FPR; < Crpr}|
|7;dv| .
This metric should be interpreted within the context of the

specified threat model, since its value is inherently condi-
tioned on the adversary’s capabilities.

1{Cadv =

4.4 Utility and Deployment Cost

Identity technologies must also preserve the primary utility
of the asset and be feasible to verify. Utility impact measures
degradation caused by embedding or maintaining the identity,

AU = Usig = Up,

where U,,ig is the utility of the original asset and Urp is
the utility after identity construction. For generated text,
U may include perplexity, semantic similarity, task accu-
racy, toxicity, or human preference. For models, it may
include benchmark accuracy, instruction-following quality,
safety behaviour, latency, or downstream task performance.
For datasets, it may include data quality and downstream
model performance. Watermarking usually requires careful
reporting of AU because it modifies the asset or generation
process. Fingerprinting is non-intrusive and often has negli-
gible utility impact, but it imposes high verification costs.
Deployment Cost primarily refers to the computational
overhead incurred by an identity technology. According to
the stages at which identity is established and verified, we de-
compose the cost into embedding cost and verification cost.

Embedding cost is the resource required to establish an iden-
tity. For watermarking, this includes data construction, fine-
tuning, model editing, logit intervention, key management, or
changes to the serving pipeline. For fingerprinting, explicit
embedding cost is typically zero, but reference evidence ex-
traction and storage should still be reported. Verification cost
includes query volume, latency, compute, memory, auxiliary
storage, access requirements, and human audit effort. These
costs are central to deployability: a highly identifiable method
may still be impractical if it requires white-box access to a
frontier-scale model, thousands of queries, or expensive pair-
wise comparisons across many candidate sources.

5 Current Challenges and Future Directions

Identity signals that preserve utility. A persistent bottle-
neck is the identifiability—utility trade-off: many Implicit-
ID mechanisms improve verification performance only at the
cost of nontrivial utility degradation AU or by exploiting
fragile surface-level cues. Future work should move beyond
heuristic signal design_ and co-design identity mechanisms
with semantic fidelity as a first-class objective, achieving high
separability across prompts, domains, and access interfaces
while preserving model utility and user experience.

Robustness across lifecycle drift and adaptive transfor-
mations. * Existing methods often fail when models undergo
routine adaptation (e.g., fine-tuning, compression) or when
adversaries attempt removal/forgery. A central direction is
to formalise robustness over explicit transformation suites
T = TownUTaav and develop transformation-invariant identity
signals and decision rules that remain valid under post-release
drift, not merely in the original parameterisation.

Deployable verification with guarantees and shared
benchmarks. Practical adoption is limited by verification
cost (query volume, latency, compute) and by the lack of
rigorous security statements. Future work should pursue
sample-efficient, auditable verification and align claims with
verification semantics: non-keyed attribution as calibrated
statistical evidence, keyed verification with explicit notions
such as unforgeability and non-removability. Community
progress also requires standardised, cross-asset benchmarks
that fix interfaces, stressors, and reporting (identifiability, ro-
bustness coverage, AU, and verification cost) to enable cred-
ible cross-paper comparison.

6 Conclusions

LLM identity technologies are becoming essential for pro-
tecting LLM-related assets and tracing their provenance. This
survey has introduced Implicit-ID as a unifying abstraction
for understanding fingerprinting and watermarking, and has
organised existing methods across datasets, models, and gen-
erated content under two verification semantics: similarity-
based attribution and keyed verification, and highlights the
metrics that matter for deployment.

LLM identity is best understood as verification under dis-
tribution shift induced by benign adaptation and adaptive at-
tacks. We hope this survey helps the community converge on
reproducible benchmarks, consistent terminology, and practi-
cally defensible identity for trustworthy LLM deployment.
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