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Abstract

Deep neural networks are vulnerable to adversar-
ial examples, posing serious security risks. While
GAN-based attacks such as AdvGAN enable fast
adversarial example generation, they typically op-
erate in a single step, limiting attack effective-
ness and transferability. In this work, we propose
PAR-AdvGAN, a progressive auto-regressive GAN
framework that iteratively refines adversarial per-
turbations. By conditioning each iteration on the
previous output, PAR-AdvGAN produces stronger,
more transferable attacks while maintaining low vi-
sual distortion and high generation speed. Experi-
ments on multiple models and datasets demonstrate
that PAR-AdvGAN significantly outperforms base-
line methods in attack success rate, achieving up to
335.5 frames per second, highlighting its practical
efficiency for black-box attack scenarios.

1 Introduction

Deep neural networks are widely deployed in safety-critical
systems such as image classification [Li et al., 2020], emo-
tional analysis [Qiang et al., 2020], and item recommenda-
tions [Pan et al., 2020]. However, their vulnerability to ad-
versarial examples [Szegedy et al., 2013; Ma er al., 2021;
Deng et al., 2020] poses severe security risks. Existing
adversarial attack methods fall into two main categories:
gradient-based methods (e.g., FGSM [Goodfellow er al.,
2014b], PGD [Madry et al., 2017]) and GAN-based meth-
ods. Gradient-based methods require repeated gradient com-
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putation for each input, leading to high computational cost.
In contrast, GAN-based methods (e.g., AAdvGAN [Goodfel-
low et al., 2014a]) train a generator once and can generate
adversarial examples in a single forward pass, making them
suitable for large-scale security evaluation.

Despite their efficiency, GAN-based attacks show limita-
tions. AdvGAN generates perturbations in a single iteration,
which can cause perturbation escalation. The magnitude of
perturbations will increase rapidly with training iterations,
sacrificing visual imperceptibility. Additionally, single-shot
generation fails to capture fine-grained input structures, re-
sulting in poor transferability to unseen models, which is crit-
ical for real-world black-box attack scenarios.

To address the challenges, we propose PAR-AdvGAN, in-
troducing three key innovations: (1) A progressive generator
network that takes both the current adversarial example and
the original clean image as input, enabling incremental per-
turbation refinement. (2) An auto-regressive iterative mecha-
nism that generates perturbations sequentially, leveraging his-
torical generation results to improve attack effectiveness. (3)
A multi-stage joint loss function that combines adversarial
loss, perturbation norm loss, and distance loss to balance at-
tack success rate, imperceptibility, and training stability.

2 Motivation

Although AdvGAN and other GAN-based attacks can effi-
ciently generate adversarial examples, their single-shot gen-
eration strategy has intrinsic limitations. First, perturbations
tend to escalate during training, which can compromise vi-
sual imperceptibility and reduce stealthiness. Second, treat-
ing each generated sample independently prevents the attack
from leveraging historical perturbation information, limiting
the strength and transferability of adversarial examples, espe-
cially on unseen or defense-trained models. Third, single-step
generation fails to capture fine-grained structures of the input,
which is critical for realistic black-box attack scenarios.
These challenges motivate our PAR-AdvGAN, which in-
troduces a progressive, auto-regressive framework. This de-
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sign improves transferability across both convolutional net-
works and transformer-based architectures.

3 The Proposed PAR-AdvGAN Framework

3.1 Problem definition

Given a clean data distribution pgq.,, benign samples X C
Ddata> and a target network f with true label m for sample
x € X, the goal of an untargeted adversarial attack is:

f(-radv) 7é m,

where || - ||, denotes the n-norm (e.g., L2), and € is the max-
imum allowed perturbation.

||xadv - x”n S €,

3.2 Progressive Generator Network

PAR-AdvGAN consists of a progressive generator G and a
discriminator D. To maintain information from the original
sample xo, the generator G is modified to accept both the
current adversarial example xzd_vl and xg:

t—1
Pt =G (xadv ’IO) ’
where P; is the perturbation at iteration . The adversarial
example is then updated as:
t .|
2l = clip (zlg,' + Pr),
ensuring incremental refinement. The generator leverages

both 2! ! and z to produce perturbations that remain close

to the original input while gradually enhancing attack results.

3.3 Auto-Regression Iterative Method

The generator iteratively updates adversarial examples using
an auto-regressive mechanism. Let the network N map input
z to label m. At iteration ¢, the update satisfies:

N(Izdv) 7& m.

The gradient of the adversarial loss with respect to generator
parameters 6 can be expressed as:

Ol GG
a 8l‘zﬁdv + G(xzdv) dc ’

which guides the generator to iteratively refine perturbations
in a self-correcting manner.

Voa

3.4 Generator Constraints

To prevent perturbation explosion and maintain visual fi-
delity, PAR-AdvGAN employs three complementary losses:
1. Adversarial loss (encouraging misclassification):

Laay = —CrossEntropy (}y,,m)
2. Perturbation norm loss (controlling magnitude):
Ly = [|1Pl2 = [|G (w3 w0) |
3. Distance loss (enforcing proximity to original sample):
La = [|#hay = ol

The generator is trained to minimize a combined loss:

9o, = VGG (LG + )\1Lp + XoLg + /\SLadv)v

where )
Lg = (1 - D(xzdv))
is the GAN loss to deceive the discriminator D, and
A1, A2, A3 balance the contributions of each term.
The parameters of generator GG are updated via gradient
descent:
0c =0c —n2 - gos,
and the parameters of discriminator D are updated similarly:

0p =0p —m -Vy,Lp,

where
Lp = (1= D(z))* + D(aty,)*
Here 17 and 75 denote the learning rates of the discrimina-
tor and the generator, respectively.

4 Experiment

4.1 Experimental Setup

Datasets and Models:  Experiments were conducted
on an ImageNet-compatible dataset of 1,000 images
(299x299x3) [Papernot et al., 2018]. We evaluated at-
tacks on both normally-trained models—Inception-v3 (Inc-
v3) [Szegedy et al., 2016], Inception-v4 (Inc-v4), Inception-
ResNet-v2 (IncRes-v2) [Szegedy et al., 2017], ResNet-v2-
50 (Res-50), ResNet-v2-101 (Res-101), ResNet-v2-152 (Res-
152) [He et al., 2016a; He et al., 2016b] and defense-
trained models [Tramer ez al., 2017] (Inc-v3ens3, Inc-v3ens4,
IncRes-v2ens) using ensemble adversarial training. Addi-
tionally, experiments included ViT-B/16 [Dosovitskiy et al.,
2021] to test performance on transformer-based architectures.

Baseline Methods: We compared PAR-AdvGAN with the
original AdvGAN and seven state-of-the-art transferable at-
tacks: FGSM [Goodfellow et al., 2014b], BIM [Kurakin et
al., 20181, PGD [Madry et al., 20171, DI-FGSM [Xie et al.,
2019], TI-FGSM [Dong et al., 2019], MI-FGSM [Dong et al.,
2018], and SINI-FGSM [Lin et al., 2019]

Parameter Settings: PAR-AdvGAN and AdvGAN were
trained for 60 epochs with initial learning rates of 0.001, re-
duced to 0.0001 at epoch 50. For iterative gradient-based
attacks, we followed standard parameter settings from prior
literature. Attack performance was measured using Attack
Success Rate (ASR) and Frames Per Second (FPS), with per-
turbation rate ensuring visual fidelity.

To evaluate the effectiveness of PAR-AdvGAN, we de-
signed experiments to answer three key questions:RQ1: How
does PAR-AdvGAN improve attack success rate compared to
AdvGAN? RQ2: How does PAR-AdvGAN perform in attack
transferability and speed compared to state-of-the-art meth-
ods? RQ3: Why does PAR-AdvGAN work effectively?

4.2 RQ1: Attacking Performance

As shown in Table. 3, we compare the attack success rates
of the original AdvGAN and our proposed PAR-AdvGAN at
three different perturbation rates of 8, 9, and 10. The com-
parisons are conducted using Inc-v3 and Inc-v4 as surrogate
models and attacks are lunched on IncRes-v2. The results
indicate that in most cases, our algorithm outperforms Adv-
GAN in terms of attack success rate.
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Model | Attack | Perturbation | Inc-v4 Res-50 Res-101 Res-152 Inc-v3ens3 Inc-v3ens4 IncResv2ens | mASR
AdvGAN 8.41/9.88/10.26 | 32.9/61.9/65.9 42.6/77.7/82.8 47.8/75.3/83.1 38.8/66.6/72.8 15.1/44.0/52.5 30.2/54.5/63.0  9.9/25.7/26.5 | 31.04/57.95/63.80
PAR-AdvGAN | 8.29/9.27/9.95 | 53.7/63.1/68.4 74.8/85.0/89.8 79.3/86.2/89.5 68.2/78.0/82.5 39.4/53.5/63.8 45.7/60.8/69.4 28.0/39.0/46.5 | 55.58/66.51/72.84
FGSM 8.79/9.74/10.69 | 26.2/28.0/30.3  26.2/29.0/30.6  23.3/25.8/27.6  22.8/24.1/27.0 13.8/14.5/15.5 14.0/14.3/14.3 6.0/6.1/6.1 18.9/20.25/21.62
BIM 8.46/9.50/9.96 | 47.6/52.2/56.6 42.1/45.8/48.5 36.7/40.6/42.9 35.6/39.2/39.3 14.4/16.0/15.8 14.1/14.6/14.5 8.5/8.1/8.4 28.42/30.92/32.28
Inc-v3 PGD 8.76/9.79/10.35 | 44.6/46.2/50.2 38.6/40.7/43.5 33.1/35.5/37.3 28.9/34.5/35.8 12.4/14.2/14.4 12.4/13.3/13.1 6.8/7.4/7.7 25.25/27.40/28.85
DI-FGSM 8.51/9.56/10.02 | 66.0/70.0/70.9 54.0/60.0/61.4 50.7/55.1/55.2 49.3/53.7/52.7 19.1/19.6/20.0 18.4/20.4/19.1 10.5/11.0/11.0 | 38.28/41.40/41.47
TI-FGSM 8.60/9.65/10.10 | 52.4/55.3/56.5 39.7/45.2/45.2 34.4/39.9/41.1 34.8/39.0/43.1 31.6/34.8/35.3 34.1/37.7/39.2 21.4/25.9/25.8 | 35.48/39.68/40.88
MI-FGSM 8.98/9.77/10.55 | 44.5/47.9/51.4 39.9/41.7/45.1 36.5/38.8/41.0 34.3/37.8/38.9 16.3/17.1/16.8 15.6/14.9/16.2 6.5/7.717.4 27.65/29.41/30.97
SINI-FGSM 8.99/9.77/10.55 | 56.0/59.7/64.2 53.8/58.0/62.5 47.2/51.1/55.2 45.6/50.7/53.8 24.6/24.4/26.4 23.9/23.8/25.9 11.0/12.0/12.6 | 37.44/39.95/42.94

Table 1: The attack success rates (%) on four undefended models and three adversarial trained models by various transferable adversarial
attacks. The adversarial examples are crafted on Inc-v3 with different perturbations. The best results are in bold.

Model | Attack | Perturbation | Inc-v3 Inc-v4 Res-50 Res-101 Res-152 Inc-v3ens3 Inc-v3ens4 IncResv2ens | mASR
AdvGAN 10.59/11.30/12.25 | 75.6/72/80.3  70.3/60.5/70.2  72.5/75.7/84.3  70.8/75.2/84.9 68.9/71.8/77.1 61.2/74.9/83.4 61.8/69.5/79.1  53.8/50/60.5 66.86/68.7/77.46
PAR-AdvGAN | 10.21/11.12/12.01 | 76.1/81.8/84.5  63.6/67/70.9  80.3/84.9/87.3 79.9/84.8/87.3  75.7/80.4/83  82.3/87.6/90.6 73.9/79.5/83.1 55.2/62.5/66.3 | 73.38/78.56/81.63
FGSM 10.76/11.71/12.65 35/36.3/38.6  31.9/34.6/36.4 33.6/35.1/37.6 32.2/34/36 31.9/34/36 27.9/30.1/31.7  29.9/30.3/31.5 23.8/25.3/26.5 | 30.78/32.46/34.29
BIM 10.90/11.47/12.37 | 55.5/58.7/60.7  50.5/49.7/54.1 54.2/55.6/59.2 48.5/51.4/56.8 46.6/47.6/54.4 39.2/38.5/42.4  39.7/41/42.8  30.5/32.4/35.1 | 45.59/46.86/50.69
ViT-B/16 PGD 10.73/11.23/12.24 46.6/48/53 40.7/42.3/44 44.2/47/49.6  40.3/42.7/45.7 37.9/39.6/42.4 28.2/29.7/31.7 31.8/31.5/33.9 - 21.8/22.9/25.2 | 36.44/37.96/40.69

DI-FGSM 10.59/11.58/12.04 | 75.6/77.8/78.9 70.3/74.1/75.1  72.5/77/74.9  70.8/74.5/73.1 68.9/71.8/71.9 61.2/67.7/67.4 61.8/65.8/67.5 53.8/58.5/57.9 | 66.86/70.9/70.84
TI-FGSM 10.77/11.21/12.23 | 60.5/61/65.4  54.1/56.2/59.9  53.1/55.4/60.2  52.6/54.6/58.3  50.7/54.8/59.3 56.4/58.6/61.2 59.4/62.4/63.6  52.1/53/57.7 54.86/57/60.7

MI-FGSM 10.75/11.58/12.36 | 53.7/55.6/59.1  47.4/49/52.8  50.9/54.3/57.7 47.7/50.5/53.2 45.5/48.9/50.9 38.6/40.5/43.7 40.5/42,6/43.9 30.7/33.7/36.7 | 44.38/46.89/49.75
SINI-FGSM 10.83/11.66/12.45 | 58.2/61.8/65.5 52.7/56.3/60.9 55.7/61.2/64.7 51.1/56.1/59.6 49.8/54.1/57.9 44.5/47.5/49.4 44.1/46.7/50.4 37.9/39.7/43.9 | 49.25/52.93/56.54

Table 2: The attack success rates (%) on four undefended models and three adversarial trained models by various transferable adversarial

attacks. The adversarial examples are crafted on ViT-B/16 with different perturbations. The best results are in bold.

Model | Attack IncRes-v2
Ine-v3 AdvGAN 13.9/38.9/43.2
PAR-AdvGAN 27.1/35.2/41.4
AdvGAN 6.1/9.6/15.9

Inc-v4 ‘ PAR-AAvGAN  21.4/30.8/34.7

Table 3: ASR (%) of AdvGAN and PAR-AdvGAN on IncRes-v2.
The adversarial examples are crafted on Inc-v3 and Inc-v4.

We can see that compared to the most representative Ad-
vGAN algorithm, PAR-AdvGAN has made significant im-
provements for attacking performance at a low perturbation
rate. Specifically, similar to AdvGAN, PAR-AdvGAN, as a
generative model, does not require additional gradient calcu-
lations based on different input data after training the gen-
erator. Compared to traditional gradient-based black-box
transferable attack methods, it possesses faster attack speed.
Therefore, we consider the PAR-AdvGAN algorithm feasible
and suitable for attack scenarios that demand high transfer-
ability and fast generation of adversarial samples.

4.3 Effectiveness Experiment for RQ2:
Transferability and Attack Speed

To validate the transferability and attack speed of PAR-
AdvGAN compared to other SOTA methods, we conduct the
experiments using various attack methods on Inc-v3, Inc-v4,
IncRes-v2 and ViT-B/16 as source models to generate adver-
sarial samples. Due to space limitations of the extended ab-
stract, we will use the Inc-v3 and ViT-B/16 models as an ex-
ample here. We then conduct transferable attacks on different
target models and use ASR and FPS as the main metrics, to
validate the effectiveness of our algorithm.

Experiments on Inc-v3

As shown in Table. 1, we conduct attacks using Inc-v3 as
the source model with three different perturbation rates on

target models of Inc-v4, Res-50, Res-101, Res-152, Inc-
v3ens3, Inc-v3ens4, and IncRes-v2. We can see that our
PAR-AdvGAN algorithm has achieved an average increase
of 30.3% in attack success rate compared to other baselines.
Moreover, despite DI-FGSM achieving better performance
than PAR-AdvGAN on Inc-v4, which may be attributed to
the randomness in model training, a comprehensive compar-
ison across all models reveals that the attack success rate of
PAR-AdvGAN is elevated by 24.6% compared to the best-
performing competing baseline, DI-FGSM.

Experiments on ViT-B/16

In Table 2, we present the results of attacks using ViT-B/16
as the source model with three different perturbation rates
on several target models, including Inc-v3, Inc-v4, Res-50,
Res-101, Res-152, Inc-v3ens3, Inc-v3ens4, and IncRes-v2.
Unlike traditional convolutional neural networks (CNNs), Vi-
sion Transformers (ViTs) adopt a fundamentally different ar-
chitecture for image classification tasks. Our experimental
findings show that the proposed PAR-AdvGAN algorithm
performs exceptionally well when transferred to ViT-based
models, achieving an average increase of 6.85% in attack
success rate (ASR) compared to AdvGAN across all target
models. Specifically, PAR-AdvGAN consistently delivers the
highest mean ASR values of 73.38%, 78.56%, and 81.63%
across the three perturbation rates, surpassing all baseline
methods, including DI-FGSM, which was the best performer
in certain cases. These results underscore the robustness
and transferability of PAR-AdvGAN, demonstrating its abil-
ity to maintain high effectiveness not only with traditional
CNNs but also with more recent transformer-based models
like ViT, thus proving its versatility and reliability across dif-
ferent model architectures.

Attack Speed Analysis

As shown in Table. 4, we evaluated the computational ef-
ficiency of PAR-AdvGAN and seven competitive baselines
using Inc-v3, Inc-v4, and IncRes-v2 as source models. We
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Figure 2: The performance of PAR-AdvGAN

Method | Inc-v3  Inc-v4 IncRes-v2

FGSM 176.5 116.7 76.1
BIM 10.6 6.5 4.1
PGD 55 33 2.1
DI-FGSM 10.8 6.6 4:1
TI-FGSM 10.6 6.5 4.2
MI-FGSM 42.7 26 16.4
SINI-FGSM 8.6 53 33

PAR-AdvGAN | 335.5 2913 332.8

Table 4: FPS comparison of PAR-AdvGAN with seven competitive
baselines

use FPS as the metric for measuring attack speed, repre-
senting the number of images that can be processed by the
attack per second. It can be observed that across Inc-v3,
Inc-v4, and IncRes-v2, PAR-AdvGAN exhibits speed im-
provements of 61, 88.3, and 158.5 times over the slowest-
performing PGD algorithm among the competitive baselines.
Furthermore, in comparison to the fastest-performing FGSM
algorithm among the competitive baselines, PAR-AdvGAN
achieves speed enhancements of 1.9, 2.5, and 4.4 times, re-
spectively. We assert that PAR-AdvGAN demonstrates sig-
nificantly higher attack speed in comparison to traditional
gradient-based transferable methods, while simultaneously
achieving state-of-the-art transferability performance.

W

at different low perturbation rate intervals

4.4 Ablation Experiment for RQ3

We investigate the effects of parameter A on the attack trans-
ferability as it is an important parameter to control the pertur-
bation range. Fig. 1 shows the performance of PAR-AdvGAN
with Inc-v3 as the source model, with a fixed € of 20, and \
set to 0.5, 0.8, and 1 for different target models. At A of 0.5,
the specific perturbation rates are 11.75, 12.56, and 12.89. At
A of 0.8, the specific perturbation rates are 11.55, 12.59, and
12.90. At A of 1, the specific perturbation rates are 11.66,
12.45, and 12.81. We can see that at higher perturbation rate
intervals, setting A to 0.8 achieves best transferability perfor-
mance. Fig. 2 compares the results with fixed € of 16 and A
set to 0.8 and 1. At \ of 0.8, the specific perturbation rates are
9.40, 10.60, and 11.20. At X of 1, the corresponding perturba-
tion rates are 8.95, 10.88, and 11.40. For lower perturbation
rates, setting A to 1 achieves the best transferability.

5 Conclusion

In this paper, we introduce PAR-AdvGAN, which en-
hances adversarial attacks via a progressive generator,
auto-regressive iterative training, and sample-distance con-
straints.  Extensive experiments demonstrate that PAR-
AdvGAN achieves superior attack transferability and signif-
icantly faster attack efficiency compared to state-of-the-art
gradient-based transferable attacks.
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