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Abstract

Fully autonomous IP-to-Root penetration testing
remains challenging for LLM agents. We con-
duct an exploratory study on 10 LLMs and in-
troduce AUTOPENTEST-BENCH, an end-to-end
benchmark with 13 VulnHub targets and 93 sub-
tasks. From 130 interaction logs, we identify
three challenges: Rigid Strategy, Contextual For-
getting, and Command Generation Hallucination.
To address them, we propose PENTESTLLMA-
GENT, which integrates a Task Dependency Graph
(TDG) for dynamic planning and backtracking;
a Hierarchical Multi-Agent Architecture (HMA)
with function-calling-based tool invocation, out-
put filtering, and semantic compression, and
Executable Knowledge-Guided Command Gen-
eration (EKG-CG) for retrieving and executing
pre-validated, environment-compatible commands.
Evaluations demonstrate strong effectiveness: on
end-to-end AUTOPENTEST-BENCH, PENTESTLL-
MAGENT achieves a 77% success rate; on Au-
toPT’s web exploitation benchmark; it attains a
95% overall pass rate; and on the privilege escala-
tion benchmark, it achieves a 100% success rate. In
realistic end-to-end runs, it averages 10.9 minutes,
36 interaction rounds, and 69.6K tokens per target.
The code, benchmark, and executable knowledge
base are publicly available at https://github.com/
sanbail23/PentestLLMAgent_code-and-videos.

1 Introduction

The global cybersecurity landscape is facing a continuously
expanding attack surface: the digitalization of critical infras-
tructure, cloud services, and network applications has ac-
celerated system interconnection and increased exposure at
scale [World Economic Forum, 2025]. In 2025 alone, the
National Vulnerability Database’s CVE yearly data feed con-
tains 41,179 CVE records [National Institute of Standards and
Technology, 20261, further highlighting the urgent need for
scalable vulnerability identification and validation.

*Corresponding author.

Penetration testing assesses system security by simulating
attacker behaviors and validating exploitability and impact,
providing critical evidence to support remediation prioritiza-
tion. However, in real-world industrial workflows, penetra-
tion testing still heavily relies on skilled security experts per-
forming manual execution: the process is time-consuming,
costly, and difficult to scale linearly with the growth of ex-
posed assets and disclosed vulnerabilities. Therefore, build-
ing fully autonomous and scalable penetration testing systems
has become an important research direction.

In recent years, large language models (LLMs) have
demonstrated strong capabilities in code understanding and
generation as well as multi-step reasoning [Ferrag et al.,
2025; Cheng et al., 2025], sparking broad interest in apply-
ing them to penetration testing. Prior work such as Hack-
ingBuddyGPT [Happe and Cito, 2023], PentestGPT [Deng
et al., 2024], zerodayagent [Zhu et al., 2026], onedaya-
gent [Fang et al., 20241, Autoattacker [Xu et al., 2024],
AutoPT [Wu et al., 2025],and PentestAgent [Shen et al.,
2025] has explored LLM-assisted penetration testing work-
flows and achieved promising progress [Happe and Cito,
2025]. Nevertheless, existing LLM-based penetration testing
frameworks still exhibit clear limitations in automation and
applicability: many approaches rely on human guidance for
task planning and failure recovery [Happe and Cito, 2023;
Deng er al., 2024]; some systems focus on specific attack
domains or single-stage capabilities [Happe and Cito, 2023;
Wu et al.,, 2025; Kimminich, 2024; Fang et al., 2024;
Xu et al., 2024]; and a large portion of evaluations are mainly
conducted in capture-the-flag (CTF) environments [Shao et
al., 2024]. In contrast, realistic penetration testing often re-
quires cross-domain, long-horizon attack chains, so achieving
fully autonomous end-to-end (IP-to-Root) capability remains
unsolved.

To systematically reveal the key bottlenecks in fully
autonomous [P-to-Root penetration testing, we evalu-
ate 10 mainstream LLMs on AUTOPENTEST-BENCH.
AUTOPENTEST-BENCH is a realistic end-to-end benchmark
that contains 13 publicly available and reproducible real-
world target environments from VulnHub, and decomposes
each task into 93 verifiable subtasks, covering the full attack
pipeline from reconnaissance to exploitation and privilege es-
calation.

Our results show that end-to-end success rate and runtime
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Benchmark Coverage Scope

Evaluation Metric Privilege Escalation Autonomy Assumption

AutoPentest-Bench (Ours) End-to-End (IP-to-Root)

AutoPT [Wu et al., 2025]
hackingBuddyGPT [Happe and Cito, 2023]
PentestGPT [Deng er al., 2024]
AutoAttacker [Xu et al., 2024]

One-Day Benchmark [Fang et al., 2024]
NYU CTF Bench [Shao ez al., 2024]
OWASP Juice Shop [Kimminich, 2024]

Web Vulnerabilities (OWASP)
System Internals (Local)
Full Stack (Recon — Priv-Esc)
Post-Exploitation Actions
Software Vulnerabilities
Jeopardy-style CTF
Web Application Logic

Binary (Exploit Success)

Step-aware (SCR) & SR v Fully Autonomous
Detection Rate / Binary X (Web Focus) Fully Autonomous
Binary (Root/Non-Root) v (Local Only) Semi-Autonomous

Sub-task Completions v Human-in-the-Loop

Action Success Rate X (Post-breach)
X (Single-stage)
X (Puzzle-centric)
X (App-level only)

Fully Autonomous
N/A (Dataset)
N/A (Training Target)
N/A (Training Target)

Binary (Flag)
Binary (Flag)

Table 1: Comparison of Existing Penetration Testing Benchmarks vs. AutoPentest-Bench
Note: SCR denotes Sub-task Completion Rate, which enables fine-grained diagnosis of failure points in autonomous attack pipelines.

stability are mainly constrained by three challenges:

* Rigid Strategy: the agent tends to follow a fixed lin-
ear workflow and struggles to adjust strategies dynam-
ically based on environmental feedback; when exploita-
tion fails, it lacks effective backtracking and switching
to alternative paths, and can become trapped in the cur-
rent execution branch.

» Contextual Forgetting: long-horizon execution under a
limited context window, together with attention dilution
caused by verbose tool outputs, leads to early critical
evidence being forgotten in later stages, which degrades
subsequent decision making and execution.

e Command Generation Hallucination: the agent may
generate commands with syntax errors, invalid parame-
ters, or executability issues; this is especially disruptive
in exploitation scenarios involving complex command-
line interfaces or multi-stage interactive tools, where
such errors can break the entire workflow.

To address these challenges, we propose PENTESTLLMA-
GENT and design three corresponding core components:

» Task Dependency Graph (TDG) mitigates Rigid Strat-
egy through dynamic planning, priority evaluation, and
backtracking;

* Hierarchical Multi-Agent Architecture (HMA) mitigates
Contextual Forgetting by decoupling the ultra-long con-
text into a global orchestration context-and execution
contexts for multiple domain experts, and enabling inter-
agent communication via function-calling-based struc-
tured tool invocation, tool-output filtering, and semantic
compression;

* Executable Knowledge-Guided Command Generation
(EKG-CG) reduces Command Generation Hallucina-
tion and improves execution stability by anchoring key
actions in a pre-validated executable knowledge base
and retrieving and invoking environment-compatible ex-
ecutable commands.

We summarize the main contributions of this paper as fol-
lows:

¢ Framework We propose PENTESTLLMAGENT, a fully
autonomous end-to-end penetration testing framework
designed for realistic IP-to-Root attack scenarios.

e Benchmark We construct AUTOPENTEST-BENCH, a
realistic end-to-end benchmark with 13 reproducible
real-world target environments and 93 fine-grained sub-
tasks, covering the full attack pipeline.

* Exploratory Study We conduct an exploratory study
on fully autonomous IP-to-Root penetration testing,
systematically evaluating the end-to-end capabilities
and failure patterns of 10 mainstream LLMs on
AUTOPENTEST-BENCH. Through quantitative analysis
of interaction logs, we identify three core bottlenecks
that limit success rate and runtime stability: Rigid Strat-
egy, Contextual Forgetting, and Command Generation
Hallucination.

Methodology We introduce three core methods target-
ing the key challenges revealed by our exploratory study:
TDG mitigates Rigid Strategy via dynamic planning
and backtracking; HMA mitigates Contextual Forget-
ting via tool-output filtering and semantic compression;
and EKG-CG reduces Command Generation Hallucina-
tion by retrieving and invoking pre-validated executable
knowledge.

Evaluation On the end-to-end benchmark, PEN-
TESTLLMAGENT improves success rate by 31 percent-
age points over PENTESTGPT; on web vulnerability ex-
ploitation tasks, it improves by 60 percentage points over
AUTOPT; and on privilege escalation tasks, it improves
by 23 percentage points over HACKINGBUDDYGPT.
Moreover, the average end-to-end execution time is 10.9
minutes, with an average cost of 69.6K tokens per target.

2 Penetration Testing Benchmark

To evaluate fully autonomous end-to-end penetration
testing agents in realistic environments, we construct
AUTOPENTEST-BENCH, covering the complete workflow
from initial IP discovery to root access. As summarized
in Table 1, existing benchmarks are limited for evaluating
end-to-end autonomy: (1) many focus on a single stage;(2)
coarse-grained metrics cannot localize failure modes. We
build AUTOPENTEST-BENCH with 13 VulnHub targets and
93 verifiable subtasks: (1) Task selection: we select 13 pub-
licly available, reproducible vulnerable virtual machines with
documented end-to-end attack paths, covering diverse vulner-
ability types and realistic attack scenarios, resulting in 14 vul-
nerability categories, 27 CWE classes, and 71 concrete vul-
nerability instances; (2) Task decomposition: we split each
target into atomic, machine-verifiable subtasks aligned with
the phase framework of NIST SP 800-115 [Scarfone er al.,
2008], and map each subtask to corresponding CWE identi-
fiers for standardized statistics and comparative evaluation.
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Metric 03 gemini-2.5 gpt-4o0 gpt-4 qwen-max gpt-3.5 deepseek-v3 kimi-k2 qwen3-32b qwen3-14b
Context Window 200K IM+ 128K 8K 256K 16K 128K 256K 128K 8K
SR (%) 1 0 0 8 0 8 0 0 0 0 0
SCR (%) 1 40 39 45 29 35 11 37 26 23 14
Wrong Command | 12 15 8 14 19 74 16 28 35 62
Memory Loss | 18 4 22 56 15 42 24 18 31 48
Planning Loop | 45 52 38 41 48 71 44 55 58 67
Command Deadlock | 8 14 11 9 12 15 10 16 19 24

Table 2: Empirical Limitations of Current LLMs in Autonomous Penetration Testing
Note: SR: Success Rate; SCR: Sub-task Completion Rate. All values are raw experimental counts or percentages over 13 target
environments.

3 Exploratory Study

This section evaluates the performance of LLMs in fully au-
tonomous penetration testing. We assess mainstream mod-
els under zero human intervention and systematically analyze
failure logs to summarize the key technical challenges that
lead to task failures.

3.1 Evaluation Setup

We build an agent based on function calling [OpenAl, 2025],
which connects an LLM to a Kali Linux terminal for com-
mand execution. We evaluate 10 mainstream LLMs with con-
text windows ranging from 8K to 1M tokens. Experiments
are conducted on AUTOPENTEST-BENCH. The task objec-
tive is to obtain root privileges on the target IP.

3.2 Challenges Analysis

Based on 130 interaction logs, we perform attribution-based
categorization of failed trials to analyze the limitations of
LLMs in fully autonomous penetration testing. The results
indicate four common failure patterns, corresponding to the
four metrics reported in Table 2:Wrong Command, Memory
Loss, Planning Loop, and Command Deadlock. Further com-
bined with qualitative analysis of the interaction traces, we
summarize these phenomena into three core challenges:(1)
Rigid strategy: the agent tends to follow a fixed linear execu-
tion flow and fails to adapt its attack strategy to environmental
feedback; when an exploitation attempt fails, it often cannot
effectively backtrack or switch to alternative paths, repeatedly
consuming steps in the current execution branch.(2) Contex-
tual forgetting: during long-horizon execution under finite
context windows, together with attention dispersion caused
by verbose tool outputs, the agent forgets earlier critical evi-
dence in later stages.(3) Command generation hallucinations:
the agent may produce commands with syntax errors, invalid
parameters, or executability issues, interrupting the work-
flow; this issue is particularly pronounced for tools with com-
plex command-line interfaces or multi-step interactions.

4 Methodology

4.1 Overview

PENTESTLLMAGENT is a fully autonomous framework for
realistic end-to-end penetration testing in real-world environ-
ments (Figure 1). As an agentic LLM system [Plaat et al.,
20251, the framework comprises three tightly coupled com-
ponents, each targeting one core challenge:(1) TDG mitigates

Rigid Strategy via dynamic planning, priority evaluation, and
backtracking;(2) HMA mitigates Contextual Forgetting via
tool-output filtering and semantic compression;(3) EKG-CG
reduces Command Generation Hallucination by retrieving
and invoking pre-validated executable commands compatible
with the target environment.

4.2 Task Dependency Graph

To address Rigid Strategy in fully autonomous, end-to-end
penetration testing, PENTESTLLMAGENT equips the Task
Orchestration Agent with a TDG, which explicitly repre-
sents task dependencies and enables the agent to adapt sub-
sequent actions based on execution feedback. Under the
TDG mechanism, the agent maintains a structured global
state (g<k),z<k>), so that in each round it can: (i) identify
feasible next steps, (ii) perform priority evaluation based on
the current evidence, and (iii) update the plan and adjust the
attack path using execution feedback.

TDG definition and formalization. At scheduling round
k, the TDG is defined as a directed acyclic graph: G*) =
(V(k),g(k)), where V() is the set of task nodes, and £*)
encodes dependency constraints induced by logical order-
ing or information dependencies. Each node v € V) cor-
responds to an atomic executable task:v = (d,, $,, Ay),
where d, denotes the task type (service/stage), s, contains
target-specific parameters (e.g., IP, port, service fingerprint,
credentials), and A, specifies which tool or Domain-Expert
Agent executes the task. Each node maintains a discrete sta-
tus, such as Pending, Executing, Success, Failed,
or Invalid, which governs whether the node can be sched-
uled and whether its downstream branch should be skipped
after failures.

The system maintains a global observation state Z(%) to ag-
gregate key information obtained from tool/agent feedback in
each round (e.g., open ports, service fingerprints, usable cre-
dentials, current privilege level, and reachable endpoints). We
express its accumulation across rounds as:

ZF) = (k=1 y U Finding,,

k
ve Ve(xeg

)

where Finding, denotes the key information extracted and
retained after executing node v.

TDG initialization. At initialization (k = 0), the orchestra-
tor performs basic information collection (e.g., port scanning,
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Figure 1: Overall Architecture of PENTESTLLMAGENT

service fingerprinting, and default script probing) to form:

70 = {open ports, service fingerprints, script results}.
@)
Based on Z(9), the system instantiates service-related task
nodes V() and constructs dependency relations £(?) to en-
force the basic execution order.

Priority evaluation. At each round k, the orchestrator first
screens feasible candidate nodes: C*) = {v ¢ V®) |
State(v) = Pending A Pre(v) C T}, where Pre(v)
denotes the prerequisites for executing v, jointly determined
by TDG dependencies and task-specific preconditions. This
filtering step ensures that only tasks whose required informa-
tion has already been observed can be scheduled.

For each candidate node v € C¥), the orchestrator con-

structs an evaluation context Xigk) = (dy, Sp, ), Ky)s
where d,, and s,, describe the task type and target-specific pa-
rameters, Z(®) provides the current global observation state,
and /C,, denotes the executable knowledge associated with the
task. We instantiate the priority function fy, as a lexico-
graphically ordered priority tuple:

P = Forio(XF)i= (Stute(v), Sevi (v), Sig(v), —Srmy(u))é)
(
where Sgaes Sevi, and Sig correspond to state-driven,
evidence-driven, and knowledge-assisted priority signals, re-
spectively, and Si.y penalizes nodes that have repeatedly
failed in previous attempts. Candidate nodes are ranked in
lexicographic order, so state-enabled actions are preferred
over evidence-supported actions, and evidence-supported ac-
tions are preferred over speculative knowledge-assisted at-
tempts.

Specifically, Sy (v) measures whether the task is directly
enabled by newly obtained attack-state information in Z(*),
such as usable credentials, a valid session, an obtained shell,
or an upgraded privilege level. For example, after credentials

are discovered; login and credential-validation tasks are as-
signed higher state priority than unrelated enumeration tasks.
Sevi(v) measures whether the task is supported by explicit ob-
servations from tool outputs, such as open ports, service ban-
ners, script results, directory discovery outputs, or vulnerabil-
ity indicators. For instance, if nmap -sC indicates that ftp
anonymous is enabled, FTP login and file-enumeration
nodes receive higher evidence priority. Ske(v) is computed
from EKG-CG retrieval and verification results, consider-
ing semantic retrieval similarity, service/version compatibil-
ity, exploit precondition satisfaction, and vulnerability sever-
ity when available. Candidates that satisfy service-type and
version-range constraints are prioritized, whereas candidates
that only match semantically but fail compatibility checks are
down-ranked or removed.

The next node is selected as v* = argmax,cc) pg,k),
where the maximization is performed according to the lexi-
cographic order of the priority tuple.

Execution feedback and graph update. After executing

node v*, the system receives standardized feedback rffi) =
{status,Finding}, and merges Finding into Z(F*1),
The TDG is then updated based on new information: if new
leads are discovered, the system adds corresponding task
nodes and dependency relations; if a path is confirmed infea-
sible, downstream nodes are marked as Invalid to avoid
wasting further attempts. When a node execution fails, the
system retries up to a limited number of three times by ad-
justing parameters/commands according to error messages; if
it still fails, the node is marked as Failed and the orches-
trator re-runs priority evaluation to continue from other, more
promising branches.

4.3 Hierarchical Multi-Agent Architecture

To mitigate Contextual Forgetting in long-horizon, end-to-
end penetration testing, we design a HMA that decouples
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context into global orchestration and Domain-Expert execu-
tion [Tran et al., 2025]. The key idea is to alleviate the dis-
traction of the Task Orchestration Agent caused by verbose
tool outputs via tool-output filtering, while allowing Domain-
Expert Agents to operate within task-local context and re-
turn semantically compressed key information to update the
global observation state and support subsequent decisions.

Agent roles and responsibilities. HMA defines Task Or-
chestration Agent and Domain-Expert Agents with explicitly
separated responsibilities.The Task Orchestration Agent acts
as the global decision center. It maintains the global obser-
vation state TF) and the TDG G, selects the next node
v* based on TDG, and dispatches it to the corresponding
Domain-Expert Agent.Upon receiving a task, each Domain-
Expert Agent follows its domain workflow, invokes tools via a
function-call interface, and performs dynamic planning based
on tool feedback until the node is resolved or deemed failed.
This role separation mirrors real-world penetration testing
teams: a coordinator focuses on global strategy, while spe-
cialists handle local execution details and report task comple-
tion outcomes.

Tool-output filtering. We encapsulate penetration testing
tools through OpenAl’s function call mechanism, unifying
common probing and attack actions into a set of function in-
terfaces F' = {f1, f2,..., fn}, Where each function f; cor-
responds to a specific tool invocation. Instead of writing
raw tool outputs directly into the model context, we design
a tool-specific output filtering function ®(-) to remove repeti-
tive content and verbose noise while preserving key informa-
tion useful for the current task: Clean,: = P(Rawoyt), In
this way, tool outputs that are irrelevant to decision making
are pruned as much as possible, helping the model focus its
attention on key information.

Semantic compression and feedback. The Task Orches-
tration Agent does not transmit the full global history to
Domain-Expert Agents. Instead, based on the attributes of
the dispatched node v*, it constructs a task-relevant context
slice Cgj5ce from the global observation state:

Csiice = {info € k) | infois relevantto v* }.  (4)

The dispatched content includes only the information neces-
sary to execute the node, such as the IP, port, and other key
information directly related to the task, and is delivered via
function call, thereby avoiding consumption of the Domain-
Expert Agent’s limited context budget by irrelevant informa-
tion. After completing a sequence of tool calls, the Domain-
Expert Agent does not return raw logs or multiple fragments
of Clean,:. Instead, it compresses the local execution pro-
cess into a structured semantic summary:
(1) \k

Rsummary = Compress({Clean,,, };—,, Reasoning). (5)

We define Ry mmary as a compact, schema-constrained mes-
sage with two fields: Status € {Success, Failed} and Finding,
where Finding records the key information needed for sub-
sequent planning. Upon receiving Rgymmary, the Task Or-
chestration Agent merges Finding into Z(*+1) and updates
G+ accordingly.

4.4 Executable Knowledge-Guided Command
Generation

To address Command Generation Hallucination, we propose
EKG-CG. EKG-CG enables the LLM to retrieve and in-
voke pre-built and pre-validated executable commands from
a penetration-testing knowledge base [Sharma, 2025]. By
grounding command execution in reproducible executable
knowledge, EKG-CG effectively reduces command genera-
tion hallucinations.

Executable knowledge base construction. We construct
an executable knowledge base by collecting exploitation
scripts from Exploit-DB, GTFOBins, and GitHub, followed
by manual curation and standardization. Formally, the knowl-
edge base /C consists of entries defined as 5-tuples: k; =
(vi, 8i,d;, €4, fi), wWhere v; denotes-a unique vulnerability
identifier (e.g., a CVE ID), s; specifies the affected service
fingerprint and version range, d; provides a natural-language
vulnerability description, f; provides natural-language reme-
diation/mitigation guidance, and e; is an executable com-
mand that encapsulates the complete exploitation logic and
exposes a standardized command-line interface.

Our current knowledge base contains approximately 500
carefully curated executable commands, covering exploita-
tion and privilege escalation techniques for services relevant
to our experiments. To reduce environmental variance, all
commands are standardized and pre-validated in the Kali
Linux environment used in our experimental setup. A ma-
jor challenge in automated exploitation is handling interac-
tive exploits that require multiple rounds of user input, which
can lead to incomplete execution flows or being stuck in in-
teractive waiting states. To address this, we explicitly ex-
pose all required inputs as command-line arguments and use
scripts/wrappers to complete the necessary interaction flow
and produce results within a single invocation. This avoids
interactive blocking, ensuring that the agent can execute reli-
ably without human intervention and obtain feedback useful
for subsequent decision making.

Vector retrieval and semantic matching. Given a query
q derived from target fingerprints and exploitation intent
(e.g., service name, version information, open ports, and
attack goals), our objective is to retrieve entries k; =
(v4, 8i,d;, €;, fi) from K that are compatible with the target
environment, and return the vulnerability information and ex-
ecutable commands (i.e., the matched entries and their e;) for
subsequent automated invocation. We first organize the re-
trievable information of each entry into a text representation:
t; = v; || si || di, We then use an embedding model to map
the query and entries into the same vector space [Lewis et al.,
2020], and perform approximate nearest-neighbor search to
obtain a top-K candidate set:
Ccand = TopKkie}C (SIm(E(q)7 E<tz))) . (6)
This stage prioritizes recall, allowing semantically relevant
candidates that may not fully satisfy version-range constraints
or preconditions, thereby avoiding missed matches caused by
overly aggressive early filtering.
Because s; typically encodes key constraints such as ser-
vice type and version range, relying solely on vector simi-
larity may introduce candidates that “look relevant” but are
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inapplicable. We therefore perform fine-grained consistency
checks over the candidate set: based on the service fingerprint
and version information in g, we verify whether each can-
didate satisfies (i) service/platform type match, (ii) version-
range compatibility (when s; provides version constraints),
and (iii) consistency between the candidate’s key precondi-
tions and ¢. In implementation, we use the LLM to verify
candidates in C.,,,4 and output the set of matched vulnerabil-
ity identifiers:

[-:match = M(P (Q7 {(Uia Siy di)}kiecwnd)) ’ (7)

which yields the final matched set of entries:
,Cfinal - {kz S Ccand | Vi € »Cmatch}~ (8)

When the verification output is unparsable or unstable, we fall
back to rule-/string-based matching to maintain robustness.

S Experiments

This section systematically evaluates the effectiveness and
generality of PENTESTLLMAGENT. Following the style of
prior agent-based penetration testing evaluations, we orga-
nize our study around three research questions:(1)RQ1 (Over-
all Performance): How does PENTESTLLMAGENT compare
with representative open-source baselines? (2)RQ2 (Abla-
tion Study): How do the three core components:TDG,HMA
and EKG-CG contribute to performance, and how do they
address the three challenges:Rigid Strategy, Contextual For-
getting, and Command Generation Hallucination? (3)RQ3
(Practicality and Efficiency): Is PENTESTLLMAGENT prac-
tical for realistic end-to-end scenarios in terms of effective-
ness and resource efficiency?

5.1 Experimental Setup

We compare PENTESTLLMAGENT with three representative
LLM-based penetration testing systems: PENTESTGPT, Au-
TOPT, and HACKINGBUDDYGPT. Since these baselines tar-
get different scopes, we adopt a stage-aligned and protocol-
consistent evaluation strategy. Specifically, PENTESTGPT is
compared on the end-to-end AUTOPENTEST-BENCH, where
success is measured by root access-and progress is mea-
sured by sub-task completion; AUTOPT is compared under
its web-facing CVE exploitation protocol using the overall
pass rate; and HACKINGBUDDYGPT is compared under its
local privilege-escalation protocol using root/non-root suc-
cess. In each case, PENTESTLLMAGENT is evaluated under
the same benchmark protocol without modifying task defini-
tions, success criteria, or metric definitions.

5.2 Overall Performance (RQ1)

We evaluate RQ1 on three stage-aligned benchmarks: the
end-to-end AUTOPENTEST-BENCH vs PENTESTGPT, the
web CVE exploitation benchmark vs AutoPT, and the priv-
ilege escalation benchmark vs HackingBuddyGPT. On the
end-to-end AUTOPENTEST-BENCH, PENTESTLLMAGENT
demonstrates substantially stronger capability than PEN-
TESTGPT: with qwen-max, our framework achieves an SR of
77%, compared to 46% for PENTESTGPT(Table 3). Mean-
while, PENTESTLLMAGENT also maintains higher SCR,

indicating that even without root access, it can more reli-
ably advance key steps along the attack chain and produce
more complete attack progress.On AutoPT’s web exploitation
benchmark, we achieve an overall pass rate of 95%, signifi-
cantly outperforming AutoPT’s reported 35% (Table 4). On
the HackingBuddyGPT privilege escalation benchmark, we
also observe consistent improvements: multiple model con-
figurations reach 100% SR, and the overall results are gen-
erally higher than the 77% best reported SR in the original
paper (Table 5).

Overall, PENTESTLLMAGENT consistently outperforms
representative baseline systems across three benchmarks, and
shows consistent performance gains across 10 different LLM
configurations, answering RQ1: our framework achieves
stronger overall effectiveness and better cross-stage general-
ization.

5.3 Ablation Study (RQ2)

To validate the contributions of the three core components,
we conduct an ablation study on AUTOPENTEST-BENCH.
Results across 10 models are summarized in Table 6. Re-
moving TDG decreases average SR from 55.6% to 19.9% and
increases average rounds from 59.5 to 82.2, indicating that
TDG’s dynamic planning, priority evaluation, and backtrack-
ing are critical to performance. Removing HMA degrades av-
erage SR to 27.1% and decreases average SCR from 76.5%
to 53.4%, suggesting that tool-output filtering and semantic
compression help mitigate contextual forgetting. Removing
EKG-CG results in the most severe degradation: average SR
further drops to 9.3% and average SCR decreases to 44.9%,
showing that retrieving and invoking pre-validated executable
commands is crucial for reducing command generation hallu-
cinations and improving execution stability during exploita-
tion and privilege escalation.

Overall, TDG, HMA, and EKG-CG contribute to end-
to-end performance by targeting Rigid Strategy, Contextual
Forgetting, and Command Generation Hallucination, respec-
tively; the consistent trends across 10 different LLM configu-
rations indicate that the gains primarily stem from the frame-
work design, answering RQ2: all three components are nec-
essary for robust end-to-end performance.

5.4 Practicality and Efficiency Analysis (RQ3)

To assess the practicality of our framework in realistic end-
to-end settings, we select the best-performing configura-
tion (qwen—max) and conduct IP-to-Root evaluations on 13
VulnHub targets, with results summarized in Table 3. PEN-
TESTLLMAGENT achieves an end-to-end SR of 77% and
an SCR of 88%, indicating that the framework can stably
advance and complete the key steps of the IP-to-Root attack
chain without human intervention. In terms of efficiency, an
end-to-end run takes 10.9 minutes on average, with 36 in-
teraction rounds and 69.6k tokens consumed, demonstrating
manageable time and resource cost. We also observe con-
sistent effectiveness and cost trends across 10 different LLM
configurations, suggesting that the framework remains prac-
tical under lower-cost model settings and does not rely on a
particular foundation model.
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Easy

Medium

Hard

Model — Metric  rr——p——3~—17—T5 T 17 T8 19 TIO TII Tiz T3 A
PENTESTLLMAGENT (Ours)
ILMI  SRT 100 100 100 100 0 0100 100 0 0 0 0 0 76
SCRT 100 100 100 100 57 67 100 100 60 57 38 67 50 77
ATC, 36 19 40 40 61 51 54 88 96 43 162 181 120 176
ATT| 627 482 676 915 1796 1056 1042 2109 1217 331 1706 2534 1134 1202
ATN, 11 © 21 18 23 22 19 56 23 7 58 52 47 28
[IIM2 SRf 100 100 100 100 100 100 100 0 100 0 0 0 0 )
SCRT 100 100 100 100 100 100 100 50 100 57 50 67 S0 83
ATC] 53 163 177 159 88 210 87 251 504 47 502 238 242 209
ATT| 460 664 492 861 336 609 728 1123 2222 402 2375 853 1066 9338
ATN, 11 13 35 18 20 62 25 38 s4 14 106 3l 45 36
IIM3 SRf 100 100 100 100 100 0 100 100 100 0 0 0 0 )
SCRT 100 100 100 100 100 83 100 100 100 57 38 67 50 84
ATC| 26 27 39 74 39 152 43 45 44 12 62 197 59 68
ATT| 374 494 376 678 319 552 205 760 824 383 461 706 838 543
ATN, 11 15 20 16 26 7 29 19 25 30 34 . 47 a8 3
ILMA SRT 100 100 100 100 100 100 100 100 0 0 0 0 0 )
SCRT 100 100 100 100 100 100 100 100 9 57 38 56 50 84
ATC] 31 29 42 86 74 168 89 61 82 54 68 385 51 94
ATT| 568 624 583 947 782 816 754 107 1285 586 < 723 1084 967 756
ATN, 12 13 18 17 32 58 22 20 35 220 38 98 38 33
ILM5 SRT 100 100 100 100 100 100 100 100 100 0 0100 0 77
SCRT 100 100 100 100 100 100 100 100 100 57 38 100 50 88
ATC| 36 39 33 50 77 208 102 249 104 77 135 137 170 109
ATT| 484 547 300 8.1 423 728 670 1082 1162 - 493 743 725 861 696
ATN, 11 1 12 18 21 56 17 6l 29 26 48 71 8 36
ILM6 SRT 100 100 100 100 0 0 100 0 0 0 0 0 0 33
SCRT 100 100 100 83 43 17 29 40" 30 43 25 44 10 5l
ATC| 48 52 67 142 128 256 143 185 124 86 113 287 92 133
ATT| 382 415 368 624 487 521 476 1563 892 954 468 582 645 644
ATN] 14 16 28 24 45 8 32 < 58 48 42 53 44 sl 4l
ICM7 SRT 100 100 100 100 0 0 0 0 0 0 0 0 0 30
SCRT 100 100 100 67 57 8 100 30 30 57 12 44 10 6l
ATC, 32 26 43 38 61 224 96 108 36 57 23 42 21 62
ATT| 446 487 672 1152 553 645 549 2182 825 1324 823 685 542 837
ATN, 11 1 4 210 a0 78 26 39 4 37 14 13 10 30
IIMS SRT 100 100 100 100 100 100 100 0 100 0 0 0 0 )
SCRT 100 100 100 100 100 100 100 30 100 57 38 67 50 80
ATC] 43 43 65 125 99 292 131 166 115 81 210 1125 308 216
ATT| 386 424 394 652 318 588 498 1962 1056 382 457 1280 1342 749
ATN, 11 1 21 19 34 60 39 46 32 24 9 128 45 43
ILMO SRT 100 100 100 1007 1000 0 0 100 100 0 0 100 0 )
SCRT 100 100 100 100 100 83 57 100 100 57 38 100 S0 83
ATC] 125 69 63 110 146 245 151 265 120 178 96 566 179 178
ATT| 587 560 433. 892 468 895 786 650 970 759 755 1682 1338 829
ATN, 73 73 77 - 74 74 116 69 323 95 66 68 602 202 147
CIMI0O SRf 100 100 1000 100 100 0 100 0 100 0 0 0 0 7
SCRT 100 100 100 ~ 100 100 17 100 30 100 57 38 67 50 74
ATC| 117 130 173 759 123 404 221 30 268 129 154 169 199 221
ATT| 476 704 535 2387 477 1105 823 1635 1170 1383 1664 649 1060 1082
ATN] 122 160 ~93 385 8 234 156 29 128 199 202 42 366 170
PentestGPT [Deng et al., 2024]
PTT SRT 100 100 100 100 0 100 0 0100 0 0 0 0 76
SCRT 100 100 100 100 71 100 29 40 8 29 38 33 50 67
ATCL" 166 20.1 240 17.1 1836 208 156 418 359 78 401 217 146 354
ATT| 166 330 224 162 6234 333 98 840 822 100 1271 102 257 841
PT2 SRT 100 100 100 100 0 100 0 0 100 0 0 0 0 76
SCRT 100 100 100 83 8 100 57 40 70 29 38 33 50 68
ATC| 211 161 202 148 2096 287 391 388 120 59 187 252 170 359
ATT, 99 81 100 57 2146 737 781 523 184 68 237 167 245 417
PT3 SRT 100 100 100 0 0 100 0 0 100 0 0 0 0 33
SCRT 100 100 100 50 8 100 29 30 70 43 38 33 70 65
ATC| 355 334 563 145 2986 293 115 148 108 102 184 172 240 442
ATT| 275 284 482 328 0022 349 93 149 148 194 62 26 468 914

Table 3: Comprehensive Performance Comparison across 13 Penetration-Testing Targets

Note: SR = success rate; SCR = sub-task completion rate; ATC = average time cost, min; ATT = average token cost, k; ATN = average turn
number. LLM1-LLM10 correspond to 03, Gemini-2.5, GPT-40, GPT-4, Qwen-Max, GPT-3.5, DeepSeek-V3, Kimi-K2, Qwen3-32B, and
Qwen3-14B. PT1-PT3 correspond to DeepSeek-V3, GPT-40, and 03. Easy: T1-T5; Medium: T6-T9; Hard: T10-T13.
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Vulnerability PENTESTLLMAGENT (Ours) AutoPT
LLM1 LLM2 LLM3 LLM4 LLM5S LLM6 LLM7 LLM8 LLM9 LLM10 AP1 AP2 AP3
Simple Web Vulnerabilities

CVE-2017-9841 100 100 100 100 100 100 100 100 100 100 100 100 O
CVE-2018-12613 100 100 100 100 100 100 100 100 100 100 40 100 O
CVE-2021-23017 0 0 0 0 0 0 0 0 0 0 0 0 0
CVE-2021-25646 100 100 100 100 100 100 100 100 100 100 40 100 20
CVE-2019-3396 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2023-51467 100 100 100 100 100 0 0 100 100 0 40 60 0
CVE-2022-26134 100 100 100 100 100 100 100 100 100 100 0 100 20
CVE-2015-1427 100 100 100 100 100 100 100 100 100 100 20 100 100
CVE-2020-14750 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2017-8917 100 100 100 100 100 100 100 100 100 100 20 0 0
Complex Web Vulnerabilities

CVE-2018-7600 100 100 100 100 100 100 100 100 100 100 80 100 O
CVE-2020-10199 100 100 100 100 100 100 100 100 100 100 40 0 60
CVE-2017-12615 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2023-42793 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2021-22911 100 100 100 100 100 100 100 100 100 100 100 80 20
CVE-2021-29441 100 100 100 100 100 100 100 100 100 100 40 0 0
CVE-2020-1938 100 100 100 100 100 0 0 100 100 0 0 0 0
CVE-2017-10271 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2021-45232 100 100 100 100 100 100 100 100 100 100 0 0 0
CVE-2016-10134 100 100 100 100 100 100 100 100 100 100 0 0 0
Overall Pass (N/20)1 19 19 19 19 19 17 17 19 19 17 7 7 3
Overall Pass Rate (%) 1 95 95 95 95 95 85 85 95 95 85 35 35 15

Table 4: Web CVE Exploitation Performance Comparison: PENTESTLLMAGENT (Ours) vs. AutoPT
Note: Values denote pass rates under the AutoPT-style web-facing CVE exploitation protocol. Bold indicates the best non-zero result in each
row; rows with no successful method are left unhighlighted. LLM1-LLM10 correspond to 03, Gemini-2.5, GPT-40, GPT-4, Qwen-Max,
GPT-3.5, DeepSeek-V3, Kimi-K2, Qwen3-32B, and Qwen3-14B. AP1-AP3 correspond to GPT-40, GPT-40-mini, and GPT-3.5.

Privilege-Escalation Scenarios

Model ST S2 S3 S4 S5 S6 S7 S8 S9 SI0 ST Siz si3 V8
PENTESTLLMAGENT (Ours)

LLMI 100 100 100 100 100 100 100 100 100 100 100 0 100 9

LLM2 100 100 100 100 - 100 100 100 100 100 100 0 100 100 92

LLM3 100 100 100 . 100 100 0 100 100 100 100 100 100 0 84

LLM4 100 100 100 ~ 100 100 0 100 100 100 100 0 100 0 76

LLM5 100 100 100 100 100 100 100 100 100 100 100 100 100 100
LLM6 100 100 - 100 0 100 0 100 100 100 0 100 100 0 69

LLM7 0 100 100 100 0 0 0 100 100 100 0 0 100 53

LLMS 100 100 100 100 100 100 100 100 100 0 100 100 100 92

LLM9 100 1000 100 100 100 100 100 100 100 100 100 100 100 100
LLMI10 0 100 100 0 100 100 100 100 100 0 0 100 0 61

Hacking BuddyGPT [Happe and Cito, 2023]

HBI 100 100 100 100 100 100 0 100 100 0 100 0 100 77

HB2 100 100 100 100 100 100 0 100 100 0 100 0 100 77

HB3 0 0 100 0 0 0 0 0 0 0 100 0 0 15

HB4 0 0 0 0 100 100 0 100 0 0 0 0 0 23

Table 5: Privilege Escalation Performance Comparison: PENTESTLLMAGENT (Ours) vs. HackingBuddyGPT
Note: Values denote success rates on 13 privilege-escalation scenarios. Bold indicates the best result in each scenario or average column.
HackingBuddyGPT results are reproduced from the original paper. LLM1-LLM10 correspond to 03, Gemini-2.5, GPT-40, GPT-4,
Qwen-Max, GPT-3.5, DeepSeek-V3, Kimi-K2, Qwen3-32B, and Qwen3-14B. HB1-HB4 correspond to GPT-4-Turbo (HLG), GPT-4-Turbo
(NG), GPT-3.5-Turbo, and LLaMA3-70B.Scenario abbreviations S1-S13 follow the HackingBuddyGPT benchmark.



PRELIMINARY PREPRINT VERSION - DO NOT CITE
This is not the version of record. The final version will appear in the Proceedings of JCAI-ECAI 2026.

Configuration = Metric LLmM1r LLM2 LLM3 LLM4 LLMS LLMé LLM7 LLMS LLM9 LLM10
SRt 46 62 62 62 77 38 31 62 62 54
Full SCRt 77 83 84 84 88 51 61 80 83 74
Round| 28 36 31 33 36 41 30 43 147 170
SRt 22 35 29 20 25 12 5 26 17 8
NO-TDG SCR?T 61 69 69 64 69 44 39 62 64 52
Round| 40 51 43 49 46 46 42 61 206 238
SRt 31 54 39 23 31 15 8 39 23 8
NO-HMA SCR?T 52 68 61 58 66 44 41 54 45 45
Round| 25 25 19 16 17 28 23 15 24 81
SRt 8 8 15 15 15 8 0 8 8 8
NO-EKG-CG SCR? 42 52 53 47 52 38 39 42 44 40
Round| 27 23 28 34 34 39 22 21 60 68

Table 6: Ablation Study Results across 10 Models and 4 Configurations on AutoPentest-Bench

Note: SR = success rate; SCR = sub-task completion rate; Round = average interaction rounds. Full = HMA + TDG + EKG-CG; NO-HMA,
NO-TDG, and NO-EKG-CG denote removing the corresponding module. Bold indicates the best value for each metric under each model.
LLM1-LLM10 correspond to 03, Gemini-2.5, GPT-40, GPT-4, Qwen-Max, GPT-3.5, DeepSeek-V3, Kimi-K2, Qwen3-32B, and

Qwen3-14B.

Overall, PENTESTLLMAGENT achieves 77 % end-to-end
SR and 88% SCR in realistic IP-to-Root scenarios, with
an average cost of 10.9 minutes, 36 interaction rounds, and
69.6k tokens per target. This answers RQ3 by demonstrating
strong practicality in terms of both effectiveness and resource
efficiency.

6 Conclusion

This paper presented PENTESTLLMAGENT, a fully au-
tonomous framework for realistic IP-to-Root penetration test-
ing. Built on AUTOPENTEST-BENCH, our study identi-
fies three challenges: Rigid Strategy, Contextual Forgetting,
and Command Generation Hallucination. By integrating
TDG, HMA, and EKG-CG, PENTESTLLMAGENT achieves
consistent gains across end-to-end, web exploitation, and
privilege-escalation benchmarks.

Ethical Statement

This work studies automated penetration testing, which is
dual-use, and is intended only for defensive security research
and authorized testing. All experiments are conducted on the
controlled targets in AutoPentest-Bench, and EKG-CG exe-
cutes only pre-validated commands to reduce unsafe or un-
intended behaviors. We strongly discourage any use on real
systems without explicit permission and recommend comply-
ing with applicable laws, organizational policies, and respon-
sible disclosure practices.
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