PRELIMINARY PREPRINT VERSION - DO NOT CITE
This is not the version of record. The final version will appear in the Proceedings of JCAI-ECAI 2026.

Monitoring Data-aware Temporal Properties

Alessandro Gianola!, Marco Montali’, Sarah Winkler?

"INESC-ID/Instituto Superior Técnico, Universidade de Lisboa, Portugal
’Free University of Bozen-Bolzano, Italy

alessandro.gianola@tecnico.ulisboa.pt, {montali, winkler} @inf.unibz.it

Abstract

Dynamic systems in Al are often complex and
heterogeneous, so that an internal specification is
not accessible and verification techniques such as
model checking are not applicable. Monitoring is
in such cases an attractive alternative, as it evalu-
ates desirable properties along traces generated by
an unknown dynamic system. In this work, we con-
sider anticipatory monitoring of linear-time prop-
erties enriched with an arbitrary SMT theory over
finite traces (LTLY 7). Anticipatory monitoring in
this setting is highly challenging, as the monitor-
ing state depends on both the trace prefix seen so
far and all its possible finite continuations. Under
reasonable assumptions on the background theory,
we present and formally prove the correctness of a
novel foundational framework for monitoring prop-
erties in an expressive fragment of LTLY7. The
framework combines automata-theoretic methods
to handle the temporal aspects of the logic, with au-
tomated reasoning techniques to address the first-
order dimension. Moreover, we identify for the
first time decidable fragments of this monitoring
problem that are practically relevant as they com-
bine linear arithmetic with uninterpreted functions,
which covers e.g. data-aware business processes
and dynamic systems operating over a read-only
database. Feasibility is witnessed by a prototype
implementation and preliminary evaluation.

1 Introduction

Complex, dynamic Al systems increasingly comprise au-
tonomous agents and heterogeneous components with un-
known, inaccessible, or opaque internal specifications. This
hampers the possibility of ascertaining their safety and trust-
worthiness through traditional design-time verification meth-
ods such as model checking and testing. A remedy in such
situations is to keep track of desired properties at runtime,
by monitoring the executions of the black-box system un-
der scrutiny. A widely known, solid approach to monitor-
ing is that of runtime verification (RV), where given a log-
ical property, a corresponding monitor can be automatically
constructed, with the guarantee that it will emit a provably

correct verdict [Leucker and Schallhart, 2009]. These ad-
vantages have fostered the application of RV in various Al
contexts, including multiagent systems [Dastani et al., 2018;
Alechina et al., 2018], robotics [Begemann et al., 2023],
cyber-physical systems [Tracy et al., 20201, and business pro-
cesses [Ly et al., 2015; Calvanese et al., 2022a]. The vast
majority of such approaches specify properties using variants
of linear-time temporal logic (LTL).

Leucker and Schallhart (2009) point out two key insights
in monitoring: First, since the trace 7 seen so far is nec-
essarily of finite length, this calls for a finite-trace seman-
tics for LTL. However, as the system evolves, 7 is only the
prefix of a (yet unknown) continuation. Different variants
of LTL then have to be studied depending on whether such
a continuation eventually terminates, or continues forever.
In many Al-relevant settings (e.g., planning and business
processes [Bacchus and Kabanza, 2000; Baier et al., 2009;
De Giacomo and Vardi, 2013; De Giacomo et al., 2014]) the
monitored system operates for an unbounded, yet finite, num-
ber of steps. This means that also each one of the (infinitely
many) possible suffixes of 7 has a finite length, making LTL ¢
(LTL over finite traces [De Giacomo and Vardi, 2013]) a nat-
ural candidate logic for monitoring [De Giacomo er al., 2020;
De Giacomo et al., 2022; Calvanese et al., 2022a].

A key limitation of many of these approaches is that propo-
sitional LTL; cannot express properties about structured
data. However, such properties are ubiquitous in Al systems,
as witnessed by the new agentic wave, where agents execut-
ing business tasks and processes have to deal with different
types of structured data, such as numbers with arithmetic,
sets, lists, and uninterpreted functions. Recently, Geatti er
al. (2022) brought forward LTL s modulo theories (LTL}”T)
to enrich LTL; with the full spectrum of theories supported
by state-of-the-art SMT [Barrett e al., 2021] solvers, which
include all the datatypes mentioned before. The following
example illustrates the need for such rich properties:

Example 1. Consider an online marketplace for concert tick-
ets. A buyer agent dynamically receives ticket offers, and is
tasked by its human principal with the goal of selecting the
best offer (that is, the ticket with the lowest price) for a given
concert (indicated by constant myc below). Every ticket has
two properties: its price, and the concert it refers to.
Formally, this setting is captured by three datatypes
Ticket, Concert (with myc € Concert), and the real num-
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bers R, a dedicated constant undef of type Ticket and func-
tions price: Ticket — R and con: Ticket — Concert that
resp. assign to each ticket its price and the concert it is for.
Such two functions conceptually model a database table with
three columns, where each record stores a ticket id (primary
key) with its price and concert. The agent should select the
cheapest ticket. An execution consists of a trace where at each
time step the values of two variables of type Ticket are spec-
ified: t, the ticket currently offered by the marketplace; and b,
the ticket currently bookmarked by the agent.

Since the agent specification is not accessible, its human
principal wants to formalise the expected behavior and check
whether the agent indeed adheres to it. To this end, the princi-
pal constructs a suitable LTL}V[ T formula composed of differ-
ent parts. The first part Ychange captures the situation where
the bookmarked ticket must be changed to the currently re-
ceived one, because it has a lower price. The notation <1b is
used here to refer to the previous value of variable b, i.e., the
value b held in the instant before the current one. With this
notation at hand, we set Ychange aS

con(t) =myc A (<b=undef V price(t) < price(<b)) — b=t
Next, the formula 1yccp, deals with the case where the book-
marked ticket is kept, since the currently received ticket either
refers to a concert of no interest, or has a higher price than
the bookmarked one. Formally, Vyeep is given by

(con(t) #mycV (<1b # undef Aprice(t)> price(<b))) — b=<b

To bundle everything together, we assume for simplicity
that the ticket stream starts at the second instant. We can
hence require that b is initially undef, while the formulae
Yieep and Pehange Mmust hold in every instant of the trace,
starting from the next one." The latter condition is captured
using the LTL ¢ operators X and G, yielding

P = (b = undef) A\ XG(ql)change AN wkeep)

Differently from the simpler settings of propositional
LTL [De Giacomo et al., 2022], or of LTL ¢ extended with
numerical variables [Felli et al., 2023], where a trace is sim-
ply a sequence of assignments, dealing with LTLA"also re-
quires to keep track of a first-order model M. In Ex. 1, this
corresponds to the set of tickets seen in the trace, as well as
their prices and concerts. Therefore, different interpretations
of the monitoring problem are conceivable: the model under-
lying a trace can be considered as fixed, or it may be assumed
to change in every step. In this work, we adopt the following:
given a trace 7 with model M, a continuation of 7 provides
an extension of M — a notion that we later anchor precisely
to the model-theoretic concept of embeddings. This interpre-
tation has the following advantages: (1) the current model,
dealing with the trace seen so far, is extended only conserva-
tively, in that facts concerning the previous elements must be
kept throughout the trace, and no new fact concerning those
elements can be added, but (2) in continuations of the trace,
new elements may appear, along with additional facts involv-
ing these. This is fully in par with the expected interpretation
of settings like that of Ex. 1, where the prices and referred
concerts of tickets seen in the past are fixed, while new infor-
mation on unseen tickets can be acquired later.

"We assume for simplicity that if a ticket with the same price
appears, the agent keeps the one already bookmarked.

Leucker and Schallhart (2009) also emphasize another cen-
tral monitoring desideratum, namely the identification of vi-
olations in the earliest possible instant, which in turn calls for
anticipatory monitors [Bartocci et al., 2018]. These monitors
return their verdict not only considering the prefix seen so
far, but also by reasoning on all its (infinitely many) possible
suffixes. The next example makes a clear case for this.

Example 2. Consider formula 1 from Ex. 1. Monitoring 1
essentially amounts to check, at every instant, whether the
expected relationship between b and t holds. Consider now

7/%123 = w N FG(b = t123)

It expresses that at some point the agent selection stabilizes*
to the ticket identified by t123. A monitor checking only the
trace prefix seen so far would detect a violation of 1103 only
if Y is violated, or at the end of the trace if the selected ticket
is not t123. However, note that the price of ticket t123 must
be known, say price(t123) = 100, and due to the behaviour
of the agent, it is clear that t123 will never be selected as
soon as the agent finds a ticket with a price below 100 euros.
In this respect, an anticipatory monitor for V123 would im-
mediately recognize that 1)v103 is permanently violated (i.e.,
it will stay so independently on how the trace evolves) if in
the current instant b points to a ticket with a price < 100.

In this-paper, we tackle for the first time anticipatory moni-
toring described in Ex. 2. In fact, anticipatory monitoring for
LTL}"is a completely open problem. It is indeed a challeng-
ing one, as already in the case where LTL is equipped with
numeric datatypes with simple forms of arithmetic, it incurs
in-undecidability [Felli et al., 2023], and therefore relevant
monitorable fragments of the logic have to be singled out. We
bring a fourfold contribution: (1) We formally introduce the
anticipatory monitoring problem for LTL% T'specifications.
(2) We focus on the quantifier-free fragment of LTL;V[ T an
expressive logic called dataL’TLy that has been previously
studied for process analysis [Gianola er al., 2025] and veri-
fication [Gianola et al., 2024] tasks, but never for monitor-
ing. We provide a monitoring technique that combines an
automata-theoretic component to deal with the temporal di-
mension, with an SMT component to tackle the data part.
(3) We identify expressive classes of properties combining
arithmetic with references to a database, in the style of Ex. 1,
where we show that our monitoring task becomes effectively
solvable. (4) Feasibility of our method is witnessed by a
prototype implementation with preliminary evaluation. Some
additional material can be found in an extended version [Gi-
anola et al., 2026].

Related work A rich body of work studies RV of arith-
metic temporal properties, notably Lola [D’Angelo er al.,
2005] (which also supports anticipation [Hipler et al., 2024]),
TeSSLa [Kallwies er al., 2022], and Eagle [Goldberg and
Havelund, 2005]. From [Felli et al., 2023], which considers
anticipatory monitoring for LTL ; with arithmetic. We borrow

“This is captured by the LTL ; operators F and G, where FG~y
models that there exists an instant from which ~ always holds; it is
known that, over finite traces, this is logically equivalent to y holding
in the last instant of the trace [De Giacomo and Vardi, 2013].
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in the present work the idea to abstract variable configurations
by sets of formulae arranged in a graph, and the resulting
approach to identify decidable fragments. However, dealing
with richer theories substantially changes both the setting and
the techniques needed to construct monitors.

Decker et al. (2016) propose an approach for monitor-
ing modulo theories, but use an incomparable logic where
variables cannot be compared across states, and models
change at each trace instant. In Ex. 1, this would essen-
tially mean that the price and referred concert of already
seen tickets non-deterministically change at every instant.
Also, no decidable fragments are identified. In another
line of work [Schneider et al., 2021; Basin et al., 2015;
Lima et al., 2024], monitoring with metric first-order tem-
poral logic is considered, but in the non-anticipatory set-
ting. Havelund er al. (2020) present a monitoring ap-
proach for first-order past time temporal logic without antici-
pation. This work shares with the present paper that infinitely
many assignments are represented by logical formulas, in this
case by BDDs. However, in both [Havelund er al., 2020;
Basin et al., 2015] the model is supposed to change at every
instant, as predicates model events rather than facts.

The logic dataLTL y we consider here has previously been
studied for process analysis and verification. Specifically,
[Gianola et al., 2024] verifies data-aware dynamic systems
against datalLTL; properties, using automata-based tech-
niques that are however too weak to be ported to monitoring.

2 Preliminaries

LTL} "syntax. We consider a first-order multi-sorted sig-
nature ¥ = (S, P, F,V,U), where S is a set of sorts; Pis
a set of predicate and F a set of function symbols over S; V'
is a set of data variables; and U is a set of variables disjoint
from V' that will be used for quantification; where all vari-
ables have a sort in S. below, we consider a fixed signature 3
that contains equality predicates for all sorts.in S.
A term t is generated by the following grammar:

t:i=x|y| fts,..

where x € V and y € U are variables, f € F is a function
symbol of arity k, each ¢;, 1 <4 <'k, is a term, and < is the
previous constructor. The grammar of LTL}'” formulas over
. is the following:

a:=p(ty, ..., tg)
p=a|-aleVe oA | Iye|Yye
V=T || YvVY | vAY | XY | Xptp [ YUY | Y RY

where y € U, p € P is an k-ary predicate symbol, each ¢; is a
term, and X, X,,, U, and R are the next, weak next, until, and
release temporal operators, respectively. Formulas of type ¢
as defined above are called first-order (FO) formulas. In the
definition of ¢, we force ¢ to have no free variables from U.
We use the usual shortcuts Fip = T U ¢ and Gy = L R
1. By the grammar above, LTLY " formulas are always in
negation normal form, and we assume them to be well-typed
with regard to the sorts of all the involved symbols. The set
of all LTLJfV[ Tformulas is denoted L.

.7tk) | <z

For instance, ¢ and 1105 in Ex. 1 are LTL;”Tformulas
over the signature where V' = {¢, b}, there are no quantified
variables so U can be chosen empty, P contains the arithmetic
predicates, and F consists of arithmetic functions, equality,
price, concert, undef, myc, and t123.

A FO formula ¢ is a state formula if it does neither con-
tain free variables from U nor < operators. A state formula
without free variables is a sentence, and a set of sentences is a
Y-theory T . It is universal if all its sentences are over Y and
have the form Vu, . .., u;. ¢ with ¢ quantifier-free.

LTLyTsemantics. To define semantics, we use the stan-
dard notion of a X-structure M, which associates each sort
s € S with a domain s, and each predicate p € P and
function symbol f € F with a suitable interpretation p™ and
M. The equality predicates have the standard interpretation
given by the identity relation. The carrier of M, i.e., the union
of all domains of sorts in S, is denoted by |M|. A total func-
tion a: V' — | M| is called a state variable assignment. We
always assume that variables are mapped to an element of
their respective domain. A trace T = (M, (v, ..., an—1))
consists of a model M and a sequence of state variable as-
signments «; with‘codomain |M|. We call n the length of
7, denoted |7|. For two traces 7 = (M, (o, ...,ay)) and
7= (M (g, .., a,)) with M = M’, their concatenation
is given by 7 -7’ := (M, (qg, ..., Qny Oy - .., Q0)).
Givena trace 7 = (M, (ap,...,a,—1)), and a variable
evaluation function £: U — |M| for the variables in U, the
evaluation [t]. . of a term t is well-defined if i < |r|, and
either ¢ > 0 or ¢ does not contain <I operators, namely as
o]l au(v) (<o = i 1(v)
[t e=€w)  [f(tryeeo t)e= P (g [0 )
where v € V and v € U. Satisfaction of a first-order
formula ¢ with respect to an environment ¢ in the run 7 with
i < |7], denoted T |:2 ©, is defined as:

T ':ép(tlvatk)

if t1,..., b are well-deﬁned and
([tl]:-,@ R [tk]lr,g) € pMi7

T ety .o te) AT L Pt )

T |:2g01 A 2 if 7 Izz 1 and T ):ZE P2
leégal V 2 if 7 |:2 prorT |:2 V2
TETY.p if 7 =gy ¢ for some e € [ M|
AT if Izé[yﬁe] pforalle € |[M]|

where y is assumed to have sort s, and e is in the domain
for s in |M|. Satisfaction w.r.t. 7 is extended to a general
LTL} " formula ¢ as follows:

rheitree
T):%w1A¢2 if 7 ):f¢1and7' )?11#2
T):lwl\/lbg ifT':1¢1OI‘T’:l’L/)2
T E Xy ifi < |r|—1and 7 "1 4
T E Xyt ifi > |r|—lorT T
7 =1 Uy if there is some j, i < j < |7| such that
T g and T =X ¢y foralli < k < j
7 [=t1py Rapy  if either 7 =7 1)o forall i < j < |7|, or there is

some j, i < j < |7| such that 7 =7 ¢y
and 7 =F 1), forall i < k < j.
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Finally, 7 satisfies 1, denoted by 7 = 1, if 7 =0 1 holds.

Example 3. For ¢ from Ex. 1, consider a model M where
Concert™ = {co,c1,c,c3}, mycM = ¢y, Ticket has car-
rier {1, t1,ta, ... ,t1000}, undef™ = L, with an interpre-
tation that satisfies con(te) = con(ty) = con(t;) = 1
and con(t1) = cq, price(ta) = 100, and price(ty) = 110,
price(ts) = 95. Then the trace (M, @) satisfies @, where

—_< t=1 t:tz t:tl t:t4 t:t;; >
o= b=1 [ ) b=100 [’ | b=100 [ | b=100 {7 | b=95

Our logic differs from [Geatti et al., 2022] in two re-
spects: we define LTLY 7'with a lookback operator < instead
of lookahead, i.e., the logic allows to refer to values of V in
the previous trace instant, not in the next. However, every
formula with lookahead can be equivalently expressed with
lookback [Felli et al., 2023, Lem. 37]. Moreover, we have the
strong version of the cross-state operator (but not its weaker
version), so that atoms with not well-defined terms are false.

First-order logic. Next, we need to repeat some prelimi-
naries from FO logic and model theory. If ¢ is a state for-
mula, we simply write M, o |= ¢ instead of (M, @) =} ¢,
and if ¢ is a sentence, we write M = ¢ for M, () |=8 p. We
adopt a common SMT perspective and view a Y-theory 7 as
the set of all X-structures that satisfy all axioms of 7, and
write M € T if M is a model of T, i.e., M = ¢ holds for all
sentences ¢ in 7. A state formula ¢ is T -satisfiable if there
is some M € T and state variable assignment «: V' — | M|
such that M, = ¢; whereas ¢ is T-valid if M,a = ¢
for all M € 7T and . Moreover, formulas ¢; and @9 are
T -equivalent, denoted w1 =7 2, if 1 <> @9 is T -valid.

A Y-theory T has quantifier elimination (QE) if for ev-
ery X-formula ¢ there is a quantifier-free formula ¢’ that is
T-equivalent to . As QE is a strong requirement, we ex-
ploit in this paper the weaker notion of a theory having a
model completion. In this context, an embedding is a map-
ping pu: M — M’ between two X-structures M and M’ that
preserves the truth of X-literals. It is easy to see that a com-
position of embeddings is again an embedding. A universal
Y-theory 7 has model completion [Ghilardi, 2004] iff there
exists a X-theory 7%, i.e., a theory over the same signature,
where 7* D T, such that (¢) every model of 7 can be em-
bedded in a model of 7*, and (74) 7* has QE.

It follows from this definition that every model of 7* can
be embedded in a model of 7. We will later exploit the fol-
lowing properties [Calvanese et al., 2020b, Sec. 21

Lemma 4. Let 7 have model completion 7*.

(1) Let M € T, ¢ be an existential Y-formula and « an
assignment of values in M such that M, « = . Then
there is an embedding p: M — M’ for some M’ € T*
such that M’ o a |= .

2) Let M € T, M € T*, u: M — M’ be an embedding,
 a quantifier-free X-formula, and « be an assignment of
values in M. If M’ ppo o |= p then M, o |= .

For a trace 7 = (M, (o, ...,an—1)) and an embedding
w: M — M let u(7) = (M’ (o ag,...,pmoap)).

We will sometimes refer to common SMT theories [Bar-
rett et al., 2021]: the theory of equality and uninterpreted
functions (EUF) for a given X, and linear arithmetic over

rationals (LRA), integers (LIA), or both (LIRA). While the
arithmetic theories have QE [Presburger, 1929], EUF admits
model completion and so do certain tame combinations of
LIRA and EUF [Calvanese et al., 2020a; Calvanese et al.,
2022b]. In the remainder, we make the following assump-
tions on the theory:

Assumptions 5. (a) Satisfiability of existential 7 -formulas is
decidable; (b) 7T is either universal and has a model comple-
tion 7*; or has QE, in this case let 7*:="T.

We will show later that these assumptions are satisfied by
several theories which are highly relevant in practice.

Monitoring. We now define our main task, namely deter-
mining how the satisfaction of a given property changes along
a trace. Throughout the paper, we consider anticipatory mon-
itoring, taking into account both the trace seen so far and all
its finite future continuations. Following the literature [Bauer
et al., 2010], we consider the set RV = {Ps,CS,CV,PV}
of four distinct monitoring states: current satisfaction (CS),
permanent satisfaction (PS), current violation (CV) and per-
manent violation (PV). We call a trace 7’ is an extension of a
trace 7 = (M, («g,+ .. ,a,—1)) if there is some M’ such that
there is an embedding p: M — M’ and assignments «; such
that 7" = (M’ (u(ag), - . ., pplan), @y - -y aly)).
Definition 6. An LTL}” property ¢ is in monitoring state
s € RV after a trace T, written 7 |= [¢) = s], if
* $=CS, T =1 but 7’ £ 4 for some extension 7’ of ;
* s=PS, 7 =1,and 7’ |= 1) for every extension 7’ of 7;
* s =CV, T [~ but 7’ = 1) for some extension 7’ of 7;
*s =PV, T}~ 1, and 7’ [~ 9 for every extension 7/ of 7.

After each trace, a property ¢ is in exactly one possible
monitoring state. E.g. for the trace 7 from Ex. 3 and 1, V4123
from Ex. 1 we have 7 |= [¢p = CS]: the property is currently
satisfied but could be violated in an extension of 7. Consid-
ering 103, let £123M = t53. If we have price(t123) = 80
then 7 |= [1r123 = CV] as t123 could still be selected in the
future; but if price(t123) = 100 then 7 = [tbr103 = PV].

Given 7 and 1, the monitoring problem is to compute the
state s € RV s.t. 7 = [¢ = s]. It is solvable if one can con-
struct a procedure for ¢/ that computes the monitoring state
for any given trace. It is known that the monitoring problem
is not solvable if 7 is the theory of linear arithmetic over the
reals [Felli et al., 20231, and hence also not for the much more
general logic LTL}'”".

3 Automata for Properties

In the remainder of the paper we assume a theory 7 that
satisfies Assumptions 5, and the quantifier-free fragment of
LTLMT | that is, the logic datalL'TL; from [Gianola et al.,
2025f; Gianola er al., 2024]. Excluding quantifiers is here
an essential restriction when applying reasoning with model
completion to the automaton, which is needed to construct
the monitors. As e.g. shown in Ex. 1, dataLTL still supports
expressive queries over the theories, provided that they are
formulated referring to the monitored variables.

It is well-known that LTL; properties can be captured by
non-deterministic automata (NFA) [De Giacomo and Vardi,
2013]. Our monitoring approach relies on such an NFA for
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a given LTL}' " property ¢. While the construction is rather
standard, the correctness proofs are more complicated due to
the FO setting. We only sketch here our construction, details
and proofs can be found in [Gianola er al., 2026]. Let X be
an additional proposition to mark the last element of a trace.
Given a dataLTL ; property 1, let C be the set of FO formulas
in ¢ and C* = C'U{~c | c € C} the set of FO formulas in
together wijt:h their negations. The alphabet of the NFA will
be © = 207 U{A A} gothata symbol is a set of FO formulas.

The NFA Nw is built using an auxiliary function 9, which
has as input a property ¢ € £ U {T, L} and outputs a set
of pairs (¢, <) where ¢’ € LU {T, L} is again a property
and ¢ € ©. Intuitively, (¢',<) € 0(¢) means that a word
cw satisfies v iff the suffix w satisfies ¢/, for its definition
see [Gianola et al., 2026]. Ny, is then defined as follows:

Definition 7. Given a property € L, let
Ny =(Q,0,0,q,Qr) where go=1) is the initial state,
Qr = {T,q4+} is the subset of final states, g_ is an addi-
tional non-final state, and (), o are the smallest sets such that
90,qr,q+,q— € Q and whenever ¢ € Q \ {q4,q_} and
(¢',s) € 6(¢) then ¢’ € Q and

(i) if X € ¢ then (¢,s,¢') € o, and

(ii) whenever A € ¢, if ¢ = T then (¢,,q+) € o, and if

¢ = Lthen (¢, \ {A},q-) € 0.

Example 8. Consider i from Ex. 1. We abbreviate A :
(b = undef), B := (con(t) = myc), C' = (price(t)
price(<b)), D := (b =t), E := (b = <b), and ¢’ :
G(@change N Preep). Then the NFA Ny, is as follows:
{\A,~B,E}, {\ A, B,D}

Vv

\-B.E
{4’551’;]5} £4<B,ﬁ(' £}
(A.B.~D} (\~4.B,C,D}

{~B,~E},{~A, B,~C,~E},

A B DY (A B Dy {"ATB B} (oA, BusCLE),

{=\, =4, B,C,D},{-\, A, B, D}

We denote by V< the set of variables VI={<w | ve V}.
Awordw = Go,61,...,50—1 € OF iswell-formed if ¢y con-
tains no variable in V<. We next define the notion of con-
sistency, which serves to capture that a trace 7 satisfies all
formulas in a word w € ©T as-above. To that end, for assign-
ments « and o’ with domain V, we define the assignment
[ ® o] with domain VS UV as [a® o’](<v) = a(v) and
[a®d|(v) = &/ (v), forall v € V. For simplicity, we write
M, a = ¢ instead of M, a = Acs.

Definition 9. A well-formed word ¢y,<1,...,6,—1 € OT is
consistent with a trace (M, (oo, ..., an—1)) if M, a9 E <o
and M, [a;_1 ® ;] = ¢ for all 0 < ¢ < n, and moreover
A€ g_1,and “A € forall0 <i<n—1.

To state the main result about the NFA Ny, below, we need to
restrict to properties that use lookback in a valid way, i.e., that
do not enforce constraints with lookback variables in the first
trace instant. To that end, let an dataLTL; property ¢ have
safe lookback if no edge from the initial state has a label that
contains V. The following is the main result about \y:

Theorem 10. Given ¢ € L with safe lookback and trace T,
(1) if Ny accepts a well-formed word w € © consistent with

T, then 7 |= 1, and (2) if T |= 1 then there exists a well-
formed word w € ©F consistent with T and accepted by N,

For w = ¢,...,Sp—1, We write g s ¢, if there is a se-
quence of states ¢, . . ., ¢n—1 such that (g;,<;,qi+1) € o for
all 0 <4 < n. We have the following determinism property:

Lemma 11. Given a trace 7 there are a unique word w € ©*
and state ¢ s.t. go 5 ¢ in V;, and w is consistent with 7.

Note that while it is possible to postprocess Ny, to an NFA
for 1) that does not mention A [Felli e al., 2023], the resulting
automaton requires an explicit determinization step to obtain
a property akin to Lem. 11, so we prefer to keep the \’s.

4 Monitoring Technique

We next present our monitoring algorithm. Throughout
this section, we assume a dataLTL; property 1) with NFA
Ny =(Q,0,0,q, Q) as defined in the previous section.
For a formula ¢ with free‘variables V, let (V' /X) denote
the formula where V is replaced by X (we denote by V a
fixed ordering of V' as a vector). For a set of constraints C'

with free variables VU V', let C(X/V<,Y /V) denote the
constraints where V< is replaced by X and V by Y. More-
over, for a set of constraints C' € ©, we denote by [C] its
conjunction where As are omitted, i.e., [C] = A C'\ {\, -A};
so [C] is a formula with free variables V< U V.

Definition 12. For a state formula ¢ and C'€©O, let

regress(p,C) = IY.[CI(V/V,Y V) A (Y V), where
Y is a set of fresh variables of the same size and sorts as V.

Note that since ¢ has free variables V, also regress(p, C)
has free variables V. The regress operation defined above al-
lows us to “propagate backwards” the verification obligation
expressed by ¢ through the constraint C': in formal verifica-
tion, this corresponds to the classic notion of preimage when
performing backward search in a transition system, cf. e.g.
[Abdulla et al., 1996]. We collect these verification obliga-
tions in a structure called coreachability graph, which is one
of the technical novelties of this paper, defined next:

Definition 13. Given NFA Ny, for ¢, the coreachability

graph CG1(Ny,) for Ny, is a tuple (S,~) where S is a set

of nodes of the form (g, ) for ¢ € @ and ¢ a quantifier-free

Y-formula with free variables V,and v C S x © x S'is a

transition relation. It is inductively defined as follows:

() for all final states ¢ € Qp, anode (¢, T) € S, and

(7) if s € Sisof the form s = (g, ) and there is a transition
¢ = g in Ny such that regress(p,<) is T-satisfiable,
there is some node s’ = (¢’, ') € S such that ¢/ =7~
regress(y, <), and 8" <y s is in 7.

Note that we use model completion to obtain quantifier-
free formulas, which is the main technical novelty of our ap-
proach; the fact that all formulas in CGs are quantifier-free
allows us to identify decidable fragments in the next section.
Note that as regress(y, <) is existential, by Assumptions 5
some quantifier-free x s.t. x =7~ regress(p,s) indeed ex-
ists, by applying quantifier elimination in 7*.

Intuitively, if CG' (V) has a node (g, ¢) then this means
that from NFA state ¢ a final state can be reached under the
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condition that the current variable assignment satisfies ¢. It
is called ’coreachability graph’ because it is is constructed
by regressing from the final states of the system, rather than
by forward exploration from the initial states as customary in
standard reachability graphs [Desel and Esparza, 1993; Chi-
ola et al., 1997]. The non-coreachability graph CG™ (Ny,) is
defined dually, but where in condition (¢) of Def. 13 we have
(¢, T)e Sforallg e Q\ QF.

The construction in Def. 13 need not terminate as infinitely
many formulas may occur, but we will show in the next sec-
tion that termination is guaranteed for several relevant classes
of properties. For cases where CG™ () and CG~ (N,) are
finite, we define the following formulas which express, intu-
itively, under which conditions a final (resp. non-final) state
is reachable from state ¢ in the NFA.

Definition 14. For ) with NFA \V,, and a state ¢ in Ny, let

EXTSAT(q) =V {¢ | (¢, ) is anode in CG*(Ny)}
EXTVIOL(q) =V{¢ | (¢, %) isanode in CG™ (Ny)}

This leads to the following monitoring procedure, where
the trace 7 is assumed to have positive length:

1: procedure MONITOR(%), T)

2:  compute Ny,

3: ¢« state in Ny, such that gy —7, ¢ for some well-
formed w € ©* consistent with 7 >cf. Lem. 11

4:  let M be the model of 7 and «,, its last assignment

5. if ¢ is accepting in V;, then

6 return CS if M, «,, = EXTVIOL(q) else PS

7. elsereturn cv if M, o, = EXTSAT(q) else pv

Thanks to Thm. 10, Line 5 is equivalent to checking
whether the property ¢ holds on the prefix 7. If so, the pos-
sible monitoring states are restricted to CS and PS; therefore,
in Line 7 it suffices to check whether the extension leads to a
violation, which is achieved by checking whether v, satisfies
EXTVIOL(q). If 7 does not satisfy v, dual reasoning applies.

The NFA, CGs, and formulas EXTSAT and EXTVIOL
should only be computed when required but can be cached
for later use, to avoid re-computation. This is especially use-
ful when monitoring multiple traces w.r.t. the same property.

Correctness. To prove correctness,” we need some addi-
tional notation. First of all, regression constraints are for-
mulas obtained from nested regress operations:

Definition 15. For w=¢,...,s,_1 in ©F, the regression
constraint RC(w) is given by RC(w) = T if n = 0, and if
n >0 then RC(w) = regress(RC({S1, .- .,$n—-1)),%0)-

Crucial for our verification technique is the fact that there is
a correspondence between satisfying assignments of RC(w),
and traces that satisfy the verification obligations given by the
constraints in w, as stated next:

Lemma 16. For w € ©*, amodel M and assignment a, (1) if
M, o =RC(w) there is a trace 7 with model M s.t. (§) -w is
consistent with (M, (o)) -7, and (2) if () -w is consistent
with some (M, («)) - 7 then M, a = RC(w).

There is a close relationship between paths in CGs and re-
gression constraints, as stated in the next lemma. For a word

W=¢1,...,S,, Wwe write (¢, ) =% (¢, T) if there is a path
(@,0) 5 ..o =2 (¢, T) in CGF (M) or CG™ (Ny).

Lemma 17. Let G be CG" (Ny,) (resp. CG™ (Ny)).

(1) If G has a path (g,¢) —% (gf, T) then ¢ —} ¢y in
Ny such that ¢y is a final (resp. non-final) state, ¢ is
T -satisfiable, and ¢ =7+ RC(w).

(2) If ¢ =% gy in Ny, such that ¢ is final (resp. non-final),
and RC(w) is T-satisfiable, there is a path (q,p) —%
(gf, T) in G for some ¢ such that ¢ =7+ RC(w).

At this point we are ready to prove our main theorem, which
strongly exploits the two properties of model completions:
embeddability of 7 - models into 7 *-models, and QE in 7*.
The proof can be found in [Gianola et al., 2026].

Theorem 18. If MONITOR (v, T) returns s then T |= [=s].

5 Solvability Criteria

In this section, we identify classes of datal.TL; properties
where MONITOR is guaranteed to terminate; we use the ter-
minology that the monitoring task is solvable in this case.
We focus on properties that combine references to a database
with arithmetic, a combination that is very common in prac-
tice, in particular in data-aware BPM [Ghilardi et al., 2023]
and when observing database-driven systems [Bojaiczyk et
al., 2013; Calvanese et al., 2013; Deutsch et al., 2018];

To define databases in a symbolical context, we rely on
the notion of static DB schemas from [Ghilardi et al., 20231,
where relational databases with integer and real values are
formalized in an algebraic way. Static DB schemas use the
combination of two FO theories, T4, and 7,,-. The theory T
models read-only DB relations with primary and foreign key
constraints by employing function symbols to represent the
key dependencies: formally, this can be captured in SMT via
constants and functions subject to multi-sorted EUF, as done
in our ticketing Ex. 1. The theory 7, is LIA, LRA or their
combination; it is used to formalize arithmetic constraints.

DB-driven theories Let a DB-LTL; property be a property
in LTL% T'where the signature X consists of arbitrary relation,
and unary function symbols. The associated theory Ty is de-
fined as EUF, possibly extended with a set of ground facts
to model an initial DB. This theory enjoys model comple-
tion [Calvanese et al., 2020b]. In the case with arithmetic,
Y supports in addition operations from an arithmetic theory
Tar as above, and its theory is T := Ty, U Ty To ensure
that 7 has model completion, we assume that the signature is
tame, which intuitively means that no uninterpreted function
symbol has an arithmetic domain (see below).

Note that the presence of only finitely many terms guaran-
tees that the procedure MONITOR always terminates. How-
ever, in general both the DB and the arithmetic perspective
can give rise to infinitely many terms, so in classes of prop-
erties where the monitoring task is solvable, both must be
suitably restricted. Next, we explore different ways to do so.

I. Acyclic signature. First, we consider DB-LTL ; without
arithmetic. Acyclicity of the signature X is defined via the
sort graph of X, which has as node set the sorts S, and an
edge from s to s’ iff there is a function symbol f: s — s’ in
. (as we have only unary functions); we say that X is acyclic
if the sort graph is so. For instance, the non-arithmetic part of
the signature of Ex. 1 is acyclic. In this case, only finitely
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many X-terms exist [Abadi et al., 2010]. Thus, there are
also only finitely many non-equivalent quantifier-free formu-
las over the finite set of variables V' [Calvanese et al., 2020b].
and hence there are only finitely many regression constraints,
so that the coreachability graph construction in Def. 13 ter-
minates. Hence, we obtain the following decidability result:

Theorem 19. If ¥ is acyclic, the monitoring task for DB-
LTLy is solvable.

II. Acyclic signature and monotonicity constraints.
Next, we consider DB-LTL ; with arithmetic. To obtain de-
cidability, we make multiple restrictions. First, we assume
that the signature X is tame, i.e., in the sort graph of 3,
sorts rat and int are leaves. In this case, the combined the-
ory T is known to enjoy model completion [Calvanese et
al., 2022b, Thm. 7]. Second, we require that ¥ is acyclic.
Third, we restrict arithmetic constraints to monotonicity con-
straints (MCs), i.e., constraints of the form ¢t ® t' where
t,t' are Y-terms of sort rat over free variables V and ©® is
one of =, #, <, or <. MCs have been repeatedly consid-
ered in the verification literature [Demri and D’Souza, 2007;
Felli et al., 2019] and are important in BPM since transi-
tion guards of this shape can be learned automatically from
data [de Leoni and van der Aalst, 2013]. We call the class of
properties that adhere to these restrictions DB-LTL ;-MC. For
instance, the properties of Ex. 1 are in this class. We obtain
the following result, subsuming [Felli ef al., 2023, Thm. 20]:

Theorem 20. The monitoring task is solvable for DB-LTL -
MC propetrties.

Proof (idea). As shown in [Gianola et al., 2024], under
the assumptions of tame signature and MCs, the proce-
dure TameCombCover [Calvanese et al., 2022b, Sec. 8]
has finitely many possible results of the form ¢1(X) A
©02(Y,#(X)), up to equivalence. Hence there are finitely
many regression constraints up to equivalence, so the core-

achability graph construction in Def. 13 terminates. O

III. Local Finiteness. Next, we consider decidability be-
yond acyclic signatures for DB-LTL ; without arithmetic, us-
ing the concept of local finiteness [Lipparini, 1982]. A X-
theory 7 is called k-locally finite, for'some k € N, if for ev-
ery finite set of variables X, the number of 3-terms with free
variables X is upper-bounded by %, up to 7 -equivalence. As
local finiteness directly ensures that there are only finitely
many non-equivalent quantifier-free formulas in 7*, we get:

Theorem 21. If T is a k-locally finite ¥-theory that admits
model completion, the monitoring task is solvable for any
property 1) over 3.

One way to ensure in Thm. 21 that 7 has a model com-
pletion is to restrict axioms in 7 to single-variable sentences
[Calvanese et al., 2020b]:

Corollary 22. The monitoring task is solvable for a DB-
LTL property 1 over ¥ and if 7 is a k-locally finite >-theory
axiomatized by single-variable axioms.

One can also obtain decidability by replacing acyclicity in
the combination result of Thm. 20 by local finiteness, using
in the proof local finiteness to ensure that up to equivalence
there are only finitely many formulas without arithmetic.

IV. Bounded lookback. The above criteria achieve decid-
ability mostly by syntactic restrictions. However, finite core-
achability graphs can also be achieved by controlling inter-
action of constraints in properties, as it was already shown
for the arithmetic case [Felli et al., 2023]: Bounded look-
back expresses, intuitively, that the verification obligations
in an LTL}"property can be evaluated in a sliding win-
dow and depend on only boundedly many steps from the
past; it generalizes the feedback freedom property [Damag-
gio et al., 2012]. Bounded lookback is defined via com-
putation graphs: Let w = (¢o,...,5,—1) € ©O* such that
q —% ¢ in Ny, for some states ¢, ¢’. For each 0 <i<n,
let V; be a fresh set of variables of the same size and sorts
asV,and V = U?;Ol V;. Consider the formulas ¢o(V/Vp),
i.e., the formula obtained from ¢y by systematically replac-
ing V with Vy; and ¢;(V</V;_1, V/V;), i.e., the formula ob-
tained from ¢; by replacing V<«with V;_; and V with V;,
for 0 < ¢ < n. The computation graph G, of w is the
undirected graph with nodes V' and an edge from u € V to
v € V iff the two variables occur in a common literal of
o(V/Vo) A N\jsq 5(VI/ViZq,V/V;). Finally, [G,,] denotes
the graph obtained from G, by collapsing all edges corre-
sponding to equality literals v = v for u,v € V.

Definition 23. The property ¢ has K-bounded lookback if
for all states ¢, ¢’ in the NFA NV, and all w € ©* such that
q —%, ¢, all acyclic paths in [G,,] have length at most K.

E.g., (= f(y)) U P(<z, ) has 1-bounded lookback, but
the property ¢ in Ex. 1 does not because it requires to com-
pare prices of unboundedly many tickets. We show next that
the monitoring task for bounded lookback properties is solv-
able. The proof shows that every formula occurring in a core-
achability graph comes from a finite set of formulas since it
has bounded quantifier depth and a finite vocabulary.

Theorem 24. For every K > 0, the monitoring task is solv-
able for K-bounded-lookback properties.

6 Conclusions

We have studied for the first time anticipatory monitoring
of data-aware temporal properties expressed in LTL;‘/[ T and
identified expressive fragments of the logic for which mon-
itors can be effectively constructed. Specifically, we show
monitoring to be solvable for DB-LTL, an expressive class
of first-order temporal properties where the data part com-
bines arithmetic and references to a database. Our approach
is fully implemented in the tool MONTHE, which employs
CVC5 [Barbosa er al., 2022] for dealing with data (SMT
checks and quantifier elimination). Source code and web in-
terface are available via https://monitoring.adatool.dev. The
tool takes as input a property, and a trace (given by a sequence
of assignments and a set of atoms to define the model); as
output, MONTHE reports the monitoring state. Preliminary
experiments are reported in the appendix, leaving for future
work a more extensive empirical evaluation. Another inter-
esting continuation is to consider dynamic systems where the
data component partially changes over time. This is essential
to capture controlled updates over a database, like updating
the price of a ticket in our running example.
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