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Abstract

Gradient inversion attacks (GIAs) have shown that
shared gradients in federated learning leak private
training data. However, current textual GIAs fail
in large batch size, as simply increasing batch
size can serve as a stable defense against such at-
tacks. In this paper, we propose CDO-GIA, a novel
textual gradient inversion attack via continuous-
discrete optimization that extends the maximum ef-
fective batch size from 4 to 8 for reconstructing text
from gradient. In continuous optimization phase,
CDO-GIA incorporates a dynamic weight decay
mechanism to alleviate embedding homogenization
caused by embedding regularization at large batch
sizes, thereby enhancing unigrams reconstruction
accuracy. Moreover, our method introduces a tabu
beam search mechanism guided by the language
model prior during discrete optimization. This de-
sign facilitates fine-grained exploration of high-
dimensional token spaces via precise token order
adjustment, thus reconstructing semantically co-
herent sequences. By alternating optimization be-
tween continuous and discrete phases, CDO-GIA
effectively doubling practical attack limit of prior
textual GIAs. Extensive experiments are conducted
on three binary text classification datasets. The
experimental results indicate that CDO-GIA sur-
passes all baseline methods. With a batch size of 8§,
it achieves performance gains of 25.01%, 155.64%,
and 22.72% over the baselines in terms of Rouge-1,
Rouge-2 and Rouge-L scores.

1 Introduction

Federated learning (FL) [McMahan et al., 2017] has emerged
as a privacy-preserving paradigm for distributed machine
learning, where clients collaboratively train models by
sharing only gradient updates rather than raw training
data [Kairouz et al., 2021]. This architecture promises en-
hanced data privacy by keeping sensitive information local-
ized on client devices, making it particularly valuable for
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Figure 1: Threat of GIAs in FL. (a) Standard FL workflow: server
distributes global model to clients; clients compute local gradients
from private data and upload gradients to server. (b) Gradient inver-
sion attack: GIA method uses these gradients to reconstruct raw text
inputs from aggregated updates.
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applications involving personal text data, medical records,
and proprietary information. However, this privacy guarantee
is fundamentally undermined by gradient inversion attacks
(GIAs), which enable the reconstruction of original training
samples from shared gradient updates. As illustrated in Fig. 1,
although clients compute gradients locally on their private
data and transmit only model updates to the central server,
a honest-but-curious server that can exploit these gradients
to recover the raw training inputs, thereby directly exposing
users’ sensitive personal information. The capability to re-
construct raw training inputs from shared gradients poses se-
vere privacy risks, particularly for language models that pro-
cess highly sensitive textual data, such as personal communi-
cations, medical records, or financial documents.

The foundational work of [Zhu et al., 2019] first formalized
GIAs as an optimization problem: given observed gradients,
one seeks dummy inputs whose gradients closely match the
observed ones under a chosen distance metric. This approach
has achieved remarkable success in the computer vision do-
main, [Ye et al., 2024] demonstrated high-fidelity reconstruc-
tion of ImageNet-scale images (224x224 pixels) [Deng et al.,
2009] even with batch sizes as large as 64. Subsequent ad-
vances have further enhanced the scalability and robustness of
GIAs through architectural insights and refined optimization
strategies, establishing GIAs as a critical threat for image-
based FL systems.
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In stark contrast, GIAs for textual data remains under-
developed. While high-fidelity reconstruction of image in-
puts from gradients is now effectively achievable, recovering
text from gradients presents substantially greater challenges,
with current methods exhibiting severe performance degrada-
tion as batch size increases. This limitation stems from two
aspects: 1) Text semantic representation is highly context-
dependent, requiring exact recovery of unigrams for mean-
ingful privacy leakage, unlike images that approximate recon-
structions often suffice for privacy compromise. 2) Text data
possesses non-Euclidean attributes, leading its vector repre-
sentations typically to being high-dimensional and sparse.
This results in a solution space that is significantly larger than
that of other data types, implying that reconstructing train-
ing data involves solving a higher-dimensional inverse prob-
lem. Consequently, existing textual GIA methods fail beyond
batch size of 4, as simply increasing batch size can serve as a
defense against textual GIAs. This limitation not only hinders
privacy risk assessment but also impedes the development of
effective defenses for text-based federated systems.

To tackle these challenges, we propose CDO-GIA, a novel
gradient inversion attack via continuous-discrete optimiza-
tion that extends the maximum effective batch size from 4
to 8 for text reconstruction from gradient. In the continu-
ous optimization phase, we observe that conventional embed-
ding regularization mechanisms [Balunovic et al., 2022] un-
der large-batch setting tend to enforce embeddings of all re-
constructed texts to converge toward a uniform norm. This
homogenization effect compromises the diversity of recon-
structed texts and degrades the reconstruction accuracy of un-
igrams. To resolve this, we propose a dynamic weight de-
cay mechanism that dynamically adjusts the weight coeffi-
cient of the embedding regularization term in the optimiza-
tion process. Specifically, the higher weights are first ap-
plied to ensure optimization aligns with linguistic distribu-
tions, then later stages reduce weights to emphasize gradi-
ent matching precision. As a result, our mechanism retains
the natural variation of the embedding length distribution and
improves reconstruction performance of the unigrams. After
mapping continuous embeddings to discrete token sequences
via an Embed2Seq mapper, CDO-GIA introduces a language
model prior-guided Tabu Beam Search (TBS) mechanism to
achieve precise token order adjustment in the discrete opti-
mization phase. Specifically, the mechanism generates can-
didate sequences by iteratively applying transformations to
token sequences during the search. To evaluate these candi-
dates, it employs a joint heuristic combining gradient recon-
struction loss and language model perplexity, alongside a tabu
list designed to preclude the revisiting of explored sequence.
This design avoids local optima and enables fine-grained ex-
ploration of the high-dimensional sparse token space, thereby
reconstructing more semantically coherent sequences.

Our main contribution are summarized as follows:

* We propose CDO-GIA, a novel textual gradient inver-
sion attack via continuous-discrete optimization that ex-
tends the maximum effective batch size from 4 to § for
text reconstruction from gradient.

* We propose a dynamic weight decay mechanism in con-

tinuous optimization to counteract embedding homog-
enization induced by embedding regularization and en-
hance unigrams reconstruction accuracy.

We propose a TBS mechanism guided by language
model priors during discrete optimization, which facili-
tates fine-grained exploration of high-dimensional token
spaces via precise token order adjustment to reconstruct
semantically coherent sequences.

Extensive experiments validate the superiority of CDO-
GIA and indicate that simply increasing the batch size is
insufficient as a stable defense strategy. The code and
models are available at https://github.com/weber-xuu/
CDO-GIA.

2 Related Work
2.1 Privacy Attack

As FL gains widespread attention for its privacy-preserving
advantages, an increasing number of studies focus on its
security, particularly its vulnerabilities to attacks and po-
tential threats, to.ensure the system remains reliable while
safeguarding privacy [Mothukuri et al., 2021]. Early study
on privacy attacks have focused on some inference attacks,
such as membership inference attacks [Truex er al., 2019;
Wang et al., 2024] and feature inference attacks [Luo et al.,
2021]. Membership inference attacks refer to the disclosure
of data privacy information by speculating whether or not
a particular training sample is included in the training set.
[Aono et al., 2017] theoretically demonstrates that even a por-
tion of the gradient can reveal crucial information about the
training data. [Nasr et al., 2019] proposes a comprehensive
framework for privacy analysis in FL, introducing passive and
active attack methods for membership inference. [Melis et
al., 2019] demonstrates that the adversary can infer certain at-
tributes of the data set by training a property classifier. [Luo
et al., 2021] conducts a feature inference attack during the
model prediction phase of vertical FL. They developed a gen-
eral attack method that leverages multiple prediction outputs
for both neural network and random forest models. However,
the above inference attacks are primarily applicable to shal-
low networks and can only perform partial inferences on the
dataset, without being able to precisely reconstruct the train-
ing data.

2.2 Gradient Inversion Attacks

Recently, GIAs have become a significant threat to FL sys-
tems due to its ability to accurately reconstruct training data
for deep neural networks using gradient updates. [Phong et
al., 2017] provides theoretical insights for GIAs by demon-
strating the feasibility of data reconstruction for a single neu-
ron or a single-layer network. [Zhu er al., 2019] first for-
mulated GIAs as an optimization problem by minimizing the
distance between gradients from dummy inputs and true gra-
dients, enabling data reconstruction through iterative approxi-
mation. [Geiping et al., 2020] demonstrated that inputs to any
fully connected layer can be analytically recovered regardless
of the rest of the network. They introduced cosine similarity
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as the gradient distance metric and total variation as a regular-
izer, enabling high-resolution image reconstruction. [Geip-
ing et al., 2020] introduced cosine similarity as the gradient
distance metric and total variation as a regularizer, enabling
high-resolution image reconstruction. [Wei et al., 2020] pro-
poses a framework to evaluate and compare different GIAs,
and analyzed how different configurations in training can af-
fect reconstruction performance. [Yin et al., 2021] introduces
a group consistency regularization term that further improves
attack efficiency and reconstruction performance. [Li er al.,
2023] proposes a two-stage inversion method to reconstruct
speech data from gradients. Their method first reconstructs
speech features from the gradient and then reconstructs the
speech waveform based on the recovered features. More re-
cently, [Wu et al., 2025] leverages prior knowledge of diffu-
sion models to improve reconstruction performance on high-
resolution datasets and larger batch sizes.

To evaluate the threat of GIAs on language models. [Deng
et al., 2021] explores the application of GIAs to transformer-
based language models and analyzed the impact of differ-
ent model architectures and weight distributions on recon-
struction performance. [Balunovic er al., 2022] proposes
a continuous-discrete optimization method tailored for text
data, and they introduced an embedding regularization term
in continuous optimization. It achieves text reconstruction
with a batch size of 4. [Gao et al., 2025] proposes an attack
method that is entirely based on discrete optimization, which
is directly reconstructs the original data from the discrete to-
ken space, achieving the high-precision text reconstruction
with a batch size of 1. However, these works still fail to effi-
ciently search the high-dimensional token space, and the re-
construction performance is limited by the batch size, with
text reconstruction achievable only when the batch size does
not exceed 4.

3 Preliminary

3.1 Gradient Inversion Attacks

GlAs refer to a privacy breach in FL where an adversary inter-
cepts the ground-truth gradients VoL (z*, y*) shared by par-
ticipants to reconstruct the private training data (*, y*), with
y* denoting the ground-truth labels. Following the formula-
tion in [Balunovic et al., 2022] and assuming y* is known,
GIAs can be modeled as an optimization problem:

argminD (VoL(z,y"),VoLl(z", y")) (M

where the dummy input z is iteratively optimized to mini-
mize the divergence D(-). Common choices for D(-) include
the ¢1-norm, the ¢5-norm, or cosine distance to quantify the
mismatch between the dummy and ground-truth gradients.

3.2 Embedding Regularization

A critical challenge in optimizing token embeddings x via
gradient descent is the phenomenon of norm divergence. In
the absence of constraints, the 5-norms of the optimized em-
beddings tend to grow uncontrollably to minimize the gradi-
ent matching loss. This causes the embeddings to drift away

from the valid latent space of the language model’s vocabu-
lary, resulting in the reconstruction of semantically meaning-
less or illogical text [Balunovic et al., 2022].

To mitigate this, Embedding Regularization R, (-) is em-
ployed as a prior to anchor the scale of the optimized embed-
dings. It enforces the average norm of the candidate embed-
dings to align with the statistical properties of the pre-trained
embedding matrix, as defined in Equation (2):

18 1 < i
Rireg() = EZIIwi\Iz—VZHesz 2)
i=1 j=1

where n denotes the sequence length of the dummy embed-
dings * = {z1,...,z,}, and V represents the vocabulary
size of the embedding matrix Wemped = {e1,. .., ey }. This
regularization serves as a foundational component in the con-
tinuous optimization phase of our proposed CDO-GIA. How-
ever, simply applying Equation (2) with a fixed weight leads
to embedding homogenization in large-batch settings. There-
fore, CDO-GIA adapts this term via a dynamic weight decay
mechanism to balance structural constraints with reconstruc-
tion diversity.

3.3 Language Model Prior

Minimizing the gradient distance solely is often insufficient
for textual reconstruction, as the optimization landscape is
highly non-convex and under-determined. Ideally, the recon-
structed text should not only match the gradients but also ad-
here to the syntactic and semantic norms of natural language.
To enforce this, we incorporate a Language Model Prior as a
critical regularization term.

In our framework, the Language Model Prior serves to
evaluate the fluency of candidate sequences, guiding the dis-
crete optimization process away from semantically incoher-
ent local optima. Specifically, we utilize a pre-trained model
to compute the perplexity Lipm(-) of a token sequence. A
lower perplexity indicates a higher probability that the se-
quence aligns with natural linguistic distributions. For a token
sequence t = {t1,ta,...,t,}, the perplexity is defined as:

n—1

1
Lim(t) = - ZOIOgP(tiJrl | ti,t2,...,t)  (3)
where P(t;11 | ...) denotes the conditional probability of

the next token predicted by the pre-trained model. This prior
provides the necessary semantic guidance for our Tabu Beam
Search mechanism to effectively explore the discrete token
space.

4 Methodology

4.1 Overall Structure

Fig. 2 illustrates the comprehensive framework of CDO-GIA
within a standard Federated Learning paradigm. In this set-
ting, clients collaboratively train a model by uploading local
gradient updates to a central server. We assume an honest-
but-curious server (the adversary) who intercepts these shared
gradients and model parameters to reconstruct the private
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Figure 2: The framework of the proposed CDO-GIA. Left: In the FL setting, an honest-but-curious server intercepts gradients uploaded by
clients to reconstruct private text. Right: The attack process begins with initializing dummy embeddings from a normal distribution A0, 1).
It then executes an alternating optimization loop: the Continuous Phase updates embeddings via Gradient Descent (GD) with dynamic
weight decay, followed by the Discrete Phase which maps embeddings to token sequence (Embed2Seq) and refines the sequence using Tabu

Beam Search (TBS).

training text. The attack process is initialized by sampling
dummy token embeddings x from a standard normal distri-
bution N'(0,1). Subsequently, CDO-GIA executes an alter-
nating continuous-discrete optimization strategy to progres-
sively refine x:

Continuous Optimization Phase. The initialized or up-
dated embedding « is first refined via Gradient Descent (GD)
to minimize the reconstruction loss. As depicted in the green
block of Fig. 2, this phase incorporates a dynamic weight de-
cay mechanism to mitigate embedding homogenization while
matching the ground-truth gradients.

Discrete Optimization Phase. The continuous embedding
is then projected onto the discrete token space via an Em-
bed2Seq mapper to generate a token sequence t. To bridge
the modality gap, the Tabu Beam Search (TBS) mechanism is
applied simultaneously to « and ¢. This module performs dis-
crete transformations to identify the optimal pair (Zpest, tbest)
that minimizes a joint heuristic of gradient loss and text per-
plexity.

4.2 Continuous Optimization

The primary objective of the continuous optimization phase
is to recover the token embeddings & by minimizing the dis-
crepancy between the dummy gradients and the ground-truth
gradients. We employ the cosine distance as the gradient re-
construction 10ss Lgpd(+), defined as:

. <v0£(may*)7v9£(m*ay*)>
IVoL (@, y*)ll IVeL(x*, y*)ll;

While embedding regularization R (-) is essential for
preventing norm divergence (as discussed in Section 3.2), we
identify a critical limitation when applying it to large-batch
settings. In previous work [Balunovic et al., 2022], a fixed
regularization weight forces the embeddings of all samples in

Egrad(m) =1 (4)

a batch to converge toward the same average norm. We term
this phenomenon embedding homogenization. In practice,
however, natural text exhibits significant variance in sentence
length and complexity, implying that the optimal embedding
norms should vary across samples. Consequently, a rigid reg-
ularization constraint suppresses this natural variance, lead-
ing to performance degradation as the batch size increases.

To resolve this conflict, we propose a Dynamic Weight De-
cay mechanism. The core idea is to apply strong regulariza-
tion in the early stages to constrain the search space and pre-
vent divergence, while progressively relaxing this constraint
to allow for fine-grained feature recovery and length diversity.
The total reconstruction loss Lye.(-) is formulated as:

Crec(a:) - (]- - Oéreg)»cgrad(w) + aregRreg(x) (5)
where aree € [0,1] is the dynamic decay factor. It is initial-
ized at 1 and linearly decays to O throughout the optimization
iterations. Finally, the token embeddings are updated via gra-
dient descent with a learning rate \:

T & — Ay L () (6)

4.3 Discrete Optimization

Since the continuous embeddings « optimized in the previ-
ous phase do not strictly correspond to discrete tokens, we re-
quire a discretization process to map them onto the language
model’s vocabulary. This is followed by a discrete search to
refine the token order and recover local dependencies.

Embed2Seq Mapping. Following [Balunovic et al., 2022],
we employ an Embed2Seq mapper to project the continuous
embedding = {z1,...,x,} onto a discrete token sequence
t = {t1,...,t,}. For each embedding vector x;, the mapper
identifies the nearest token ¢; in the vocabulary V' by maxi-
mizing the cosine similarity:

max M @)

t; = ar
PR SV T2 les 2
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where e; denotes the j-th vector in the pre-trained embedding
matriX Wemped-

Tabu Beam Search (TBS). The discrete sequence obtained
from Embed2Seq often contains position errors or local in-
consistencies. To address this, we introduce the TBS mecha-
nism.

The process begins by initializing the best solution
(Tpest, thest) With the output of the Embed2Seq mapper. A
priority queue () is established to maintain the beam of the
top-B candidate sequences, ordered by their heuristic values
h(z, t). To prevent cyclic searching and revisiting suboptimal
states, a Tabu list 7 is maintained with a maximum capacity
L.

The search proceeds iteratively for K rounds. In each it-
eration, the algorithm retrieves all current candidates from
Q. For every candidate, four distinct discrete transformation
operators (717 to Ty) are applied independently to generate
new potential sequences. Each newly generated candidate is
then checked against the Tabu list. If it has not been visited,
we evaluate it using the heuristic function defined in Equa-
tion (8). If a new candidate surpasses the current global best
solution, ey and tpey are updated immediately. Valid can-
didates are then added to the Tabu list and pushed into the
priority queue. Finally, at the end of each iteration, the beam
size constraint is enforced by retaining only the top-B candi-
dates in Q.

Heuristic Function. The quality of each candidate is eval-
uated by balancing gradient consistency with linguistic plau-
sibility:

h(@,t) = Lgraa(x) + aemLiom(t) (8)

where Lipm is the perplexity calculated by the language
model prior, and aq 1y is a weighting factor.

Discrete Transformations. To efficiently explore the solu-
tion space and correct both lexical and phrasal ordering er-
rors, we define four transformation operators. In each search
step, these operators are applied to a candidate sequence to
generate variations:

¢ T7 (Unigram Swap): Randomly selects two distinct in-
dices in the sequence and swaps the single tokens at
these positions. This operation targets isolated word-
level ordering errors.

e T, (Bigram Swap): Randomly selects two non-
overlapping bigrams (pairs of consecutive tokens) and
swaps their positions. This operation aims to adjust the
order of local phrases or collocations.

e T3 (Unigram Shift): Randomly selects a single token
from index p; and moves it to the position immediately
following index po. This facilitates the correction of
long-range dependency errors for individual words.

e T, (Bigram Shift): Randomly selects a bigram (starting
at index p;) and moves this pair of tokens to the position
immediately following index py. This enables the relo-
cation of entire phrases within the sentence structure.

Algorithm 1 Gradient Inversion Attack via Continuous-
Discrete Optimization

1: Input:

2 n;: Number of iterations
3 n.: Number of continuous optimizations per iteration
4 ng: Number of initializations
5:  A: Learning rate
6: Output:

7:  tpest: Best token sequence

8: Initialization (Warm-Start):

Sample set X = {x®) ~ N(0,1)}7°,

10: @« <+ x*") where k* = arg miny, Erec(w(k))
11: forz = 1ton; do

12:  Phase 1: Continuous Optimization

13:  forc=1ton.do

©°

14: Compute gradient V, Lc(x) {Eq. 5}

15: T+ & — AV L ()

16:  end for

17:  Phase 2: Discrete Optimization

18: t « Embed2Seq(x) {Eq. 7}

19: (Tbest, toest) <= TBS(x, t) {Tabu Beam Search}
20:  Feedback Update

21: T 4 Tpegt

22: end for

23: return tyeg

4.4 Gradient Inversion Attack

The complete workflow of CDO-GIA is formalized in Algo-
rithm 1. To mitigate the sensitivity to initialization inherent
in non-convex optimization, we employ a warm-start strat-
egy. Specifically, we sample ng candidate embeddings from
a standard normal distribution A(0, I) and select the candi-
date with the minimal initial reconstruction loss as the starting
point x.

The core of CDO-GIA lies in the alternating continuous-
discrete optimization strategy that cycles through two phases
for n; iterations. In the continuous phase, the embedding
x is updated via gradient descent for n. steps. This pro-
cess minimizes the reconstruction loss L., leveraging our
dynamic weight decay mechanism (Section 4.2) to balance
gradient matching with embedding diversity. Subsequently,
in the discrete phase, the continuous embedding is projected
onto the discrete token space via the Embed2Seq mapper.
The Tabu Beam Search mechanism is then invoked to rig-
orously explore the local token space, identifying the optimal
embedding-sequence pair (Zpest, toest)-

More importantly, the embedding ey obtained from the
discrete search is fed back to initialize the next round of con-
tinuous optimization. This feedback loop ensures that the
gradient-based refinement proceeds from a semantically valid
anchor, effectively bridging the gap between the continuous
and discrete manifolds.

S Experiments

5.1 Experiment Setup

Datasets. We evaluate on three binary text classifica-
tion benchmarks representing varying sequence lengths:
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CoLA SST-2 RottenTomatoes

Method

R-1 R-2 R-L R-1 R-2 R-L R-1 R-2 R-L
DLG [Zhu et al., 2019] 40.14 3.06 36.67 43.46 6.10 38.96 17.98 0.12 16.47
TAG [Deng et al., 2021] 60.51 7.52 47.29 63.46 10.48 48.58 27.91 0.65 21.49
LAMP [Balunovic et al., 2022] 59.88 16.65 51.61 58.25 18.42 50.94 24.61 1.55 21.10
FET [Gao et al., 2025] 51.71 19.86 40.03 50.68 17.69 41.64 20.15 0.32 19.82
CDO-GIA (Ours) 68.04 28.69 60.14 66.21 27.13 56.89 32.58 3.12 29.91

Table 1: Experimental results (ROUGE scores) on three datasets (Batch Size = 4). Bold denotes the best results.

CoLA [Warstadt et al., 2019] (short, 5-9 words), SST-
2 [Socher et al., 2013] (moderate, 3—13 words), and Rotten
Tomatoes [Pang and Lee, 2005] (long, 14-27 words).

Baselines. We compare CDO-GIA against four state-of-
the-art gradient inversion attacks, covering three distinct op-
timization paradigms. For continuous optimization, we select
DLG [Zhu er al., 2019] and TAG [Deng et al., 2021]. For dis-
crete optimization, we include FET [Gao er al., 2025]. Addi-
tionally, we compare against LAMP [Balunovic et al., 2022],
a continuous-discrete method similar to our approach.

Metrics. To quantify reconstruction fidelity, we employ the
standard ROUGE metrics [Lin, 2004]: ROUGE-1 (R-1),
ROUGE-2 (R-2), and ROUGE-L (R-L), measuring unigram,
bigram, and longest common subsequence overlap, respec-
tively.

Model Configurations. Following the protocol
in [Balunovic et al., 2022], we employ the pre-trained
BERT-base-uncased [Devlin et al., 2019] as the feder-
ated learning target, and utilize GPT-2-small [Radford et
al., 2019] as the language model prior to compute perplexity
in CDO-GIA.

5.2 Performance Comparison

This section evaluates the performance of the proposed CDO-
GIA method against state-of-the-art baselines across multiple
datasets and batch sizes. We first compare all methods on
three text classification datasets (CoLLA, SST-2 and Rotten-
Tomatoes) with the batch size of language model set to 4.
The quantitative results are summarized in Table 1.

Quantitative Observations. As evidenced by Table 1,
CDO-GIA consistently achieves the highest scores across all
metrics and datasets, establishing a new state-of-the-art per-
formance for gradient inversion attacks. Specifically, LAMP
and CDO-GIA (continuous-discrete method) significantly
outperform DLG and TAG (purely continuous method). This
substantial margin confirms that discrete optimization is es-
sential for bridging the gap between raw gradients and co-
herent text. Notably, CDO-GIA still exhibits superior lex-
ical and structural fidelity compared to LAMP. The domi-
nance in ROUGE-1 demonstrates that our dynamic weight
decay effectively prioritizes the recovery of individual tokens.
Moreover, the substantial gains in ROUGE-2 and ROUGE-L
suggest that the proposed TBS mechanism successfully cap-
tures local bigrams and long-range dependencies, yielding re-
constructed sequences with significantly higher structural in-
tegrity.

Scalability to Large Batch Sizes. To verify the robust-
ness of CDO-GIA, we evaluate its performance under vary-
ing batch sizes on the CoLA dataset (Table 2). All meth-
ods experience performance degradation as the batch size in-
creases—due to the increased complexity of the gradient ag-
gregation, while CDO-GIA exhibits remarkable resilience.
Notably, the performance margin between CDO-GIA and
the strongest baseline (LAMP) widens significantly in larger
batch settings. At a batch size of 8§, CDO-GIA outper-
forms LAMP by 25.01% in Rouge-1, 155.64% in Rouge-2
and 22.72% in Rouge-L. This demonstrates that CDO-GIA
is uniquely capable of mitigating the “gradient dilution” ef-
fect inherent in large-batch training. While FET [Gao er al.,
2025] achieves near-perfect reconstruction at batch size of 1,
its performance collapses at batch size exceed 1, suggesting
that purely discrete search methods struggle with the expo-
nentially expanded search space of multi-sample gradients. In
contrast, CDO-GIA’s continuous-discrete optimization strat-
egy ensures both high fidelity and optimization stability.

Reconstruction Stability across Samples. Fig. 3 presents
the cumulative reconstruction performance across 100 sam-
ples with a batch size of 4, where each point reflects the run-
ning average up to that sample. Notably, CDO-GIA consis-
tently achieves the highest scores across all three ROUGE
metrics throughout the evaluation, significantly outperform-
ing all baselines by substantial margins. While all methods
show initial fluctuations, CDO-GIA demonstrates progres-
sively more stable performance in later samples, particularly
for ROUGE-2 and ROUGE-L metrics. This sustained supe-
riority and stability confirm CDO-GIA’s robustness in recon-
structing diverse text samples.

5.3 Ablation Study

To validate the contribution of each individual component in
CDO-GIA, we conduct an ablation study on the CoLA dataset
(Batch Size = 4). The results are summarized in Table 3.

Impact of Dynamic Weight Decay. We first evaluate the
efficacy of our proposed dynamic mechanism by replacing it
with a static embedding regularization (denoted as w/o Dy-
namic). As shown in Table 3, this leads to a sharp per-
formance decline, particularly in ROUGE-1 (dropping from
68.04 to 57.86). This degradation confirms that static regu-
larization induces embedding homogenization in large-batch
settings, severely hampering unigram recovery, whereas our
dynamic decay effectively preserves lexical diversity.

Impact of Tabu Beam Search. To assess the necessity of
discrete optimization, we remove the TBS phase entirely (w/o
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batch size=1

batch size=2

batch size=4 batch size=8

Method
R-1 R-2 R-L R-1 R-2 R-L R-1 R-2 R-L R-1 R-2 R-L
DLG [Zhu et al., 2019] 63.55 7.41 4820 51.92 6.37 4331 40.14 3.06 36.67 28.06 0.11 27.81
TAG [Deng et al., 2021] 78.22 9.89 5485 71.00 9.19 5199 6051 7.52 4729 46.01 295 3938
LAMP [Balunovic et al., 2022]  90.41 5392 7858 74.09 29.52 6234 59.88 16.65 51.61 43.50 6.38  40.09
FET [Gao et al., 2025] 9753 7422 8694 67.60 5282 6546 51.71 19.86 40.03 36.71 8.80 30.46
CDO-GIA (Ours) 9437 6557 8436 83.66 45.01 73.30 69.79 2898 61.00 5438 16.31 49.20
Table 2: Experimental results (ROUGE scores) on the CoLA dataset under various batch sizes. Bold denotes the best results.
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Figure 3: Reconstruction performance across 100 test samples (Batch Size = 4).

Method R-1 R-2 R-L
w/o Dynamic 57.86 16.38 51.10
w/o TBS 67.88 23.01 57.49
w/o LM Prior 67.68 20.74 57.68
CDO-GIA (Full) 68.04 28.69 60.14

Table 3: Ablation study of different components on the CoLA
dataset (Batch Size = 4).

Method R-1 R-2 R-L
LAMP [Balunovic et al., 2022] 59.88 16.65 51.61
LAMP + Dynamic 67.46 25.35 57.80
LAMP + TBS 61.24 20.47 54.06

Table 4: Ablation study of integrating proposed modules into the
LAMP baseline on CoLLA dataset (Batch Size = 4).

TBS), generating text directly via Embed2Seq mapping. The
significant gap in ROUGE-2 and ROUGE-L compared to the
full method highlights that while continuous optimization can
recover individual tokens, it struggles with ordering. TBS
is thus indispensable for refining token order and ensuring
structural coherence.

Impact of Language Model Prior. Finally, removing the
language model guidance (setting aym = 0, denoted as w/o
LM Prior) results in a noticeable drop in ROUGE-L. This in-
dicates that without perplexity guidance, the reconstruction
may satisfy gradient constraints but fail to adhere to natural
language grammar. The LM prior serves as a crucial regular-
izer to enforce linguistic plausibility.

Component Generalizability. To further substantiate the
versatility of our proposed modules, we integrate the dy-
namic weight decay and TBS mechanisms individually into

LAMP. As detailed in Table 4, equipping LAMP with Dy-
namic Weight Decay yields a remarkable performance boost,
achieving relative improvements of 12.66% in ROUGE-1 and
a striking 52.25% in ROUGE-2. This substantial gain vali-
dates that mitigating embedding homogenization is a univer-
sal prerequisite for high-fidelity reconstruction, irrespective
of the underlying framework. Similarly, the integration of
TBS leads to consistent structural refinements, resulting in a
22.94% relative increase in ROUGE-2. These results demon-
strate that our components are not merely tailored for CDO-
GIA but serve as effective, plug-and-play modules that can
significantly enhance existing GIAs.

6 Conclusion

In this paper, we propose CDO-GIA, a continuous-discrete
GIAs method that extends the effective attack batch size from
4 to 8. Specifically, we introduce a dynamic weight de-
cay mechanism to mitigate embedding homogenization and a
prior-guided Tabu Beam Search to enable precise discrete ex-
ploration. Extensive experiments demonstrate that CDO-GIA
significantly outperforms state-of-the-art baselines in recon-
structing semantically coherent text. Crucially, our findings
refute the common assumption that increasing batch size is
a sufficient defense, underscoring the urgent need for more
rigorous privacy-preserving strategies in federated learning.

Limitation Discussion. While CDO-GIA demonstrates ro-
bust reconstruction capabilities, handling extremely long doc-
uments remains a common challenge for optimization-based
attacks. This is primarily attributed to the exponential expan-
sion of the permutation search space in discrete optimization.
Future work could address this by leveraging stronger gener-
ative priors to guide the reconstruction of long-range depen-
dencies.
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