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Abstract

Machine learning (ML)-based malware detectors
are widely deployed but remain vulnerable to ad-
versarial attacks. However, under hard-label black-
box access, existing adversarial attacks on Win-
dows Portable Executable (PE) malware are of-
ten query-inefficient and incur large file-size in-
flation. A common paradigm is to predefine a
set of semantics-preserving atomic perturbations
and search for evasive combinations under only bi-
nary feedback. Among these atomic perturbations,
(i) those with highly combinatorial search spaces
are difficult to explore effectively under hard-label
feedback, leaving their potential untapped, and (ii)
those relying on transplanting benign fragments
are often laden with evasion-irrelevant bytes and
exhibit highly variable adversarial utility. —We
propose Gradient-seeded Reinforcement Learning
And Stealthy Pruning (GRASP), a three-stage
framework that tackles these challenges. First, we
decouple perturbations with highly combinatorial
search spaces from the query-based search and in-
stead apply a gradient-seeded warm-up that uses
Gumbel-Softmax relaxation to" enable gradient-
based updates over the discrete space. This yields
a strong warm start that improves evasion and re-
duces queries in later stages. Second, Reinforce-
ment Learning (RL)-based refinement is acceler-
ated by a perturbation library that filters, caches,
and reuses compact high-utility patterns, reduc-
ing wasted queries on low-utility benign fragments.
Third, a perturbation minimization stage removes
redundant bytes while preserving evasion, reduc-
ing size inflation and feeding compact patterns back
to the library. Experiments show that GRASP out-
performs baselines, achieving higher attack success
with fewer queries and smaller file-size inflation.
We additionally demonstrate its practical effective-
ness against commercial Antivirus engines.

*Corresponding author. J. Ning is also with the Zhejiang Key
Laboratory of Digital Fashion and Data Governance, Zhejiang Sci-
Tech University and with the Faculty of Data Science, City Univer-
sity of Macau, Macau.

1 Introduction

The rapid evolution of malware variants poses a persis-
tent security threat. Among these, Windows Portable Exe-
cutable (PE) binaries remain one of the most prevalent vec-
tors [Aonzo et al., 2023]. In practice, however, the rapid
mutation of PE variants has rendered traditional signature-
based detection increasingly inadequate [Cheng et al., 2021].
To address this challenge, ML-based malware detectors have
been widely adopted in both industry and academia [Gibert ef
al., 2020].-By learning discriminative patterns from massive
datasets-and complex feature spaces, these detectors demon-
strate strong generalization capability against previously un-
seen threats.

However, ML-based malware detectors are known to be
vulnerable to adversarial examples [Goodfellow et al., 2015;
Szegedy et al., 2014; Eykholt et al., 2018; Huang et al.,
2025]. This concept was first extensively studied in computer
vision, where imperceptible input perturbations can induce
misclassification; in the malware domain, adversarial per-
turbations typically take the form of discrete, functionality-
preserving transformations on the PE structure. Depending
on the attacker’s knowledge, existing methods are commonly
categorized into white-box and black-box settings: white-
box attacks assume access to the model architecture and pa-
rameters, leveraging gradient information to guide perturba-
tion generation [Kreuk et al., 2018; Demetrio et al., 2019;
Kolosnjaji et al., 2018], whereas black-box attacks rely only
on query access to the deployed detector. Since commercial
antivirus engines are typically deployed as closed, proprietary
services, the black-box setting is generally more realistic in
practice. Within black-box attacks, some studies assume real-
valued confidence scores (score-based feedback) [He et al.,
2023]; however, most real-world services expose only a bi-
nary verdict, yielding a hard-label oracle. Motivated by this
practical deployment setting, we focus on hard-label black-
box attacks. Under this setting, prior work has explored a va-
riety of search and optimization strategies—such as genetic
algorithms and reinforcement-learning-based frameworks—
to discover evasive perturbations without breaking malicious
functionality [Demetrio et al., 2021; Song et al., 2022;
He et al., 2024; Li et al., 2025; Tian ef al., 2024].

Despite recent progress, existing hard-label black-box at-
tacks remain challenging in practice. Specifically, current
black-box attacks typically predefine a heterogeneous set
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of atomic perturbations and perform decision-based search.
This paradigm faces two critical challenges: First, among
predefined perturbations, a subset of fixed-region discrete
perturbations (e.g., PE header metadata modifications) in-
duces a vast combinatorial search space that is difficult to
explore under hard-label feedback. Consequently, existing
methods often fail to exploit such perturbations effectively
and still waste queries on unproductive random exploration,
reducing attack efficiency and leaving their evasion poten-
tial largely untapped. Second, among predefined perturba-
tions, another widely used class constructs perturbations by
transplanting benign byte fragments (e.g., injecting benign
fragments into newly added sections). However, these frag-
ments frequently contain substantial evasion-irrelevant bytes
and exhibit highly variable adversarial utility, resulting in an
increased number of queries needed to reach evasion, while
also inflating the resulting file size, undermining real-world
deployability (e.g., delivery or upload size limits).

To address the above challenges, we propose Gradient-
seeded Reinforcement Learning And Stealthy Pruning
(GRASP), a three-stage framework for hard-label black-box
PE malware evasion designed to improve query efficiency and
mitigate file-size inflation. GRASP first decouples highly
combinatorial fixed-region discrete perturbations from the
RL action space and conducts a gradient-seeded, query-free
warm-up that applies a Gumbel-Softmax relaxation to enable
differentiable optimization over this discrete search space.
This yields a strong initialization that pushes candidates to-
ward the target detector’s decision boundary, increasing the
evasion rate and reducing hard-label queries per successful
evasion in later stages. It then refines candidates via rein-
forcement learning (RL) to drive them across the target detec-
tor’s decision boundary. This process is assisted by a pertur-
bation library that ingests minimized perturbations and reuses
previously verified high-utility perturbation patterns to fur-
ther enhance query efficiency. Finally, GRASP applies per-
turbation minimization to prune redundant bytes while pre-
serving evasiveness, improving deployability and stealthiness
in practical settings.

Our contributions are summarized as follows:

* We propose a query-free gradient-seeded warm-up
to unlock the potential of highly combinatorial discrete
perturbations. By employing Gumbel-Softmax relax-
ation, we enable gradient-based optimization over dis-
crete spaces, yielding a strong initialization that im-
proves evasion success and reduces hard-label queries
per success, while incurring no query cost and no size
overhead during warm-up.

* We propose perturbation minimization to prune re-
dundant bytes while preserving evasiveness, reducing
file-size inflation and improving practical stealth; the
resulting compact, evasion-relevant byte patterns are
stored in a perturbation library for reuse, improving
the query efficiency of RL-based refinement under hard-
label feedback.

* We conduct comprehensive experiments showing that
GRASP consistently outperforms strong baselines,
achieving higher evasion success with fewer queries

and lower perturbation rate. We additionally evaluate
GRASP on VirusTotal, demonstrating its practical effec-
tiveness against multiple commercial detection engines.

Our source code and datasets are publicly available.'

2 Related Work

From the perspective of deployment scenarios, existing meth-
ods can be broadly categorized into two classes: white-box
and black-box methods.

White-box methods. Early adversarial malware attacks re-
lied on gradient-based optimization with white-box access.
[Kolosnjaji et al., 2018; Kreuk et al., 2018] append bytes to
PE files and optimize them via gradient updates in the embed-
ding space, followed by a projection/quantization step back
to valid bytes. [Demetrio et al., 2019] further uses Integrated
Gradients to localize sensitive header regions and perturbs
only a small set of DOS-header bytes. However, real-world
AV engines are usually accessible only via queries, providing
neither model internals nor scores and often only a hard label;
hence the shift toward hard-label black-box evasion.

Black-box methods. - Under the hard-label black-box set-
ting, early works such as [Demetrio et al., 2021] formulated
evasion as a constrained optimization problem and used ge-
netic algorithms to inject benign content into file padding
or new.sections. By modeling malware mutation as a se-
ries of functionality-preserving atomic perturbations, subse-
quent research adopted RL to optimize action sequences:
[Song et al., 2022] adopts a multi-armed bandit to trade
off ‘exploration and exploitation, while [He er al., 2024;
Tian et al., 2024] further enlarge the action space with more
diverse functionality-preserving perturbations. To improve
deployability, recent work has begun to explicitly reduce the
file-size growth induced by adversarial perturbations. [Li et
al., 2025] employed a roulette-wheel selection strategy to it-
eratively choose injection locations and benign content until
evasion was achieved, which can introduce substantial redun-
dant bytes. It then prunes redundancy with query-intensive
Particle Swarm Optimization (PSO) and binary search.

3 Threat Model

Adversary Goals. Given a malicious PE file x, the adver-
sary aims to craft a perturbation § to generate an adversarial
example z,4,—denoted in this work as adversarial malware.
This adversarial malware is considered successful only if it:
(1) misleads the detector f into classifying the malware as
benign; (2) preserves the original malicious behavior. Addi-
tionally, the adversary seeks to minimize the introduced per-
turbation to improve practical deployability. Formally, the
adversary’s goals can be formulated as:

size(Tqdy) — size(x)
5 size(z)
f(wadv) 7é f(iC) (1)
s.t. Fzedw) = F(z)
<@

'https://github.com/liuyutong619/GRASP
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Figure 2: Optimization trajectory of GRASP in decision space.

where f : X — {0, 1} is the target malware detector with
hard-label feedback, and f(x) = 1 (resp. 0) indicates mal-
ware (resp. benign), F(-) represents the functionality veri-
fication function. ¢ denotes the current number of queries,
constrained by the maximum budget (). The objective func-
tion minimizes the relative file size increase. Our perturba-
tion design follows the problem-space constraints identified
by Pierazzi et al. [Pierazzi er al., 2020]: all actions pre-
serve semantics (verified via sandbox, Sec. 5.5), use only
available PE transformations (Table 1), survive diverse pre-
processing pipelines (validated on 70+ VirusTotal engines,
Sec. 5.4), and maintain plausibility by minimizing file-size
inflation (Sec. 4.4).

Adversary Knowledge. We consider a realistic black-box
setting. The adversary has no access to the target model’s pa-
rameters, gradients, or training data. The adversary can only
query the target detector with a sample and receive a hard-
label prediction (malicious or benign) within a query bud-
get (). However, the adversary is permitted to utilize public
datasets and resources to train local surrogate models.

4 Methodology

4.1 Framework Overview

To generate high-stealth adversarial malware -efficiently,
we propose Gradient-seeded Reinforcement Learning And
Stealthy Pruning (GRASP). As illustrated in Fig. 1, GRASP
comprises three cascaded modules, which correspond to the

BC: Brk-ChkSum Zeroes out CheckSum in Opt Header.

Table 1: Perturbation actions used in our framework.

distinct phases of the optimization trajectory in the deci-
sion space shown in Fig. 2: (A) Gradient-based Warm-
up: To overcome the non-differentiable nature of discrete
features, this module utilizes Gumbel-Softmax relaxation to
leverage gradient information, pushing the malware to the
vicinity of the decision boundary. (B) RL-based Refine-
ment: This module employs reinforcement learning to fine-
tune the warm-started malware, utilizing a dynamically main-
tained Perturbation Library to guide the sample to success-
fully cross the decision boundary. (C) Perturbation Min-
imization: A sliding-window strategy is applied to elimi-
nate redundant added bytes, thereby generating final adver-
sarial malware with both high evasiveness and low perturba-
tion rates.

4.2 Gradient-Based Warm-Up

The Gradient-based Warm-up phase specifically targets
“Gradient-Based Actions” in Table 1, i.e., high-dimensional
discrete perturbations confined to predefined PE locations,
including header-field edits (TM/VM) and N-byte injec-
tion into fixed regions (SA/DA). Prior black-box RL studies
([Song et al., 20221, [Tian et al., 20241, [He et al., 2024]) of-
ten treat such perturbations as discrete atomic actions, which
yield a very large combinatorial search space: header fields
span wide integer domains, while byte injections induce a
256" combinatorial space. As a result, only a small fraction
of actions produces effective adversarial perturbations. Un-
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der a limited query budget and hard-label feedback, the agent
observes mainly zero/low-reward signals, making policy col-
lapsing to near-random exploration.

To mitigate this, leveraging gradient information from sur-
rogate models to guide the search direction is a promising
solution. Nevertheless, a key barrier exists: the features in Ta-
ble 1 are intrinsically discrete. This non-differentiability ob-
structs the gradient flow in the computational graph, prevent-
ing the adversarial loss from being backpropagated through
the embedding layer to the input, standard gradient-based at-
tacks (e.g., FGSM [Goodfellow er al., 2015]) are not directly
applicable without a differentiable relaxation.

As illustrated in Fig. 3, we introduce the Gumbel-Softmax
technique [Jang et al., 2017] to construct a differentiable op-
timization path. Formally, let F' € Z! denote the model input
feature vector and Z the set of perturbable indices. For each
i € T, we maintain a learnable proxy distribution §; € RY
over V candidate values for feature Fj, initialized to approx-
imate the one-hot encoding of the original value. We then
apply the Gumbel-Softmax reparameterization to 6; to pro-
duce a differentiable weight vector w;, compute the expected
embedding e; = w,' D; via a pre-stored dictionary, and back-
propagate the adversarial loss to update 6;; final perturbed
values are sampled from the converged 6;. Specifically, w; j
is computed as:

~exp((Oik +9ik)/T)
Wik = 1% 5
> =1 exp((6s + 9i5)/7)

where k € {1,---,V} indexes the V' candidate discrete val-
ues for feature F;, 7 denotes the temperature parameter, and
gi.x ~ Gumbel(0, 1) represents Gumbel noise. To feed w;
into the surrogate model, we construct a set of dictionaries
D = {D;}ier, where D; € RV*H pre-stores the embed-
ding vectors corresponding to all V' candidate discrete values
at position ¢ (H denotes the embedding dimension); for posi-
tions not in Z, embeddings are fixed to the original values.

To handle the heterogeneous action types, we instantiate
two parallel warm-up strategies:

@)

Bytes-level Warm-up. Targeting SA and DA which in-
volve raw byte manipulations, we employ MalConv and
AvastNet [Raff et al., 2018; Krcdl et al., 2018] as the surro-
gate model. The input F.-€ Z% is the PE file byte stream, so
V' = 256 (corresponding to byte values 0-255). We set D; =
Dghared to be the byte embedding matrix (with H = 8) from
the surrogate, which is shared across all byte positions; thus
for each perturbable byte positioni € 7, e; = wq;T -Dshared 1S
the expected embedding vector under the relaxed distribution
Wsj.

Feature-level Warm-up. Targeting VM and TM which in-
volve numerical modifications, we construct an EMBER-
feature ([Anderson and Roth, 2018]) based DNN as the sur-
rogate model. Since these fields span wide integer ranges,
we discretize each target feature F; by uniformly selecting V'
values from [min;, max;] to form D;. In this case, H = 1
and D; € RV*! contains the candidate scalar values. Con-
sequently, the e; = w,” D; is the weighted expectation of F7,
serving directly as the scalar input to the DNN.

4.3 RL-Based Refinement

Although the gradient-based warm-up can efficiently opti-
mize a differentiable surrogate objective using a local sur-
rogate model, the resulting updates are inevitably affected
by the surrogate—target mismatch in our hard-label black-box
setting [Liu et al., 2017]. Consequently, warm-started sam-
ples are often moved into the vicinity of the target decision
boundary but may still fail to cross it. To address this gap, we
introduce an RL-based refinement stage that operates directly
on the target’s feedback and further improves evasion for the
remaining samples.

We adopt the Multi-Armed Bandit (MAB) framework pro-
posed by [Song er al., 2022] as our optimization engine.
MAB treats the process as a stateless arm-selection problem,
and is query-efficient under hard-label feedback. Specifically,
we model the search space as a set of arms, where each arm
represents an action-content tuple (a, c). Here, a belongs to
the candidate action set A (defined as “RL-Based Actions” in
Table 1), and ¢ denotes the specific content associated with
that action. The agent operates with two types of arms to
balance exploration and exploitation:

* Generic arms (Exploration): For a chosen action a, the
content c is sampled on-the-fly enabling the agent to ex-
plore new perturbation patterns.

» Specific arms (Exploitation): The agent selects a regis-
tered action-content tuple (a, ¢), where the content c is
a fixed and verified entry stored in our Perturbation Li-
brary L for reuse.

MAB tracks each arm with a Beta distribution Beta(c, 3),
where a and (3 represent the accumulated counts of success-
ful evasions and failures, respectively. These statistical pa-
rameters («, ) not only guide the current refinement search
through Thompson sampling (i.e., sampling a score from each
Beta(a, 8) posterior and selecting the arm with the highest
score), but also simultaneously serve as the key metric for
maintaining the Perturbation Library.

Perturbation Library

The efficacy of byte-injection actions (e.g., OA and SA)
largely depends on the utility of the injected byte content. In-
jecting benign-derived bytes with low utility can dilute the ad-
versarial effect and unnecessarily inflate the file size. Existing
methods often extract byte sequences directly from benign
executables; however, this raw byte content typically contains
substantial redundancy that does not contribute to evasion, as
reflected by the considerable size reduction achieved by our
Perturbation Minimization module (Sec. 4.4). Consequently,
the minimized perturbation yields higher-utility, more com-
pact byte content by retaining only the evasion-critical byte
segments. Motivated by this, we construct the Perturbation
Library to cache and reuse such high-utility content across
samples, thereby improving the query efficiency of the re-
finement stage.

In the RL refinement stage, the library supplies verified,
high-utility content for the RL agent, enabling content reuse
across samples and improving query efficiency.

However, the library cannot grow indefinitely: adding
more content entries expands the arm space and reduces
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Figure 3: Illustration of the Gradient-based Warm-up Mechanism via Gumbel-Softmax Relaxation.

query efficiency under a fixed budget. We thus impose a ca-
pacity limit M and adopt a dynamic maintenance strategy.

We leverage the Beta posterior parameters maintained by
the RL agent to assess the quality of stored content. At ini-
tialization, we seed the perturbation library with 50 content
entries extracted from benign executables. For registered en-
tries, we aggregate statistics across all actions paired with the
same content by summing their counts (i.e., @ = Y g
and S, = ) Ba, over all registered (a,c)), and compute a
utility score s. = a./fB.. When the library reaches its ca-
pacity (M=150) and a new content cpey, atrives, we prefer-
entially evict an entry that has not yet been registered as any
MAB arm (i.e., one of the initial benign-derived contents that
has never been selected for perturbation), thereby replacing
unverified seeds with proven adversarial content; otherwise,
we evict the registered entry with the lowest utility score, i.e.,
Cremove = Arg Milcer Se.

4.4 Perturbation Minimization

RL-based refinement may rely on repeatedly appending bytes
to the file end (overlay) to achieve evasion, which can cause
substantial file-size inflation and undermine practicality (e.g.,
causing transmission overheads and compromising stealthi-
ness). Given an already successful adversarial malware, our
goal is to prune redundant overlay bytes while preserving eva-
sion under a local query budget.

In practice, the overlay appended by RL may contain re-
dundancy that is not concentrated in a single contiguous
block, but scattered across multiple disjoint segments. Un-
like prior minimization methods that typically prune bytes
within a fixed contiguous region, such as the PSO-based Min-
iMal [Li et al., 2025] and the GA-based GAMMA [Demetrio
et al., 2021], our coarse-to-fine sliding-window deletion can
remove multiple disjoint redundant segments.

Starting from a coarse window size, we slide the window
from left to right and tentatively delete the bytes inside the
window, if the resulting candidate still satisfies evasion, we
accept the deletion, otherwise we keep the bytes. We then
progressively decrease the window size to refine the solution
from coarse to fine, and terminate early when the budget is ex-
hausted or the window becomes too small for cost-effective

gains. Finally, we insert the minimized overlay into the per-
turbation library to improve reusability across samples.

S Experiments

5.1 Experimental Setup

Detectors. To ensure a fair comparison with state-of-the-art
(SOTA) black-box attacks, we evaluate GRASP against two
representative. ML-based malware detectors that are widely
adopted as standard benchmark targets in recent evasion stud-
ies [Song et al., 2022; He et al., 2024]. Additionally, we eval-
uate GRASP on VirusTotal in a real-world setting (Sec. 5.4).

« EMBER. A feature-based PE malware classifier built
on the EMBER feature set and trained with Light-
GBM [Anderson and Roth, 2018].

* MalConv. A byte-based PE malware classifier that takes
raw executable bytes as input and adopts a convolutional
architecture [Raff er al., 2018].

We use the pretrained models from MLSEC 2019 [Endgame,
Inc., 2019] and query both detectors under hard-label access.
Datasets. We use different datasets for training local surro-
gate models and for evaluating attacks on the target detectors.
To support the gradient-based warm-up stage, we train a lo-
cal surrogate 3-layer DNN model on the Ember feature space
using Sorel20M [Harang and Rudd, 2020]. Since Sorel20M
only provides pre-extracted EMBER features rather than raw
PE binaries, for byte-based surrogate models that require raw
executable bytes, we train them on the Dike dataset [Tosif,
2021]. Note that these surrogate training datasets differ from
the data used to train the target detectors [Endgame, Inc.,
2019], which better reflects a realistic black-box setting. For
evaluation, we adopt VirusShare as the malware corpus and
use its most recent package, VirusShare-499, collected in
Aug. 2025. We filter the package by retaining only binaries
that are classified as malicious by both target detectors to en-
sure that every sample is initially detected as malware. This
results in 3921 test samples. We use a fixed random subset
of 1024 samples for Secs. 5.2 and 5.3, and 99 samples for
Sec. 5.4 due to query-cost constraints.
Evaluation Metrics. We adopt three metrics to evalu-
ate GRASP: Attack Success Rate (ASR), Average Queries
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EMBER MalConv
Method ASR(%)T Quseal P(%)] ASR(%)T Qusead P(%)|
MAB 82.32 87.51 9353 85.16 60.67 78.46
GAMMA-section 39.94 234.18 1582.17 77.54 234.21 1124.39

GAMMA-overlay 19.82 234.30 75146 87.50 234.34 971.13
MalwareTotal 21.58 203.02 12.79 - - -

MiniMal 74.12 198.24 65.78 92.28 234.57 12.13
GRASP 93.65 5943 3544 95.02 4741 8.39

Table 2: Comparison of different attacks’ performance against ML-
based malware detectors.

(Quseq), Perturbation Rate (P). ASR is defined as the percent-
age of malware samples that successfully evade the target de-
tector. Average Queries (Qyseq) denotes the mean number of
queries consumed across all samples, capturing the overall
query cost. Perturbation Rate (P) measures the relative file-
size increase, which is averaged exclusively across the suc-
cessful adversarial examples.

Baselines. To assess the performance of GRASP, we
benchmark it against five SOTA methods: GAMMA-
section [Demetrio er al., 2021], GAMMA-overlay [Demetrio
et al., 2021], MAB [Song et al., 2022], MalwareTotal [He et
al., 2024], and MiniMal [Li et al., 2025]. These baselines en-
compass a broad spectrum of optimization strategies, ranging
from reinforcement learning to heuristic algorithms, repre-
senting the current SOTA in adversarial malware generation.
Implementation Detail. We implement GRASP in Python,
leveraging the pefile and LIEF libraries for PE file parsing and
manipulation. All experiments were conducted on an Ubuntu
20.04.5 LTS server with an Intel Xeon Platinum 8470Q CPU,
an NVIDIA RTX 5090 GPU (32GB), and 90 GB RAM.

5.2 Comparison Between Different Methods

We compare GRASP with five representative baselines cover-
ing both RL-based and heuristic-based attacks on ML-based
detectors. For all baselines, we use their official open-source
implementations. For MalwareTotal, we directly use the re-
leased pre-trained RL agent for evaluation (available for EM-
BER only). For a fair comparison, we set the maximum query
budget to 250 per sample for all methods, and all methods are
restricted to use the same benign section contents extracted
from benign PE files. For GRASP, we cap perturbation mini-
mization to at most 30 queries.

Table 2 summarizes the overall experimental results.
GRASP achieves the best ASR on both ML-based malware
detectors while reducing the number of queries and file-size
inflation, highlighting its favorable ASR—query—size trade-
off. RL-based baselines such as MAB and MalwareTo-
tal are not well aligned with fixed-region, high-dimensional
discrete perturbations; under hard-label feedback, explor-
ing these combinatorial actions is query-inefficient, wasting
queries and degrading the ASR—query trade-off. In contrast,
while GAMMA and MiniMal aim to reduce perturbation rate,
they fundamentally rely on transplanting raw benign byte
fragments. These fragments are often laden with evasion-
irrelevant redundancy, resulting in highly variable adversar-
ial utility that limits their overall ASR. Furthermore, mitigat-
ing this inherent redundancy necessitates additional queries to
reduce file-size inflation (P); GAMMA consumes excessive

EMBER MalConv
Method ASR(%)1 Qusead P(%)) ASR(%)T Quseal P(%))
GRASP 93.65 5943 3544 95.02 4741 8.39
w/o Warm-up 89.36 68.00 47.00 93.26 59.86 14.61
w/o library 8691 7693 37.63 87.01 65.37 1548
w/o Minimization 88.09 48.46 107.71 88.57 43.41 73.86

Table 3: Ablation study of GRASP components. “w/o” denotes
“without”. The best results are highlighted in bold.

queries yet fails to effectively reduce P, while MiniMal re-
quires query-intensive optimization to prune the excess bytes.

GRASP overcomes these limitations by decoupling fixed-
region perturbations into a gradient-based warm-up, reusing
verified high-utility patterns via the perturbation library, and
pruning redundant bytes through sliding-window minimiza-
tion, thereby achieving a superior balance among ASR, query
cost, and file size.

5.3 Ablation Study

We conduct an ablation study by removing each core com-
ponent of GRASP in turn, with results reported in Table 3.
Removing gradient-based warm-up decreases ASR while in-
creasing both QQysq and the perturbation rate P, indicating
that warm-up provides a stronger starting point for the subse-
quent refinement, thereby reducing the cost of achieving eva-
sion. Removing the perturbation library markedly degrades
ASR, Quseq and P, indicating that reusing verified, high-
utility perturbation patterns improves the hit rate of the re-
finement stage. Finally, removing perturbation minimization
causes P to surge while (Jyseq decreases, showing that min-
imization trades a modest additional query budget for sub-
stantial compression of the injected bytes. Moreover, mini-
mization also strengthens the library by supplying compact,
reusable high-utility patterns; without it, library becomes less
effective and the overall trade-off degrades.

Beyond the quantitative results reported above, we provide
a fine-grained analysis of the gradient-seeded warm-up and
the perturbation library in the following sections.

Effect of the Gradient-Based Warm-Up. To validate the
effect of the Gradient-Based Warm-up stage, we visualize the
distribution of malicious scores before and after the Warm-
up stage in Fig. 4, the warm-up stage consistently shifts the
malicious-score distributions toward the decision threshold,
with some samples already crossing it. This suggests that
Gradient-Based Warm-up can move binaries close to the de-
cision boundary prior to querying the target model, which fa-
cilitates the subsequent refinement stage in driving samples
across the boundary.

Effect of the Perturbation Library. To validate the effect
of the Perturbation Library, we plot the distributions of utility
scores («/ ) for arms derived from (i) raw benign content and
(i) minimized content in Fig. 5, where the latter corresponds
to the library-specific arms. A larger utility score indicates
that the corresponding arm is more effective. As shown in
Fig. 5, arms built from minimized content exhibit a distribu-
tion that is more concentrated and consistently shifted toward
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Figure 4: Impact of the Gradient-based Warm-up on malicious
scores for (a) MalConv and (b) EMBER. The red dashed line de-
notes the decision threshold.
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Figure 5: Utility score («/3) distributions of perturbation arms de-
rived from benign content vs. minimized content o’ for (a) MalConv
and (b) EMBER.

higher utility, whereas arms derived from benign content are
more dispersed and skewed toward lower scores. This pat-
tern suggests that the Perturbation Library provides higher-
quality and more reliable perturbation contents: minimized-
content arms tend to deliver stable utility across samples,
while benign-content arms are generally weaker and only oc-
casionally yield strong arms with high variance.

5.4 Performance on Real-World AVs

To validate the practical effectiveness of GRASP, we evalu-
ate it against VirusTotal (VT) [VirusTotal, 2026], an online
multi-engine scanning service that aggregates verdicts from
70+ antivirus products. 'We curate a test set of 99 malware
samples from VirusShare-499, where each sample is initially
flagged as malicious by more than 50 VT engines. Since VT
returns a malicious score (i.e., the detection count) rather than
a binary label, we adapt the RL-based refinement to this set-
ting: after each action, we query VT and assign a positive re-
ward if the detection count decreases. We allocate 15 queries
per sample for RL refinement and an additional 5 queries for
perturbation minimization.

Fig. 6 reports the VT malicious score distribution across
stages. Importantly, the Gradient-based Warm-up stage uses
no VT feedback. It reduces the mean VT score from 64.8
to 56.8, indicating strong transferability of gradient-guided
perturbations to unseen commercial engines. With 15 VT
queries for RL refinement, the mean score further decreases
to 39.7, and 23 out of 99 samples achieve zero detection on

7/ Initial mean: 64.8

After perturb mean: 56.8

After 15 queries mean: 39.7

|| Evasion count (score=0): 23/99

VirusTotal Detection Score

S —— SN R

~=- Evasion (score=0)

Initial After Warm-upAfter 15 Queries
Figure 6: VT malicious Score Distribution at Different Stages.

VT at the time of querying. We additionally analyze the
zero-detection cases and observe that they are frequently as-
sociated with OA and SA actions that reuse high-utility byte
content retrieved from the Perturbation Library, suggest-
ing that cached perturbation content can be beneficial in the
real-world setting. Finally, with 5 additional VT queries, per-
turbation minimization reduces the mean perturbation rate
from 67.03% to 19.00% while preserving the achieved VT-
evasion status, yielding stealthier adversarial binaries under
strict query budgets.

5.5 Functionality Preservation

We assess whether perturbations preserve malicious function-
ality using the Threatbook Cloud Sandbox.> We randomly
sample 50 malware files and generate perturbed variants at
different stages of our framework: (1) after the Gradient-
based Warm-up, (2) after the RL-based Refinement, (3) after
the Perturbation Minimization and (4) variants obtained by
applying each action in Table 1. Each variant is paired with
its corresponding original sample for comparison. For each
original and its variant, we extract the sandbox-reported sig-
natures from the analysis report. Following the functionality
validation method used in [He et al., 2024], we consider a
perturbed variant to be functionality-preserving if the signa-
tures returned for the perturbed sample include all signatures
observed for the corresponding original sample. Under this
criterion, all evaluated variants preserve functionality.

6 Conclusion

We introduced GRASP, a three-stage framework for hard-
label black-box PE malware evasion that integrates a
gradient-based warm-up, an RL-based refinement with a per-
turbation library, and a perturbation minimization module,
achieving a superior trade-off among attack success, query
cost, and perturbation size. The primary limitation of the cur-
rent warm-up lies in the surrogate-target gap, which may limit
its effectiveness when the two architectures diverge signif-
icantly. Future work includes extending the gradient-based
warm-up to optimize a broader range of perturbations and
developing transferability-enhancement techniques to better
bridge surrogate and target detectors under distribution shifts.

*https://threatbook.io/
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