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Abstract

The quantal response (QR) model is widely used
in Stackelberg security games (SSGs) to capture
boundedly rational adversaries. Existing work on
SSGs under QR, however, almost exclusively as-
sumes a homogeneous attacker population, ignor-
ing heterogeneity in attacker preferences and ratio-
nality. We study SSG with mixed quantal response
attackers, where the follower population consists
of multiple discrete attacker types, each following
a type-specific QR model. The defender allocates
limited resources across targets, while an attacker
drawn from this heterogeneous population observes
the defender’s strategy and attacks a single target.
This results in a highly non-convex equilibrium
computation problem. We develop a polynomial-
time approximation scheme for this setting when
the number of attacker types is bounded, based
on an exponential cone programming formulation
combined with a carefully designed Branch-and-
Bound procedure. Experiments demonstrate that
our approach outperforms standard gradient-based
methods and that explicitly modeling attacker het-
erogeneity yields significant gains over traditional
SSG models with a single QR attacker.

1 Introduction

Stackelberg security games provide a powerful and widely
adopted framework for modeling strategic interactions be-
tween a defender with limited resources and an adversary
who observes and responds to the defender’s strategy [Tambe,
2011; Sinha et al., 2018]. SSGs have been successfully ap-
plied in a range of high-impact real-world domains, including
airport and transportation security, wildlife protection, cyber-
security, and counterterrorism, where defenders must allocate
scarce resources to protect multiple potential targets against
intelligent attackers [Pita et al., 2008; Fang et al., 2017,
An et al., 2012; Sinha et al., 2018]. The effectiveness of
these deployments critically depends on accurately modeling
attacker behavior and efficiently computing optimal Stackel-
berg strategies.

A key modeling challenge in SSGs is capturing the
bounded rationality of human-adversaries. While early work
often assumed fully rational attackers who best respond to
the defender’s strategy, empirical evidence has repeatedly
shown that such assumptions are unrealistic in practice. To
address this, the QR model has been widely adopted as a
more realistic alternative [Yang er al., 2011; Yang et al., 2012;
Haghtalab et al., 2016; Mai and Sinha, 2023]. Under QR,
attackers select actions probabilistically, with higher-utility
actions chosen more frequently, thereby capturing noise,
bounded rationality, and decision-making errors. QR-based
models have been extensively studied in SSGs and have also
played a central role in related domains such as revenue man-
agement and discrete choice modeling, where they corre-
spond to logit-based choice behavior.

Despite this progress, most existing work on SSGs un-
der QR assumes a homogeneous attacker population gov-
erned by a single set of preference and rationality parame-
ters. In many real-world settings, however, adversaries are
heterogeneous, exhibiting substantial variation in objectives,
sensitivities, and levels of rationality. Ignoring such het-
erogeneity can lead to systematically suboptimal defensive
strategies. Attempts to extend QR models to accommodate
multiple attacker types inherently introduce significant com-
putational challenges; the resulting equilibrium computation
problems are typically highly nonconvex, and current solu-
tion approaches either rely on local optimization heuristics or
lack formal performance guarantees.

In this paper, we address this important gap by studying
SSGs with a heterogeneous attacker population modeled via
amixed QR framework. Specifically, we consider a setting in
which the attacker is drawn from a finite set of types, each fol-
lowing a type-specific QR model, yielding a defender objec-
tive that is a weighted sum of multiple logit-based fractional
terms. We show that this heterogeneity fundamentally alters
the computational structure of the problem, leading to non-
unimodal objectives and rendering standard gradient-based
and fractional programming methods ineffective. Our main
contributions are threefold: (i) we develop a novel bilinear
exponential-cone reformulation that isolates all sources of
nonconvexity into a small number of bilinear terms; and (ii)
leveraging this structure, we design a Branch-and-Bound
(B&B) algorithm that yields a polynomial-time approxima-
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tion scheme (PTAS) when the number of attacker types is
bounded; and (iii) through extensive experiments, we demon-
strate that explicitly modeling attacker heterogeneity leads to
significant performance improvements over traditional ho-
mogeneous QR models and that our method reliably out-
performs gradient-based baselines. Our key innovation is a
problem-specific reformulation of the original nonconvex op-
timization problem that isolates all sources of nonconvexity
into exactly T dimensions, corresponding to the number of
attacker types. This structural reduction enables a B&B al-
gorithm whose complexity scales polynomially with the pop-
ulation size (i.e., the number of targets, which may be very
large) and exponentially only in 7.

To the best of our knowledge, this is the first work to es-
tablish a PTAS for a class of SSG under a mixed QR attacker
model.

2 Literature Review

Our work most closely relates to SSGs with QR adversaries
and to the broader literature on discrete choice modeling and
optimization under heterogeneous agents.

SSG and QR. SSGs [Tambe, 2011] are a prominent class
of security models with numerous real-world deployments,
including airport security, wildlife protection, and counterter-
rorism [Pita et al., 2008; Fang ef al., 2017; An et al., 2012;
Sinha et al., 2018]. A central line of research in SSGs fo-
cuses on behavioral models of attackers, among which the
QR model is the most extensively studied [Yang et al., 2011;
Yang et al., 2012; Haghtalab et al., 2016; Mai and Sinha,
2023]. The QR model captures bounded rationality by allow-=
ing attackers to choose actions probabilistically, with higher
utility actions selected more frequently. Several variants of
the QR model have also been explored to improve descrip-
tive accuracy, including subjective utility QR [Nguyen et
al., 2013], prospect-theoretic models [Kar et al., 2015], and
nested logit-based QR models [Mai and Sinha, 2022].

Most prior work on QR-based SSGs, however, assumes
a homogeneous attacker population governed by a single
set of QR parameters. This assumption significantly sim-
plifies equilibrium computation and often leads to objec-
tives with favorable unimodality or quasi-concavity proper-
ties, enabling the use of gradient-based or fractional pro-
gramming techniques [Tambe, 2011; Mai and Sinha, 2023;
Mai er al., 2024]. In contrast, relatively little is known about
SSGs with heterogeneous attackers following different QR
behaviors. While some works consider multiple attacker
types [Sinha et al., 2018], existing solution approaches typi-
cally rely on local optimization methods and do not provide
global optimality or approximation guarantees.

From an algorithmic perspective, a closely related line of
work studies gradient-based methods for learning and solv-
ing games with QR responses [Mertikopoulos and Sand-
holm, 2016; Li et al., 2020; Sinha et al., 2018]. In partic-
ular, [Perrault er al., 2020] applies differentiating-through-
optimization techniques to SSGs with QR adversaries. As
with other gradient-based approaches, these methods guar-
antee only convergence to stationary points and may fail in
the presence of highly nonconvex objectives. Our work dif-

fers fundamentally by focusing on global optimization and
polynomial-time approximation guarantees for SSG with
heterogeneous QR attackers.

Beyond QR, several studies analyze alternative behavioral
models in Stackelberg settings, including complexity and
learnability aspects [Jiang et al., 2013; Cerny et al., 2020;
Milec et al., 2021]. These works primarily address single-
type or structurally restricted models and do not consider the
computational challenges induced by attacker heterogeneity
under mixed QR responses.

Discrete Choice Modeling and Heterogeneity. Our study
of SSGs under a mixed QR model is closely related to the
literature on discrete choice modeling and mixed logit mod-
els [Train, 2009; McFadden and Train, 2000]. Discrete choice
models have a long history in modeling human decision-
making under uncertainty and bounded rationality. While
the multinomial logit (MNL) and QR models are widely used
due to their analytical tractability, they implicitly assume ho-
mogeneous agents, which can lead to suboptimal solutions
in practice. To capture heterogeneity, mixture models and
mixed logit formulations have been extensively studied in
economics, transportation, and revenue management [Mc-
Fadden and Train, 2000; Hess and Polak, 2005]. In these
models, agents are drawn from a finite or continuous distri-
bution over preference parameters, resulting in choice proba-
bilities that are mixtures of logit responses.

From an optimization standpoint, incorporating hetero-
geneity via mixed MNL or mixed QR models substantially
complicates decision-making problems. In particular, op-
timization under mixed logit or mixture-of-logit models is
known to be highly nonconvex and computationally chal-
lenging, and existing work often focuses on heuristics or re-
stricted settings with limited constraints [Li et al., 2019;
Marandi and Lurkin, 2023; van de Geer and den Boer, 2022].
These challenges are closely mirrored in SSGs under mixed
QR attackers, where the defender’s objective becomes a
weighted sum of multiple fractional logit terms with distinct
normalizations.

Our work bridges these two literatures by studying SSGs
under a mixed QR model that explicitly captures attacker het-
erogeneity while retaining a finite and interpretable set of at-
tacker types. Unlike prior approaches, we exploit the spe-
cific algebraic structure of the mixed QR objective to develop
a bilinear exponential-cone reformulation and a B&B algo-
rithm with provable approximation guarantees. To the best
of our knowledge, this is the first work to establish a PTAS
for a class of Stackelberg security games under a mixed QR
attacker model, and correspondingly the first such result for
constrained pricing problems under mixed logit demand.

3 SSGs with Mixed QR Followers

In this section, we introduce an SSG model in which the fol-
lower (attacker) population exhibits heterogeneous, bound-
edly rational behavior. This heterogeneity is captured via
a discrete mixed QR model, which is closely related to the
mixed logit model in discrete choice theory [McFadden and
Train, 2000].
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Game Model and Defender Strategy. We consider a stan-
dard SSG with a single defender and a single attacker. The de-
fender aims to protect a finite set of targets M = {1,...,m}
by allocating limited security resources. The defender com-
mits to a mixed strategy represented by marginal protection
probabilities z; € [0,1], Vj € M, subject to a global re-
source constraint Z;"Zl xz; < C. Here, C' > 0 denotes the
total defensive resource capacity available to the defender.
More generally, x; can be interpreted as the amount of de-
fensive resources allocated to target j, with z; > 0. The
constraint Z;"’:l x; < C captures the defender’s overall re-
source budget. Note that, for simplicity, we assume a sin-
gle capacity constraint; however, our approach readily ex-
tends to more general settings with multiple constraints of
the form Zje/\/lkxj < Cpfork =1,...,K. If a target j
is attacked, the defender receives a reward 7’? if the target is
protected and a penalty l? otherwise, with 7’? > l?. The de-
fender’s expected utility for the target j is therefore u? (x;) =
xjr? +(1- xj)l;-i = 6;%]- + l?, where 5;1 = r? — l;-i > 0.
Mixed QR Attacker Model. We now consider an attacker
model under mixed QR, in which the attacker population
consists of multiple heterogeneous types. Specifically, the
attacker population is represented by a finite set of types
O = {1,...,T}, where type t € © occurs with probability
m > 0, and Zthl m; = 1. Each attacker type ¢ is charac-
terized by a QR model with type-specific parameters. Given
a defender strategy z, the utility of attacking a target j for
a type-t attacker is uf,(z;) = —dfz; + rf,, where 67 > 0
represents the attacker’s sensitivity to the defender’s protec-
tion effort and 7%, captures other target-specific factors that
affect the utility of attacker type ¢. Here, to ensure the ex-
istence of a PTAS, we assume that the sensitivity parameters
55? are identical across all attacker types, while all other utility
components may remain attacker-type dependent.

Conditional on type ¢, the attacker follows a QR (logit)
choice model. The probability that a type-¢ attacker chooses
to attack a target j is given by

e ()
Uot + Doy exp (ufy(wr))”
where Uy > 0 represents the utility of the outside option
corresponding to not attacking any target. The defender does
not observe the realized attacker type. Consequently, the
marginal probability that target j is attacked is given by the
mixture §;(x) = Zthl 7 ¢;¢ (). This mixed QR model gen-
eralizes the standard QR model by allowing heterogeneity

in attacker preferences and sensitivities and corresponds to
a discrete mixed logit model in the discrete choice literature.

Equilibrium Problem Formulation. Under the mixed QR
attacker model with an outside option, the defender’s ex-
pected utility is given by

q;t()

m m

Fa) =Y g uf(z) = m > gl) uf(z),

j=1 t=1  j=1

where ¢;,(z) denotes the probability that a type-¢ attacker at-
tacks target j. Substituting the logit choice probabilities with

an outside option yields

) exp (ud(x; u;i T
o) = S S 2 (51(03) ()

= ¢
= Uo+ 2y exp (ufy(zr)

where Uy, > 0 represents the utility of the outside option
corresponding to not attacking any target for a type-t attacker.

The defender seeks to compute a Stackelberg strategy that
maximizes expected utility against the mixed QR attacker
population. This leads to the following optimization prob-
lem:

)

max
zeEX

f(=), )]

where X denotes the feasible set of defender strategies, incor-
porating both the bound constraints z; € [0, 1] and the total
resource constraint Z;"Zl x; < C. Problem (1) is generally
non-convex and non-separable due to the ratio-of-sums struc-
ture induced by the mixed QR model and the presence of the
outside option. As a result, exact equilibrium computation is
intractable in general, motivating the development of efficient
approximation algorithms, which we study in subsequent sec-
tions.

We note that, when 7' = 1 (typical setting in prior SSG
under QR works), the defender’s objective reduces to a sin-
gle fractional function, and existing work typically applies
Dinkelbach-type transformations [Tambe, 2011; Yang et al.,
2011; Mai and Sinha, 2023; Mai et al., 2024] to convert the
problem into a sequence of convex programs with guaran-
teed global convergence. This approach crucially relies on the
presence of a single denominator. In contrast, when 7" > 1,
the objective becomes a weighted sum of multiple fractional
terms with distinct denominators, for which no single Dinkel-
bach parameter can simultaneously linearize all ratios. As a
result, standard fractional programming techniques no longer
apply, and the objective is generally non-concave with multi-
ple local optima, motivating the need for the global optimiza-
tion framework developed in this work.

Non-unimodality. In the following, we show that when
T > 1, the objective function is generally non-unimodal,
implying that gradient-based methods can easily become
trapped in suboptimal local optima. We state the result in
the following proposition.

Proposition 1 (Unimodality vs. Multimodality of the Objec-
tive). If the number of attacker types is T' = 1, then the de-
Sender’s objective function f(x) is unimodal over the feasible
region, and hence any local maximizer is globally optimal.
In contrast, when T' > 1, the objective function is generally
non-concave and may admit multiple local optima.

While the proof of unimodality is deferred to the appendix,
the lack of unimodality can be demonstrated by the example
in Fig. 1, which shows that multiple local optima may arise
whenT =2orT = 3.

The above proposition (see also the proof in the appendix)
shows that when 7' = 1, the problem admits a concave re-
formulation and can therefore be solved efficiently in polyno-
mial time. In contrast, when 7" > 1, the defender’s objective
becomes a weighted sum of T fractional logit terms with dis-
tinct denominators. Such sum-of-ratios structures are known
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Figure 1: Visualization of the multi-modal objective function f(z):
single target (m = 1) with T" € {2, 3} attackers and two targets
(m = 2) with T' = 3 attackers. Local maxima are highlighted.

to be computationally challenging to solve to global optimal-
ity in general [Gilbert et al., 2013; Li et al., 2019]. In the
following, we present a positive result showing that, when
T > 1 but bounded, the problem admits an efficient PTAS
for computing an -optimal solution.

4 Bilinear Exponential-Cone Reformulation

We present the first step toward deriving a PTAS for the chal-
lenging SSG problem described above. The key idea is to in-
troduce an innovative change of variables that reformulates
the problem as an exponential-cone program, in which all
sources of nonconvexity are consolidated into a small set of
bilinear terms. This structural property enables the design
of a polynomial-time B&B algorithm and facilitates a rigor-
ous analysis of the overall computational complexity using
tools from interior-point methods [Nesterov and Nemirovskii,
1994; MOSEK ApS, 2024].

We begin by recalling the definition of the exponential cone
Kexp C R3 [Chares, 20091, which is given by

Kexp :{(u,v,w) e R3 ‘ v >0, ve"/? gw} U
{(u,0,w) eR3 ‘ <0, w>0}.

The exponential cone provides a convex representation of ex-
ponential and logarithmic relations, such as w > e* or equiv-
alently v < In w, and is supported by modern conic optimiza-
tion solvers, including MOSEK.

We summarize our key structural result below. It shows
that the equilibrium optimization problem max, f(z) can
be reformulated as a bilinear exponential-cone program, in
which all sources of nonconvexity are confined to a small
number of bilinear constraints—exactly 7', corresponding to
the number of attacker types.

Theorem 1 (Bilinear Exponential-Cone Reformulation). The
Stackelberg equilibrium optimization problem max,cx f(x)
under the mixed QR attacker model is equivalent to the fol-

lowing bilinear exponential-cone program:

T
E 0y
t=1

(SSG-BiConv)

max
w,0,y,z,5,v

st oy =6z, VtelT], 2)
m . 5
yr < Zerit (—y@sj —|—l;-iwj>, vt € [T,
i=1 ’

vj € [m],

(—Sj,’LUj,l) S /Cexp, Vj S [m],

(’Uj, l,w]’) S K:exp,
Vi € [ml].

Moreover, all constraints in (SSG-BiConv) are convex and
admit exact exponential-cone representations, except for the
T bilinear equalities y; = 0:z;, which constitute the only
source of nonconvexity.

While the detailed proof of Theorem 1 is provided in
the appendix, we summarize the main reformulation steps
here. The key idea is to apply the exponential change of
variables w; = e %% z; = — 57 Inw;, which trans-

vj € [m],
Wy > 0,

J
forms the exponentiated attacker utilities in the QR model as
exp(uf,(z;)) = e"*w;. This change converts each attacker
type’s expected utility into a fractional form

Z;nzl u;-l (75% In wj) 6T;twj
0 = Jyn a )
Uy + Zj:l e tw;

which is captured by introducing auxiliary variables (y:, z;)
satisfying y; = 6;2;. Substituting the affine defender
utility uf(z;) = 6&%x; + 1§ yields terms of the form
—(69/6¢)w;nw; + I$w;.  The nonlinear expressions
wjInw; and Inw; are convex for w; > 0 and admit ex-
act exponential-cone representations via auxiliary variables
S5 and vj: (—sj,wj,l) S ICexp, (Uj,l,wj) S Kexp- Af-
ter these transformations, all constraints in the reformulated
problem are convex and conic-representable, except for the
bilinear equalities y; = 6:z;, Vt € [T], which constitute
the only remaining source of nonconvexity. Importantly, the
number of such bilinear constraints is exactly 7, the number
of attacker types, which is the structural property exploited
by the approximation algorithm developed later.

The formulation (SSG-BiConv) isolates all sources of
nonconvexity into a small number of bilinear constraints of
the form y; = 6;z;, one for each attacker type t € [T],
while all remaining constraints are convex and admit ex-
act exponential-cone representations. This structural prop-
erty is critical from an algorithmic standpoint. In particular,
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when the bilinear equalities are relaxed using standard con-
vex envelopes, such as McCormick relaxations over bounded
domains, the resulting problem reduces to a purely convex
exponential-cone program. Such programs can be solved to
arbitrary e-accuracy in time polynomial in the problem size
and log(1/¢) using modern conic solvers. This observation
can be leveraged to design a provably efficient B&B algo-
rithm: the exponential-cone relaxation yields tight and effi-
ciently computable upper bounds at each node, while branch-
ing is required only on the 7" bilinear terms. Consequently,
when the number of attacker types 7T is treated as a constant
or bounded from above, this approach yields a PTAS for solv-
ing (SSG-BiConv).

5 B&B with Provable Polynomial-Time
Performance Guarantees

We now describe a B&B approach for solving the bilinear
exponential-cone formulation (SSG-BiConv). In the fol-
lowing, we outline the key components of the proposed al-
gorithm; the full algorithmic details are deferred to the ap-
pendix. We then provide a rigorous analysis of its computa-
tional complexity.

Convex Relaxation via McCormick Envelopes. At each
node of the B&B tree, we construct a convex relaxation of
(SSG-BiConv) by replacing each bilinear equality y;, =
0z with its McCormick relaxation over bounded domains.
Specifically, given bounds 6, € [¢,,0,] and z; € [z,,Z], the
bilinear term is relaxed by the standard McCormick inequal-
ities [McCormick, 1976]:

yr > 020 + 60z, — 0,24, Yyr > Oi20 + 0,2 — 0,74,
Yr < O,z + 0,2 — 0,Z¢, yr < Or2¢ + 012, — 0,2,

After this replacement, the resulting problem is-a purely con-
vex exponential-cone program.

Node Evaluation. The convex relaxation at each node
is solved using a standard exponential-cone solver (e.g.,
MOSEK) [MOSEK ApS, 2024], yielding an upper bound on
the optimal objective value of the original nonconvex problem
over the corresponding subregion. Since exponential-cone
programs can be solved to e-accuracy in polynomial time,
node evaluation is computationally efficient.

Branching Strategy. Branching is performed exclusively
on the bilinear variables by partitioning the domain of either
0; or z; for some attacker type t € [T]. For example, a com-
mon strategy is to bisect the interval of 8; with the largest
McCormick relaxation gap. This generates two child nodes
with tightened bounds, leading to progressively tighter con-
vex relaxations.

Termination and Approximation Guarantee. Under the
Best-First Search policy, the algorithm terminates immedi-
ately upon retrieving a node that satisfies the bilinear feasi-
bility tolerance ¢, as this node is guaranteed to be globally
optimal. Since the number of bilinear terms 7' is fixed, the
spatial branching tree size scales polynomially in 1/e, as dis-
cussed below.

5.1 Complexity Analysis

In the following, we analyze the computational complexity of
the B&B above. The next proposition provides an explicit up-
per bound on the number of nodes explored by the algorithm.

Proposition 2 (Explicit Node Bound). Fix ¢ > 0, de-
fine U; := min; l;i, Ug = maxj(l;-i + (5}1), and
Z = max;e[y) (Uot +> e?‘?f,) . Then the total number
of nodes explored by the B&B algorithm is bounded by

T _ - T
Nnodes S 2 [%(Ud_Ud) Z—‘ -1

In particular, for fixed T, the number of nodes is polynomial
in 1/¢ and the problem size.

While the detailed proof is provided in the appendix,
we briefly explain the main<ideas underlying the bound.
The analysis exploits the  fact that all nonconvexity in
(SSG-BiConv) is confined to the T bilinear equalities y; =
0;:z:. At each node of the B&B tree, these bilinear terms are
relaxed using McCormick envelopes over a bounded rectan-
gular domain for (6, z;). The relaxation gap of each bilin-
ear term decreases quadratically with the diameter of its do-
main. The algorithm recursively partitions the feasible do-
main of-each bilinear pair (6;, z;) until the maximum pos-
sible McCormick relaxation error is at most £/7’, ensuring
that the overall optimality gap is bounded by . Since the
initial ranges of #; and z; are explicitly bounded by problem-
dependent constants (U4 —U ;) and Z, respectively, the num-
ber of subdivisions required along each dimension scales on

\/ (U4 —U,)Z/e. Taking the product over the
T independent bilinear terms yields the stated node bound.

This bound on the number of B&B nodes can be com-
bined with the computational complexity of solving the
exponential-cone program at each node—using interior-point
methods [Nesterov and Nemirovskii, 1994]—to obtain the
overall complexity of the algorithm, as stated in the following
theorem.

the order of

Theorem 2 (Overall Complexity). For any € > 0, the pro-
posed B&B algorithm computes an e-optimal solution to

(SSG-BiConv) in time

— =\ T
O((T(Ud_Ud)Z> ~m3'5~10g1> 7
2e €

In particular, for fixed T, the algorithm runs in time polyno-
mial in m and 1 /e and thus constitutes a PTAS.

The complexity bound in Theorem 2 immediately implies
the existence of a PTAS for (SSG-BiConv) when the number
of attacker types 7' is bounded. Specifically, the overall run-
time grows exponentially only in 7', while remaining polyno-
mial in the number of targets m and in 1/e, the desired ap-
proximation accuracy. Since 1" captures the degree of attacker
heterogeneity and is typically small in practical security ap-
plications, this result establishes the tractability of the mixed
QR Stackelberg security game in realistic regimes. From a
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complexity-theoretic perspective, the result shows that the in-
trinsic difficulty of the problem is driven entirely by the di-
mensionality of heterogeneity: once 7 is fixed, the combi-
nation of exponential-cone relaxations and B&B yields glob-
ally optimal solutions up to arbitrary precision in polynomial
time. This sharply contrasts with general nonconvex opti-
mization, where approximation guarantees of this form are
rarely available, and highlights the importance of exploiting
the problem’s conic and low-rank bilinear structure.

6 Experimental Results

We evaluate our approach on synthetic and benchmark se-
curity game instances. The experiments focus on compar-
ing our B&B method with state-of-the-art gradient-based al-
gorithms. We also compare the mixed QR model with the
standard single-type QR model to demonstrate the benefits of
explicitly modeling heterogeneous attackers. Additional ex-
perimental results are reported in the appendix.

Data Generation and Experimental Setting. We com-
pare our B&B method against a gradient-based baseline
on synthetic datasets with the number of targets m &
{20, 50,100,200} and the number of attackers T €
{1,2,3,4}. For each target j € M, the defender’s penalty
14 and reward r¢ are independently sampled from the inter-
vals [1, 400] and [600, 1000], respectively. The term r;-‘t
of the attacker ¢ for attacking the target j is sampled uni-
formly from [-5, 5]. We enforce five capacity constraints. For
each k € {1,...,5}, we set the capacity Cj € [0.2m, 0.5m]
and define the constraint over a random selection of half the
total targets. For each pair (m,T), we generate 10 inde-
pendent instances and report aggregated results after running
each instance for at most 1 hour with an optimal tolerance of
€ = 0.001. Our main experiments consider instances with
a small number of attacker types (I" < 4), for which the
proposed method reliably computes globally optimal solu-
tions. Additional experiments with larger 7' are reported in
the appendix, demonstrating that our approach remains com-
petitive and consistently outperforms gradient-based methods
even when exact optimality can no longer be guaranteed.

Both the B&B and gradient-based algorithms are imple-
mented in Python. All experiments are conducted on a per-
sonal computer running Windows 10, equipped with an In-
tel(R) Core(TM) i7-1255U CPU @ 1.70GHz and 16 GB of
RAM. We use MOSEK Optimization Tools version 11 to
solve the exponential-cone subproblems and the SciPy library
(version 1.17.0) for the gradient-based method.

Single-type QR vs. Mixed QR. As previously noted, for
T = 1, the objective function constitutes a single fractional
function that is unimodal, thereby ensuring efficient conver-
gence to the global optimum using established methods. For
scenarios with 7" > 1, we examine the efficacy of approx-
imating the multi-attacker SSG as a single-attacker problem
to leverage these existing techniques. Specifically, we con-
struct a surrogate single-attacker instance by aggregating the
parameters of multiple attackers via their mean values to eval-
uate the resulting objective function. Figure 2 demonstrates
the inadequacy of the typical setting in prior SSG under QR
works (IT' = 1) in capturing the complex dynamics of the

T=2 T=3 T=4

gﬁ@éﬂi ‘ B

20 50 100 200 20 50 100 200 20 50 100 200
m m m

Figure 2: The loss of objective function under the mixed MNL
model compared to MNL model.

mixed QR attacker model (T" > 2). The results reveal a per-
sistent objective loss incurred by this approximation across all
target sizes (m) and attacker configurations. Rather than con-
verging to the true optimal values, the simplified MNL formu-
lation consistently yields suboptimal solutions, with approx-
imation errors reaching up to 5% in the worst-case scenar-
ios (indicated by the upper whiskers). Even on average, the
method suffers from a systematic loss typically ranging be-
tween 1% and 2.5%, underscoring that the structural intrica-
cies of the multi-attacker setting cannot be fully represented
by the single-attacker surrogate.
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Figure 3: The relation between the number of nodes explored and
the runtime in the B&B method.

Node exploration in B&B. Figure 3 illustrates the relation-
ship between the runtime and the number of nodes explored
in the B&B tree for varying 7" and m. A strong positive linear
correlation is observed between the number of nodes and run-
time when plotted on a log-log scale, indicating a consistent
computational cost per node across different problem config-
urations. As the number of attackers 7" increases from 1 to 4,
both the number of nodes and the total runtime increase ex-
ponentially, evidenced by the distinct clusters of data points
shifting upwards and to the right. Specifically, problems with
T = 4 require exploring significantly more nodes (often ex-
ceeding 10?) and result in runtimes several orders of magni-
tude higher compared to T = {1,2,3}. While the number
of targets m also contributes to increased runtime (indicated
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by different markers within each cluster), its impact is less
dominant than the exponential growth driven by the number
of attackers 7T'. This behavior underscores that the primary
driver of complexity in this SSG setting is the number of at-
tackers, which expands the search space exponentially.
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Figure 4: Runtime comparison of B&B and gradient-based methods.

B&B vs. Gradient-based Method. Figure 4 compares
the runtime scalability of the B&B and gradient-based algo-
rithms. The red dashed line with square markers denotes the
gradient-based method, and the blue solid line with circular
markers represents our B&B algorithm. The shaded regions
indicate the variance in solving time across instances. The
first plot highlights the effectiveness of the proposed B&B al-
gorithm in standard SSG-QR scenarios (7" = 1). It achieves
global optimality in less than 40 seconds, even when han-
dling the maximum instance size of m = 200. Figure 4
indicates that the B&B method consistently outperforms the
gradient-based baseline across all tested parameter settings,
successfully solving all instances optimally with drastically
lower runtime. In contrast, the gradient-based method faces
major scalability issues, hitting the 3600-second ceiling as m
approaches 100 or.200, whereas the B&B algorithm remains
computationally efficient. Even as problem complexity in-
creases to the largest datasets (m = 200, T = 4), the average
runtime of B&B is approximately 5 times lower than that of
the gradient-based method, which consistently saturates the
time limit in high-complexity regimes. Figure 4 also proves
that gradient-based methods are highly sensitive to increases
in both 7" and m. This is because gradient-based approaches
operate on the continuous relaxation of the problem, where
the computational cost per iteration is governed by the di-
mensionality of the constraints and variables. Since the num-
ber of collision avoidance constraints scales with the product
of attackers and targets (7' X m), an increase in m directly
inflates the size of the Jacobian and Hessian matrices, sig-

nificantly slowing down convergence, whereas for B&B, the
combinatorial explosion caused by 7" overshadows the linear
complexity added by m.
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Figure 5: The gap between B&B and gradient-based methods on
datasets with a large number of targets.

Although the gradient-based method can solve instances to
near-optimal solutions (gap < 0.01%) when m < 100, the
objective gap compared to B&B becomes significant when
m = 200, as<detailed in Figure 5. The figure highlights
the substantial improvement in solution quality achieved by
the B&B algorithm compared to the gradient-based baseline
for datasets with the largest number of targets. The results
demonstrate a significant performance gap, as B&B consis-
tently yields higher objective values across all attacker con-
figurations. In this visualization, the diamond markers de-
note the mean percentage improvement, while the dashed
horizontal lines within the boxes indicate the median val-
ues. The advantage is particularly pronounced for 7' = 2 and
T = 3, where the maximum improvement exceeds 76%, and
mean improvements hover near 30% and 35%, respectively.
Even at T' = 4, the method maintains a median improve-
ment of approximately 20%, underscoring the inability of the
gradient-based approach to escape local optima in complex,
high-dimensional target spaces.

7 Conclusion

We studied SSGs with heterogeneous attackers modeled via a
mixed QR framework. By developing a bilinear exponential-
cone reformulation that confines all nonconvexity to the num-
ber of attacker types, we designed a B&B algorithm that
yields a PTAS when the number of attacker types is bounded.
Experimental results demonstrate that explicitly modeling
attacker heterogeneity significantly improves solution qual-
ity and that our approach consistently outperforms gradient-
based methods in nonconvex settings.

Our PTAS guarantee relies on treating the number of at-
tacker types as a constant, and the algorithm’s complexity
grows exponentially with this dimension, reflecting an inher-
ent trade-off between modeling expressiveness and compu-
tational tractability. Important directions for future work in-
clude extending the framework to richer or continuous hetero-
geneity models, relaxing structural assumptions such as ho-
mogeneous sensitivity parameters, and more tightly integrat-
ing learning and optimization in data-driven security games.
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