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Abstract

Vertical Federated Learning (VFL) involves mul-
tiple participants collaborating to train machine
learning models on distinct feature sets from the
same data samples. This training paradigm with
distributed updating focuses on secure and efficient
communication. Nevertheless, the trained mod-
els exhibit heightened vulnerability to adversarial
attacks during inference, which can provoke mis-
classification. Adversarial Training (AT), which
involves exposing models to intentionally crafted
misleading examples during training, is widely re-
garded as the most effective method for enhancing
model robustness. However, the significant com-
munication costs entailing such example genera-
tion within the VFL context pose an open chal-
lenge to developing a Vertical Federated Adver-
sarial Learning (VFAL) framework. < To this end,
we introduce a Communication-Efficient Vertical
Federated Adversarial Learning framework, named
CE-VFAL. CE-VFAL framework incorporates the
lazy propagation principle, confining most propa-
gations to client models during adversarial updates,
thereby minimizing frequent client-server interac-
tions. Moreover, CE-VEAL seamlessly integrates
Zeroth Order Optimization (ZOO) into communi-
cation, effectively reducing communication load by
transmitting the loss difference derived from the
raw and perturbed embeddings for multiple point
estimation. Furthermore, our theoretical analy-
sis demonstrates the sublinear convergence rate by
containing the errors caused by multi-source ap-
proximate gradients. Extensive experiments cor-
roborate the robust performance while significantly
reducing communication costs.

1 Introduction

Federated Learning (FL) [Kairouz et al., 2021; Yang et al.,
2019; McMabhan ef al., 2016] represents a distributed learning
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Figure 1: Communication cost for one-time adversarial sample gen-
eration (VFL+PGD (left) vs. CE-VFAL (right)).

paradigm that empowers multiple clients to collectively train
and utilize a machine learning (ML) model without sharing
their data directly. Conventionally, most FL research consid-
ers the Horizontal FL (HFL) setting, where clients hold dif-
ferent data samples with the same feature space. In contrast,
vertical FL. (VFL) tackles the scenarios where clients have
identical samples but disjoint feature spaces [Liu et al., 2024;
Wei et al., 2022]. A typical VFL model comprises a top
model maintained by a server and multiple bottom models,
each residing at participating clients. Throughout the train-
ing, individual clients compute local embeddings of data fea-
tures using their respective bottom models and transmit them
to the server through a communication channel. The server
aggregates these embeddings to update the top model and
then sends gradients back to clients to update bottom models
accordingly. Therefore, recent researches focuses on study-
ing communication efficiency, involving reducing the cost of
coordination and compressing the data transmitted between
parties, such as multiple client updates [Zhang et al., 2022],
asynchronous coordination [Li er al., 2020], and data com-
pression [Castiglia et al., 2022; Li et al., 2020].

Threat model. ML models have demonstrated vulnerabil-
ity to adversarial attacks, carefully crafted inputs designed
to induce misclassification during inference. Distributed de-
ployment inherently exposes VFL model to additional secu-
rity threats [Huang et al., 2024; Duanyi et al., 2023]. Ad-
versarial attacks in VFL can manifest in multiple forms dur-
ing inference: via third-party adversary intercepting and al-
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tering embeddings during client-server communication [Du-
anyi et al., 2023], or through malicious or colluding clients
perturbing local features of raw data [Pang er al., 2022;
Qiu er al., 2022]. The details of the threat model are pre-
sented in Appendix A.3. These diverse attacks underscore
the unique security challenges in VFL systems, motivating
the urgent need to address the VFL robustness problem.

Currently, much effort has been made to improve models’
resistance to such perturbations in centralized training sce-
narios. Among these studies, the Adversarial Training (AT)
scheme has demonstrated significant potential in bolstering
the robustness of ML models[Tramer et al., 2018]. AT is a
min-max robust training method that minimizes the worst-
case training loss at adversarially perturbed examples [Madry
et al., 2017]. The deployment of AT in the FL paradigm
termed Federated Adversarial Learning (FAL), has garnered
attention, with a particular focus on HFL scenarios, where
each participant maintains a complete copy of the model [Li
et al., 2023]. However, in VFL scenarios, a single global
model is partitioned and distributed among the server and
clients, resulting in a different architecture for Vertical Fed-
erated Adversarial Learning (VFAL).

Observation. Due to layer-wise distributed deployment,
VFAL presents unique challenges in communication effi-
ciency. Adversarial sample generation during AT is compu-
tationally intensive, requiring sequential forward and back-
ward propagation to calculate gradients concerning the input
for iterative refinement [Madry et al., 2017]. As figure 1-left
shows, VFAL using PGD-10 (Projected Gradient Descent) re-
quires about 10 times more communication cost than regular
VFL due to 10 iterations needed to generate adversarial ex-
ample. Consequently, significant communication costs pose
an unacceptable barrier between robustness and communica-
tion efficiency, hindering VFAL framework development.

Recognizing these challenges, we propose anovel frame-
work named Communication-Efficient Vertical Federated
Adversarial Learning (CE-VFAL) via introducing the
lazy propagation principle and Zeroth Order Optimization
(ZOO)[Wang et al., 2024], aimed at enhancing VFL model
robustness through communication-efficiency AT: 1) By inte-
grating lazy propagation, CE-VFAL reduces the frequency of
interactions between clients and the server by confining the
majority of propagation in client parties during adversarial
updates (Figure 1-(D); 2) CE-VFAL incorporates ZOO into
the communication phase to reduce the communication load
of the backward propagation by transmitting only the loss dif-
ference derived from the raw and perturbed embeddings (Fig-
ure 1-2); 3) We demonstrate the compatibility of CE-VFAL
with communication compression techniques, which can re-
duce the size of forwarded-transmitted messages (Figure 1-
). CE-VFAL is the first theoretically verified VFL frame-
work that applies AT. Inspired by the optimal control theorem
[Li et al., 2018; Li and Hao, 2018], we constrain the multi-
source approximate gradients arising from frozen slack vari-
ables, gradient estimation, and communication compression.
Subsequently, we demonstrate the sublinear convergence rate
of model updates through the training process.

Contributions. Our contributions are as follows:

1. We propose the communication-efficient CE-VFAL
framework fundamentally reduces client-server inter-
actions through lazy propagation, and integrates ad-
vanced compression and ZOO to minimize message
sizes, achieving substantial communication efficiency.

2. We provide the first theoretical convergence analysis for
VFAL, rigorously characterizing the interaction between
multi-source approximation gradients and establishe an
O(1/v/K) convergence rate over K iterations, matching
standard VFL guarantees.

3. Experiments across datasets and architectures verify that
CE-VFAL achieves state-of-the-art robustness with sub-
stantially lower communication cost than prior VFL ad-
versarial training methods.

2 Preliminaries

We consider a classifier F X — Y parameterized
by weights © and predicting a class § := F(z) :=
arg maxycy fy(x) for every input z € X with label y € YV
in D, where f is a neural network. Notations are summarized
in Appendix 2.1. We sort the indexes of sample, client, and
network layer, for example, x; ., represents ¢-th sample, c-th
client and ¢-th layer. Sample’s index has higher priority than
client’s, and client’s has higher priority than layer’s.

Vertical Federated Learning. CE-VFAL applies to vari-
ous VFL architectures. This paper focuses on the splitV F L,
scenario, which typically decomposes neural network f
into client models {fi, fa,..., fc} parameterized by 6 =
{61,04,...,0c}, which operate only on local data, and a
sever model f; parameterized by ). The server party holds
Y. Let © = (0, %), the global loss can be as:

L(X,Y;0)

- %Zg(fs (fi(®in;01),- .., folic;00);9) , vi)
i=1
(1)

where £ is the loss function, C' is the number of client parties,
and n is the sample size.

Adversarial Training. AT optimizes the parameters © of a
neural network f on adversarially perturbed inputs, thereby
increasing robustness against test-time attacks [Madry et al.,
2017]. This process involves solving a minimax problem on
the cross-entropy loss:

minE, ,)~p | max L(z+n,y;0)|, (2)
e Inll<e

where 7 is the adversarial perturbation, and its magnitude is
constrained by ||n]| < €, where € is a non-negative scalar
that bounds the size of the perturbation. For the inner maxi-
mization objective in Equation (2), PGD takes the following
step (with step size ) in each iteration:n; 11 = IIjj; <c (¢ +

a%), where g(1;) = V,L(z + 1, y; ©) is the gradient
respect to 7, II}j; <. is a projection to the e-ball.
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Definition 1. Vertical Federated Adversarial Learning. In-
spired by the idea of viewing AT as a dynamic system
[Weinan, 2017], we can describe a T-layer deep neural net-
work by the recursion 441 = f(x4,0;), fort =0,...,T—1,
where x; € R™ represents the states (i.e., the output of the
t-th layer), f; : R™ x R™ — R™+1 is the state transition
map, 0y € R™t are the trainable control parameters, and the
initial conditions are provided by the inputs to the network,
Zi0. Rewrite (2) as the subsequent optimal control problem:

n T-1
i £ Ry( ;)
o e Z s ) + 3 3 Rl 0)
subjectto ;41 = fr(zie,0), t=1,...,T—1
ri1 = fo(zio +mi,00), (3)

where R; is a potential regularizer for the t-th layer.

3 Methodology

In this section, we present CE-VFAL that substantially re-
duces both communication rounds and message sizes while
maintaining model robustness. CE-VFAL introduces three
key innovations through a carefully designed hybrid opti-
mization strategy: (1) integration of ZOO to reduce backward
communication load, (2) implementation of uniform scale
compressor to decrease forward message size, and (3) adapta-
tion of lazy propagation to minimize communication rounds
during adversarial sample generation. For the convenience of
subsequent analysis, we rewrite loss function as A;(n, ¥, 0).

Assumptions. The formal definition and detailed discus-
sion of the assumptions are in Appendix 2.2. We make
several crucial assumptions: the functions f;, f., £, and
R, are K-Lipschitz continuous in x, uniformly with respect
to 6 and v, the gradient of the adversarial loss function,
Vi Ai(n,¥,0),V . Ai(0,1,0) and V, A;(n, ¥, 6) satisfy Lip-
schitz conditions (Assumption 1); the adversarial loss func-
tion A;(n, ¢, ) possesses an unbiased gradient (Assumption
2) and is characterized by bounded Hessian matrices H,, and
Hy (Assumption 3), as well as bounded block-coordinate gra-
dients Q, and Qg (Assumption 4); A;(n,,0) exhibits z-
strong concavity with respect to 77 (Assumption 5).

3.1 ZOO for Backpropagation

To reducing communication rounds, CE-VFAL reduces the
backward message size by employing ZOO (Details in Ap-
pendix B.1) within a cascading hybrid optimization strategy.
Z0O is applied only during the communication phase, while
the rest of the model uses First-Order (FO) gradients. We es-
timate gradients by sampling random perturbations and eval-
uating their impact with average random gradient estimation
(Avg-RandGradEst).

e o) = 2 5 [l + pug) — flan)] %,
i=1 .

&7

Q
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where t. is the layer number of c-th client, x; represents
the output embeddings of c-th client and p is the smoothing
parameter. The distribution P of u follows the multivariate

normal distribution N (0, I), and g is the number of sampling
times. Each §; is the loss difference derived from the original
and perturbed embeddings. Both server and clients synchro-
nize their random sequences by sharing a common random
seed at the start of training. According to (4), the server only
needs to communicate a set § = {6%,02,...,89} back to the
clients for the gradient estimization. In contrast, FO gradients
require transmitting partial derivatives for the entire embed-
ding. The size ||| = ¢ is significantly smaller than the size
of the partial derivatives, equal to ||z;_|| (thatis ||z;, || * B for
one batch).

Estimated gradient. ZOO is used to estimate gradients
rather than exact calculations, leading to an “Estimated Gra-
dient.” The estimation error due to the finite difference ap-
proximation is bounded with Lemma 1.

Lemma 1. Bound Zeroth-Order Error. For arbitrary f €
C}(R%), we have:

1) fu(x) is continuously differentiable, its gradient is L,,-
Lipschitz continuous with-L,, < L:

V(@)= Eu[V(2)],

where u is drawn from the uniform distribution over the unit
Euclidean sphere, f(x) = E(f(z + pu)) is the smooth ap-
proximation of f.
2) For any x € Ry, the following inequalities satisfy:
L2122
IV ue) = Vi@ < =55

Proof of this lemma is provided in [Liu et al., 2018; Gao et
al.,2018].

3.2 Compression for Forward Propagation

To further alleviate the communication load, we showcase the
compatibility of CE-VFAL with communication compression
techniques (Details in Appendix 1.6). Utilizing the ZOO
method, the size of the backward message is reduced to just g.
Thus, CE-VFAL substantially reduces the size of the forward-
transmitted messages by employing a uniform scale compres-
sor [Bennett, 1948] C'(-)s. In each communication round, the
clients transmit compressed embeddings, reducing the byte
size from 32 bits to 8 bits, to the server instead of the raw
messages.

Definition 2. Compression Error (forward message). Con-
sidering sample i, we can define the compression error of C¢:
€ c=12..,C, ie €. =Co(i,x,) — x;4,. Wedenote
the expected norm of the error from the client c at global it-
eration k as EF . = E||€¥ ||?, and EF = max, EF,. Since all
client operatiohs are synkhromzed the error from all clients
is ef = (eﬁl, ¥ s €i ). Then, the expected norm of the
error from all clients:

C
Ellef|l* = Bll(ef 1, ko, v ef )I” < D Ellel | < CE*.

Compression gradient. In the M -loop, a compression gra-
dient occurs when the output embeddings are compressed for
transmission, resulting in compression error (Assumption 2
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and 3, Definition 1). By ensuring the compression preserves
the essential gradient information, we show that these errors
are bounded and do not impede convergence in Lemma 1.

Lemma 2. Bound Compression Error. Under Assumption
3, 4, and Definition 2, the norm of the difference between
the loss function value with and without compression error is

bounded:
E”Vd)/ii(nv Y, 0) - VwAz‘(Tlﬂﬁ, 9)” < Hicgka

E||VoA;i(n,1,0) — Vo Ai(n, ¢, 0)|| < QAHZCE",
E||Va,, Ai(n,¢,0) — Va, Ai(n,%,0)|| < HFCE".

3.3 Lazy Propagation

VFAL enhances robustness but incurs significant communi-
cation costs due to the numerous rounds required for adver-
sarial sample generation. CE-VFAL employs the lazy propa-
gation principle, confining most forward and backward prop-
agation to the first network layer of client models during ad-
versarial updates. We ingeniously leverage lazy propagation,
originally designed to reduce computational costs, to mini-
mize the communication rounds, keeping most adversary up-
dates localized. Considering the VFL model as a dynamic
system according to (3), the key mathematical insight lies in
the computations can be constrained solely to the first layer
while updating adversaries, implemented using a slack vari-
able p (i.e. the delayed gradient at the first layer):

PP = Vg, (é(gé(fo(.«z;i +n§“"°)),yi)) AV (.q(:)(fo(xi +n§”’“))) ;

(5)
where gg represents the server model and the client ‘mod-
els excluding the first layer, and fo = {f1,0, f2.0,-.-, fc0}
represents the first layer of all C' client models with output
Xi,1 = {331‘,1,17331‘,2,17 cee 7%,0,1}-

For the objective function (3), the inner maximization
loop for adversary updating involves an M-loop, with each
iteration of the M-loop containing an /N-loop. In each M-
loop, the slack variable p is calculated by querying the entire
model. During the N-loop, the adversarial perturbation 7 is
updated using p and a gradient ascent step, while keeping the
network parameters O fixed. After M iterations, a single up-
date to © is performed in the outer minimization loop using
a gradient descent step.

Delayed gradient. This frozen slack variant introduces an
oracle error in adversary updating, resulting in a delayed gra-
dient. Given the strong concavity of 7 in the inner loop, we
define the gradient of the loss function concerning 7 with As-
sumption 5 and bound it with Lemma 2.

Lemma 2. Bound the gradient for . Under Assumption
1, Lemma 1, 3, at the ¢-th sample and k-th iteration, let ; ;_
be the output of c-th client and G’ = KT (Kt + t.(t. —

K22 4 t K2, ap < 77—, we define G = KG', o, <
-

%, the pseudo-partial derivative for 7 satisfies the following
nn

inequality 7; = argmin H@W& (™" i, 0;) ‘ then:
m=1,....M
n=1,..., N

p MN+1
E [V Ai s, 3,00 < | DX)LE, (1 - L)
n

2G? 2 1
— (N-1)?2(=
i Lnn( : (Z i 2Lm7>

L2 2 32
x 3<H§C€k+ “Td +K2>.

(6)

When calculating the gradient of 1, we also introduce ZOO
error and compression error. Therefore, we divide the gradi-
ent of 7 into two parts. The first part is the delayed gradient
calculated within the client. The second part is the gradient
which includes ZOO error and compression error, which is
generated during the transfer from the server to the client. Fi-
nally, we obtain the gradient of 7 using the chain rule.

3.4 Algorithm

The training scheme of CE-VFAL is outlined in Algorithm
1 and detailed further in Appendix 3. Each client computes
the embeddings of its local features, denoted as :vzlc’z, where
¢ denotes the selected sample. These embeddings are trans-
mitted to the server after compressing with C'(-)s. The server
receives embeddings from all clients and introduces random
disturbances to calculate perturbed embeddings and the loss
difference {5] .}7_,. Clients estimate gradients with ¢ and
then calculate the slack variable pi".. With pi", client parties
updates the adversarial sample N times (Line 10 in Algo-
rithm 1) using gradient ascent. After M times such updating,
the server party and client parties update the parameters, de-
noted as v and € respectively, using gradient descent. This
process iterates until convergence criteria are met.

3.5 Communication Efficiency of CE-VFAL

In analyzing the communication efficiency, we focus on com-
munication rounds and load which are shown in Table 1.

* Backward Communication Load: CE-VFAL lever-
ages the ZOO to drastically reduce the communication
load during the backward pass. Traditional FO-based
VFAL methods require transmitting |z;_| * B elements
from the server to the client for each backward propaga-
tion. In contrast, CE-VFAL reduces this load to ¢ ele-
ments, where ¢ represents the sampling times for mul-
tiple point estimations of ZOO method and is typically
much smaller than |z;_| * B.

¢ Forward Communication Load: During the forward
pass, CE-VFAL employs a compression technique de-
noted as C'(|z;, | * B)s, which reduces the byte size of
forward-transmitted messages from 32 bits to 8 bits.

* Number of Communication Iterations: By integrating
N communication-free iterations within each M com-
munication iteration, CE-VFAL significantly reduces
the total number of communication iterations required.
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Algorithm 1: CE-VFAL-M-N

Input: Learning rates az, a, ag; Perturbation p; Random
vector u from distribution P;
Output: Model parameters © = {01, 02,...,0c,9};
1 Initialization: Initialize parameters 61,02, . ..,0c,¥;
2 while not convergent do

3 Randomly select a sample x;;
4 form =11t0 M do
5 for each client c do
6 Compute embeddings x; ¢, and send C'(z;.+, )s
to server;
: V] i . VAR
7 while receiving loss dlﬁfererfces {0] .}=, do
8 Compute ZO gradient V., , Ii" (Eq. 4);
9 Compute slack variable p;* (Eq. 5);
10 forn =1t N do
1 L Update adversarial sample ;"'
12 Server receives x; ¢, and compute perturbations;
13 Server computes and sends loss differences
{ EYACHE
ifj=1>
14 for each client c do
15 L Update local model parameters 6.;
16 | Update server model parameters 1;
Methods Adyv. Upd. Iter. Comm. Load per Iter.
Comm. Comm-Free. Forward Backward
Clean_VFL - - (|t | * B)sa |zt | B
VFL_PGD-R R - (lzr | * B)aa |z [+ B
VFL _FreeAT-¢ € - (|t | * B)sa |zt | x B
VFL _FreeLB-m m — (|e,| * B)s2  |ze.|* B
CE-VFAL-M-N | M N C(|ze,| * B)s q

Table 1: Comparison on Communication rounds and load in one
batch with size B (red means the iterations with communication,
and blue means communication-free iterations)

4 Convergence Analysis

The convergence analysis of CE-VFAL presents unique the-
oretical challenges arising from the intricate interactions
among multiple sources of gradient approximations: (1) de-
layed gradients induced by lazy propagation mechanism, (2)
compression gradients stemming from embedding quantiza-
tion, and (3) estimated gradients resulting from zeroth-order
optimization. These approximations introduces two analyti-
cal challenges: precisely characterizing the complex interplay
among these various gradient approximations, and develop-
ing rigorous bounds that account for their cumulative effects
throughout the training process.

Theorem 1. Under Assumptions 1~4, let L, =
maX{L, Ldﬂ Lg, LT/”?? Lgn}, Ay = min {Oéd,, 049}, apnr =
max{aw,ag}, & = 1 + Lgays and &ZJ =1+ LszM.
Also, we denote (M, N) = 2ch? (N —1)° (% + 2le1> +

) L\ MN+L
D(X)L;, (1 - LM) ,n; = argmax, A;(n, 1, 0) and
A =R (n% 4% 6% — infi(R (n**,¢*, 6%)). If the con-
ditions satisfied: o, < 1/L,,, and ’;—1: < 00, the global true

gradient of CE-VFAL-M-N satisfies the following:
£ S0 E[IVR (05, 0%,6%) |2) < Ti + To + By + Ee + B

)
First-order optimization convergence term:
2A
L =— 8
1T oK (®)
Stochastic gradient descent term:
2L,02, (02 + o2
I2 _ M ( ) 9) ) (9)

Qo
Zeroth-order error term:

B, = 2 (3em&Lid® | 3n(MN)Lid%améy | 9n(MN)Lid%ané
z=H dom 2., 22 dam 22 :
(10)

Compression error term:

E, = €22 (26, H3C + 3¢ Q3 H3 G 2SN (9¢, 12 4 3¢,12))

(11)
Lazy propagation error term:
3an K2m(M, N

g, = S TOLN) (o 12 hsgr2). a)

Q2

The term_7; is typical for convergence of first-order op-
timization algorithms on smooth non-convex functions; The
term 7y is typical for stochastic gradient descent at fixed step
size; Terms E. are the errors during forward communication
due to compression; Term FE, is the errors due to ZOO; Term
E, is errors due to lazy propagation.

Corollary 1. If we choose ag and oy as O(ﬁ), 0=
O(é) &= O(ﬁ) I = (’)(%) we can derive the sub-

linear convergence rate:

K-1

1 wk ok k) ()2 1 N
(13)

By constraining multi-source approximate gradients, we
demonstrate the sublinear convergence rate O(ﬁ)

Remark 1. The term O(2%) reveals the optimal parameter
selection strategy: M should be set as large as the communi-
cation budget allows since w(M, N) decreases with respect
to M. Due to the convexity of m(M, N) in N, the optimal N
exists at the point where the partial derivative with respect to
N becomes positive—beyond this point, excessive N values
deteriorate robust accuracy. This dependence is empirically
validated through ablation experiments (Figure 3).

Proof Sketch. We begin by transforming the original min-
max optimization problem into a Hamiltonian system (Ap-
pendix A.4). The convergence analysis leverages three types
of approximate gradients: delayed gradient (Lemma 2), com-
pression gradient (Lemma 3), and estimated gradient (Lemma
1). We establish the global convergence by proving that the
loss function is L-smooth (Assumption 1). By combining the
results from M, N, and outer loop analyses, we demonstrate
that the model parameters converge asymptotically (Theorem
1). We provided detailed proof in Appendix 2.
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5 Experiments

We conducted a systematic suite of experiments to assess the
efficacy of our proposed framework. Due to space limita-
tions, experimental details are detailed in Appendix 4. The
source code for this project is available at the following URL:
https://workelaina.github.io/CE-VFAL/.

5.1 Experiment Setups

Datasets. We evaluate on public datasets including image
datasets MNIST [LeCun et al., 1998], FER [Barsoum et al.,
2016], CIFAR10 and CIFAR100 [Krizhevsky, 2009], and tab-
ular dataset Criteo [Tien et al., 2014]. To simulate the VFL
scenario, we allocated distinct features to each party based on
the described methodology in prior works [Luo ef al., 2021;
Qiu et al., 2022; Fu et al., 2022].

Training procedures. The number of parties is set to three,
comprising one server and two clients. The server’s model
consists of two linear layers, while the client models use
ResNet18 for MNIST and FER, ResNet34 for CIFAR10, and
MLP for Criteo. Throughout the communication process be-
tween the server and clients, the size of the message (i.e., the
embedding) for each sample is set to 128.

Baselines. We implemented various AT algorithms within
a standard VFL context as baselines, including VFL_PGD-
R [Madry et al., 2017], VFL_FreeAT-c¢ [Shafahi et al.,
20191, VFL_FreeLB-m [Zhu et al., 2019], and Clean_VFL
[Vepakomma et al., 2018], which represents a standard VFL
model without AT. To ensure a fair comparison with CE-
VFAL-M-N, we constrained the number of communications
conducted in a single adversarial sample generation not to ex-
ceed PGD’s setting, denoted as max{M, R,e,m} = R.

Adversarial attack. To substantiate robustness, we em-
ployed a suite of adversarial attack methods: FGSM is a fast
and non-iterative attack [Kurakin et al., 2016]; PGD R op-
erates by iteratively perturbing input data using gradients to
maximize the model’s loss [Madry er al., 2017]; CW incor-
porates a custom loss function to ensure minimal perturba-
tions while maintaining misclassification [Carlini and Wag-
ner, 2017]; AutoAttack (AA) combines various attack strate-
gies, enhancing the likelihood of evading detection and by-
passing defenses [Croce and Hein, 2020].

Robust Accuracy (%) |Comm. Cost

Methods ‘

|Clean FGSMPGD 40 CW_500 AA | (MB)

Clean_VFL (99.12 81:64 38.02 40.16 33.68| 117.24
VFL_PGD-40 (95.31 87.58 80.01 92.02 89.80| 4804.72
VFL_FreeAT-8 [95.04 85.79 74.54 88.34 88.76| 937.53
VFL FreeLB-40(97.68 82.78 53.63 88.16 85.57| 4687.59
CE-VFAL-5-10(97.87 90.01 79.68 91.23 93.02| 73.62

Table 2: Results of MNIST Robust Training.

5.2 Main Results on Various Datasets

Our proposed CE-VFAL consistently delivers strong robust-
ness with substantially lower communication cost across
datasets. On MNIST (Table 2), it achieves leading

Robust Accuracy (%) |Comm. Cost

Methods ‘

|Clean FGSMPGD 40CW_100 AA| (MB)

Clean_VFL |74.66 48.08 10.31 28.12 36.20| 56.14
VFL_PGD-40 [65.77 62.83 64.42 6543 63.38] 2299.40
VFL _FreeAT-8 [68.96 64.93 5532 60.56 67.11] 448.61
VFL _FreeLB-40(69.27 47.09 12.28 26.91 42.45| 224294
CE-VFAL-5-10|73.65 68.75 57.84 66.23 70.49| 35.55

Table 3: Results of FER Robust Training.

Robust Accuracy (%) |Comm. Cost

Methods ‘

|Clean FGSMPGD 20CW_100 AA | (MB)
Clean_VFL [84.03 53.32 37.13 10.95 76.45 97.74
VFL_PGD-10 |83.42 59.08 39.52 57.25 77.98] 1074.22
VFL _FreeAT-8 [79.58 63.63 44.71 57.13 78.29| 781.34
VFL _FreeLB-10/78.92 52.09 33.65 53.67 73.09| 976.66
CE-VFAL-5-3 [83.56 63.69 40.27 = 64.93 78.51] 61.46
Table 4: Results of CIFAR10 Robust Training.
Robust Accuracy (%) Comm.
Methods Clean FGSM PGD40 AA | (MB)
Clean_VFL 76.24 3.09 39.13 33.72 277.71
VFL_PGD-40 76.03 23.54 73.91 71.32 | 11386.11
VFL _FreeAT-8 73.74 1.33 20.23 16.21 2221.68
VFL_FreeLLB-40 | 76.23 3.20 39.73 3427 | 11108.40
CE-VFAL-5-10 74.72 70.69 74.29 73.36 174.14

Table 5: Results of Criteo Robust Training.

clean/robust accuracy with only ~1/65 of VFL_PGD’s com-
munication. On FER (Table 3), CE-VFAL maintains ro-
bust performance under multiple attacks while incurring
minimal overhead. On CIFARI10 (Table 4), it offers the
best overall trade-off, reducing communication to 5.7% of
VFL_PGD. On Criteo (Table 5), CE-VFAL-5-10 matches
clean accuracy while significantly improving robustness,
whereas VFL_PGD-40 requires ~65x higher communication
for comparable robustness.

Evaluation on Training Time. Figure 2 demonstrates that
CE-VFAL-5-3 achieves 80% accuracy within 5,000 seconds,
converging 6-8 times faster than baselines, while maintaining
a superior balance between efficiency and robustness.

5.3 Ablation Study

The dependence on M and N. We conducted extensive
experiments on the MNIST dataset to explore the dependence
on parameters M and N. Figure 3 illustrate the change in
accuracy with a fixed M = 3,5, 8, 10, respectively, while
varying N. It is evident that performance rapidly degrades
with increasing N beyond a certain threshold, as predicted
by Corollary 1. This observation highlights the sensitivity of
the model’s performance to N, emphasizing the importance
of optimizing N to maintain high accuracy.

Effect of ZOO Parameters. Table 6 investigates how sam-
pling times (q) in ZOO affect model robustness and commu-
nication overhead. While ZOO consistently achieves lower
communication costs than first-order methods, increasing q
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VFL_PGD-10
VFL_FreeAT-8
VFL_FreelLB-10

50 1

Para. | Clean PGD-40 CW-100 | Comm. Cost (MB)
1 11.43 11.35 8.63 9.54
2 97.43 86.80 95.68 18.70
4 97.39 81.79 96.11 37.01
8 97.45 76.48 96.26 73.63
16 | 97.45 78.32 96.09 146.87
32 | 9778  78.63 96.54 293.32

Table 7: Ablation study on compression parameters.
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ferent client configurations, exhibiting consistent robustness
against various attacks while scaling effectively.

Figure 2: CIFAR10 Acc-Time.
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Training Methods oo FGoNT PGDA0 AR (MB)
with 5 clients
Clean_VFL 7623 4.10 5129  47.77 694.27
VFL_PGD-40 76.08  20.45 74.13 71.25 | 28465.27
VFL _FreeAT-8 74.60  2.72 19.86 17.47 5554.20
VFL FreeLB-40 | 76.23  4.19 51.82  48.34 | 27771.00
CE-VFAL-5-10 | 74.81 70.00 7421 73.13 434.50
with 8 clients
Clean_VFL 76.16 12.84 61.96  62.32 1110.84
VFL _PGD-40 75.95 31.89 74.09  71.57 | 4554443
VFL Free AT-8 75.12.  6.06 3396 3245 8886.72
VFL FreeLB-40 | 76.14  8.57 56.67  56.19 | 44433.59
CE-VFAL-5-10 | 74.82 71.00 7429  73.20 694.85
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Figure 3: Results with fixed M and varying V.

substantially improves robustness across different attacks.
Although ZOO with maximum sampling falls slightly short
of first-order performance on some attacks, it achieves'com-
parable clean accuracy and even superior performance on cer-
tain attacks with lower communication overhead.

q Clean PGD-40 CW-100 | Comm. Cost (MB)
20 | 98.22 73.32 96.78 73.63
100 | 99.05 78.43 98.06 75.07
500 | 99.13 79.95 98.72 82.22
FO | 99.28 91.57 98.40 366.25

Effect of Compression Parameters.

Table 6: Ablation study on ZOO Parameters.

We investigate the

Table 8: Comparison on Criteo with 5 and 8 clients.

Experiments on different perturbation budgets (¢). To
evaluate robustness against varying attack intensities, we con-
ducted ablation experiments with different perturbation bud-
gets (e). Table 9 shows that as perturbation budgets increase,
all models experience declining defensive capabilities. CE-
VFAL shows remarkable stability across all perturbation lev-
els, maintaining consistently robustness even under strong at-
tacks while others show substantial degradation.

—02
Methods =0

e=0.5

e=0.8

FGSM PGD-40 AA

FGSM PGD-40 AA

FGSM PGD-40 AA

Clean_VFL
VFL_PGD-40
VFL _FreeAT-8
VFL_FreeLB-40

60.13
67.95
50.97
60.45

72.56
75.13
68.03
72.60

70.74
71.32]
64.75
70.79

24.03
48.19
14.88
24.58

63.94
73.98
52.45
64.16

65.16
71.32
53.00,
65.44

5.38
28.47

242

5.52

47.35
73.94
28.60
47.93

43.51
71.32
27.56
43.97

CE-VFAL-5-10

74.03

74.58

73.34

72.91

74.41

73.34

71.31

74.32

73.34

Table 9: Comparison with different perturbation budgets e.

impact of compression by evaluating different compression
rates on forward messages. Table 7 reveals an interesting
trade-off between compression rate, model robustness, and
communication efficiency. Moderate compression achieves
comparable clean accuracy to the uncompressed baseline
while demonstrating superior robustness and significantly re-
ducing communication costs. However, extreme compression
severely degrades model performance across all metrics.

Experiments on different clients. To evaluate CE-VFAL’s
scalability across different federation scales, we conducted
experiments on the Criteo dataset with varying client num-
bers. Table 8 demonstrates that CE-VFAL maintains superior
performance and low communication overhead across dif-

6 Conclusions

This paper presents CE-VFAL, a novel framework that sig-
nificantly enhances the robustness of VFL models while
maintaining high communication efficiency. By integrating
the lazy propagation principle, ZOO, and compression tech-
niques, CE-VFAL achieves a substantial reduction in the fre-
quency and load of client-server interactions. Our theoreti-
cal analysis provides the first convergence proof for a VFAL
framework, highlighting the sublinear convergence rate and
robustness against adversarial attacks. Extensive experiments
demonstrate CE-VFAL’s superior performance in balancing
communication costs with SOTA robustness.
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