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Abstract

Graph Neural Networks (GNNs) are vulnerable to
backdoor attacks, where adversaries implant ma-
licious triggers to manipulate model predictions.
Existing trigger generators are often simplistic in
structure and overly reliant on specific features,
confining them to a single graph learning paradigm,
such as graph supervised learning, graph con-
trastive learning, or graph prompt learning. Such
paradigm-specific designs lead to poor transfer-
ability across different learning frameworks, lim-
iting attack success rates in general testing sce-
narios. To bridge this gap, we propose Cross-
Paradigm Graph Backdoor Attacks with Prompt-
able Subgraph Triggers (CP-GBA), which employs
Graph Prompt Learning (GPL) to synthesize trans-
ferable subgraph triggers. Specifically, we first
distill a compact yet expressive trigger set into a
queryable repository, jointly optimizing for class-
awareness, feature richness, and structural fidelity.
Furthermore, we pioneer the theoretical exploration
of GPL transferability under prompt-based objec-
tives, ensuring robust generalization to diverse and
unseen test-time paradigms. Extensive experiments
across multiple real-world datasets and defense
scenarios show that CP-GBA achieves state-of-the-
art attack success rates. ‘Code is available at https:
//github.com/novdream/CP-GBA.

1 Introduction

GNNs have been widely applied to analyze various types
of graph-structured data in real-world applications, includ-
ing social networks, molecular graphs, and financial sys-
tems [Weber et al., 2019; Fan et al., 2019; Cheng et al., 2020;
Bongini et al., 2021]. Their success is largely attributed
to the message-passing mechanism [Xu et al., 20191, where
nodes iteratively aggregate information from their neighbors.
This process results in node representations that preserve both
local structural properties and node attributes. Therefore,
through Graph Supervised Learning (GSL), GNNs can be

*# Corresponding Authors

Visable @ ¥
A &

Backdoor GNN
Model User

Aftacker  Poison Graph

Visable

-9 &
&
Attacker Poison Graph User Backdoor GNN

Model

Figure 1: Top: Model poisoning, where the attacker distributes a
pre-trained backdoored model. Bottom: Data poisoning, where the
victim trains a model using attacker-provided poisoned data.

applied to various supervised tasks, including node classifi-
cation, link prediction, and graph classification [Hamilton et
al., 2017; Velickovic et al., 2017; Zhang and Chen, 2018;
Zhang et al., 2018; Jiang et al., 2019]. However, GSL heav-
ily relies on large amounts of labeled data for downstream
tasks, which is often expensive and labor-intensive. To mit-
igate the label dependence of traditional supervised learn-
ing, Graph Contrastive Learning (GCL) [Zhu er al., 2020;
Wu et al., 2024] extracts supervision from distinct augmented
views, whereas Graph Prompt Learning (GPL) [Sun et al.,
2022; Liu et al., 2023; Sun et al., 2023a; Jiang et al., 2024]
bridges pre-trained models to specific tasks via prompts.
These paradigms enable efficient training with minimal data
and improve the cross-domain learning capabilities of GNNs,
making them ideal for scenarios with scarce labeled data.
Although GNNs have achieved remarkable performance
across various applications and diverse graph structures, prior
research [Zhang et al., 2023; Dai et al., 2023; Zhang et al.,
2024a; Lyu et al., 2024; Lin et al., 2024; Zhang et al., 2024b;
Li et al., 2024] has revealed that GNNs trained under differ-
ent learning paradigms are vulnerable to backdoor attacks.
For GSL, UGBA [Dai et al., 2023] proposes a similarity
loss to reduce the inconsistent similarity between triggers
and attacked nodes, thereby improving trigger stealthiness.
DPGBA [Zhang et al., 2024a] further improves attack ef-
fectiveness by employing an adversarial network to address
the out-of-distribution (OOD) issue of trigger representations.
For GCL, GCBA [Zhang et al., 2023] is designed to implant
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Paradigm Model Clean GTA UGBA DPGBA

GSL GCN 85.1 88.8|85.1 93.1]85.1 92.3|85.0
GSL GAT 84.9 88.1|84.9 92.5|85.2 92.6|85.1
GCL GRACE 72.1 31.5]622 609|652 2.3]|67.4

GPL GraphPrompt 43.3 21.3|37.7 38.2|42.6 19.6|425

Table 1: Results of existing graph backdoor attacks trained by GSL-
based GCN model on Pubmed in diferent attack scenarios(Attack
Success Rate (%) | Clean Accuracy (%))

backdoors during the contrastive learning phase, showing that
attacks can succeed even with limited label information. For
GPL, CrossBA [Lyu et al., 2024] employs a hinge loss ap-
proach to maximize the similarity between the trigger and
target node representations, while minimizing their similar-
ity with clean node representations. This attack strategy opti-
mizes both the triggers and GNNs, making the backdoor ef-
fective for downstream cross-task applications. TGPA [Lin et
al., 2024] further improves the attack success rate by optimiz-
ing triggers and task headers within a bi-level optimization
framework under the assumption of a frozen GNN encoder.

Despite notable progress in cross-domain and cross-task
backdoor capabilities, most prior works still focus on the
model poisoning scenario in Fig. 1 and attack a single learn-
ing paradigm, lacking transferability to different attack sce-
narios. For example, in social network scenarios, attackers
can only poison the social network data by creating virtual
users (the triggers). Subsequently, legitimate users crawl this
public social network data to locally train backdoor mod-
els, which are designed to learn user representation embed-
dings for downstream tasks like recommendation systems.
However, a critical gap arises when the victim’s training
paradigm differs from the attacker’s surrogate Diverse learn-
ing paradigms induce distinct feature representations and dis-
tributions [Xu, 20201, causing severe inconsistencies in the
trigger feature space that diminish attack effectiveness. More-
over, the trigger generators trained for graph backdoor attacks
often have simple architectures and rely on node-specific fea-
tures, limiting their ability to generate triggers with structure-
aware diversity and feature richness. As a result, they strug-
gle to maintain transferability and effectiveness across diverse
learning paradigms. In Tab. 1, we validate the failure of back-
door attacks across learning paradigms on Pubmed dataset.

Therefore, in this paper, we study the novel and criti-
cal problem of designing transferable graph backdoor at-
tacks across multiple learning paradigms in node classifi-
cation tasks. The challenges in developing such an attack
mainly involve two key aspects: (i) How to ensure trigger
generalization across models trained with different learning
paradigms? (ii) How to design triggers that effectively cap-
ture the intrinsic structure and prior knowledge of the data?
Inspired by recent researches on GPL [Sun er al., 2022;
Sun et al., 2023a; Wang et al., 2024], we propose Cross-
Paradigm Graph Backdoor Attacks with Promptable Sub-
graph Triggers (CP-GBA), a novel approach designed to im-
prove the transferability of graph backdoor attacks across dif-
ferent graph learning paradigms. Our approach first con-
structs a set of condensed subgraph triggers to increase trig-
ger diversity and maintain in-distribution structural proper-

ties, as discussed in Sec. 4.1. To ensure transferability across
learning paradigms, we further employ GPL to train triggers,
utilizing its theoretical transferability detailed in Sec. 4.2.
Through these steps, CP-GBA enables effective manipulation
of node classifications in graph backdoor attacks. Extensive
experiments confirm that our method consistently achieves
superior attack efficacy across diverse datasets and learning
paradigms, even in the presence of advanced defense mecha-
nisms. In summary, our contributions are:

* Problem: We address a novel backdoor attack problem:
generalizing attacks across graph learning paradigms.

e Method: To the best of our knowledge, we are the first
to exploit GPL for training backdoor triggers through both
theoretical analysis and extensive experiments.

* Results: Extensive experiments on different real-world
datasets with various defense strategies show that CP-GBA
outperforms SOTA graph backdoor attack methods.

2 Related Work

2.1 GNNs on Node Classification

GNN Architectures. GNNs have emerged as a powerful
tool for node classification by using information propagation
among nodes. Early foundational works like GCN [Kipf and
Welling, 2016] utilize localized spectral convolutions to ag-
gregate neighborhood information. To capture more complex
dependencies, attention-based models such as GAT [Velick-
ovic et al., 2017] and GraphTransformer [Yun et al., 2019]
are introduced, allowing nodes to assign learnable importance
weights to neighbors. Addressing scalability in large graphs,
GraphSAGE [Hamilton et al., 2017] enables efficient induc-
tive learning by neighbor sampling and aggregation.

Graph Learning Paradigms. Beyond architectures, diverse
training paradigms have evolved to address data constraints
and generalization. For GSL [Kipf and Welling, 2016], the
model is directly optimized through supervised loss func-
tions using high-quality labeled data, achieving success in
tasks such as node classification, link prediction, and graph
classification. For GCL [You et al., 2020], to overcome the
challenge of scarce labeled data, models aim to learn robust
representations by maximizing the agreement between differ-
ent augmented views of the same graph without supervision.
GraphCL [You et al., 2020] uses random graph augmenta-
tions to generate multiple views and learns node embeddings
by contrasting positive and negative pairs via the InfoNCE
loss. CCA-SSG [Zhang er al., 2021a] further refines the loss
function using canonical correlation analysis. For GPL [Sun
et al., 2022], to enhance cross-domain generalization under
data scarcity, models adopt a “pre-training, prompt-tuning”
strategy [Yu et al., 2024] to adapt pre-trained GNNs to down-
stream tasks. GPF [Jiang et al., 2024] and GraphPrompt [Liu
et al., 2023] utilize prompt-as-tokens by appending learnable
vectors to input features or latent spaces, respectively. All-
in-one [Sun et al., 2023a] employs prompt-as-graphs by in-
jecting a learnable subgraph structure where tokens connect
to original nodes to unify diverse tasks.
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2.2 Backdoor Attacks on GNN

Backdoor attacks against GNNs [Yang et al., 2025; Ding et
al., 2025] typically involve injecting malicious triggers into
the training graph and associating them with a predetermined
target label. As a result, when GNNs trained on the back-
doored graph encounter test samples containing these trig-
gers, they produce attacker-desired predictions. These attacks
can be categorized based on learning paradigms. In GSL-
based backdoor attacks, Zhang et al. [Zhang er al., 2021b]
propose to inject universal triggers into training samples via
a subgraph-based approach with limited attack success rate.
Building on this, Xi et al. [Xi et al., 2021] introduce a tech-
nique for generating adaptive triggers, customizing perturba-
tions for individual samples to improve attack effectiveness.
Dai ef al. [Dai et al., 2023] propose a poisoned node algo-
rithm to maximize the attack budget and includes an adap-
tive trigger generator to produce triggers with high cosine
similarity to the target node. Zhang et al. [Zhang et al.,
2024a] further consider the OOD problem in triggers and em-
ploys a GAN loss to generate in-distribution backdoor trig-
gers. For GCL-based backdoor attacks, Zhang ef al. [Zhang
et al., 2023] are the first to systematically investigate attacks
across different contrastive learning stages, validating their
efficacy. For GPL-based backdoor attacks, Lyu et al. [Lyu et
al., 2024] propose a cross-context attack that uses a prompt-
based mechanism to optimize the trigger graph and poison
the pretrained GNN. Lin et al. [Lin et al., 2024] propose a
finetuning-resistant graph prompt poisoning method without
poisoning the pretrained GNN.

However, existing methods focus on the intra-paradigm
setting, where the surrogate model and the backdoored model
belong to the same learning paradigm, resulting in attacker
that are highly dependent on that specific paradigm. In con-
trast, our CP-GBA is characterized by two key aspects: (i)
we tackle a new problem: transferring triggers across differ-
ent paradigms under a realistic threat model, where attack-
ers possess minimal prior knowledge and are unaware of the
downstream learning paradigm. (ii) we are the first to investi-
gate training a set of condensed subgraph triggers with GPL,
improving their generalization and transferability.

3 Preliminary

3.1 Notaions

We represent a graph as G = (V,A,X), where V =
{v1,...,un} is the node set, X € RV*9 is the node fea-
ture with d as the feature dimension, and /N as the number
of nodes. The adjacency matrix A € {0, 1} indicates
node connectivity, where A;; = 1 is an edge between nodes
v; and v;, and A;; = 0 otherwise. In this paper, we focus on
the semi-supervised node classification in an inductive set-
ting. Specifically, the graph G is divided into two disjoint
subgraphs: the labeled graph Gy, and the unlabeled graph Gy,
with Vg, N Vy = (). The labeled graph Gy, is then split into
three disjoint subsets: the labeled training graph G, the val-
idation graph Gy, and the testing graph Gr.. We denote
Grr = Gy UGr as the training graph for model optimization,
while Gy, and G are used for validation and testing.

3.2 Threat Model

Attacker’s Goal. The attacker aims to poison the training
graph by injecting backdoor triggers into a small set of nodes
and assigning them a predefined target class label. The GNN
trained on this poisoned graph will then associate the trig-
ger with the target class. As a result, it misclassifies trigger-
injected nodes at test time while maintaining normal perfor-
mance on clean nodes.

Attacker’s Knowledge and Capability. Following prior stud-
ies [Zhang er al., 2024al, we focus on gray-box backdoor at-
tacks targeting node classification tasks. In a gray-box sce-
nario, attackers have access to a small part of training data,
including node attributes, graph structure, and label informa-
tion, but do not know the specific architecture or parameters
of the target model. In our work, the architecture includes
both the GNN structure and the learning paradigm. Within a
predefined budget, the attacker can inject triggers and assign
target labels to nodes in the training graph.

3.3 Problem Formulation

Our preliminary analysis in Tab. 1 verifies that current attack
strategies are ineffective for models under different learn-
ing paradigms.. To overcome these limitations, we propose
a novel transferable graph prompt attack trained with GPL.

We first construct a condensed subgraph trigger pool (7)
with diverse structural and feature patterns. Inspired by GPL,
we adopt its mechanism to optimize the backdoor triggers,
thereby improving their transferability. We denote & as the
process of injecting prompts p € P, where P includes both
token-based and subgraph-based prompts. We define a;(-)
as the operation of selecting and attaching a trigger from the
trigger pool 7. Moreover, fy(G?) denotes the embedding of
the local subgraph centered at node v; using the pre-trained
GNN model fy, followed by node-level classification via the
classifier f.(-). Given a clean attributed graph G = (V, A, X),
let Vr, denote the set of labeled nodes used for training with
clean labels. Let Vp C Vy be the set of poisoned nodes to
which triggers are attached and the target label y; is assigned.
The optimization of backdoor triggers under the GPL setting
can be formulated as:

I{olin Z l(f('(fe(af(g; @pv T)))7yt)’

v, EVp
s.4.0;,p" = arg min ij H(fe (fo (97 ®9)) i) (1
v; €V,
+ > UW(fefolae (G @pT))) we)» VRl <A,
v, EVp

where [(-) is the cross-entropy loss and 6 represents the pa-
rameters of the subgraph trigger set 7. In the constraint, the
number of poisoned nodes |Vp| is bounded by A,,.

4 Methodology

In this section, we detail our method, which optimizes Eq. (1)
to conduct transferable graph backdoor attacks, as illustrated
in Fig. 2. Our method consists of a set of condensed sub-
graph triggers T, graph prompts P for GPL training, a frozen
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Figure 2: The overall framework of CP-GBA, comprising three phases. (a) Trigger Construction: Representative subgraphs are identified
via K-means clustering on the embeddings of target-class subgraphs to initialize the condensed trigger set 7. (b) Transferable Optimization:
Triggers from 7 are injected into target nodes based on similarity, followed by joint optimization with graph prompts P. (c) Inference: The
transferability of the optimized backdoor triggers is evaluated across diverse learning paradigms.

GNN encoder fy, and a surrogate node classifier f.. Ini-
tially, we sample N subgraphs, each containing n nodes and
centered on a node with the target class y;, from the origi-
nal graph Gr, and select representative ones via clustering
to form the initial condensed trigger set 7. With the frozen
encoder fy and trainable classifier f., we perform transfer-
able GPL-based optimization to jointly train 7 and P. This
ensures the robust generalization of 7 across diverse GNN
architectures and learning paradigms.

4.1 The Set of Condensed Subgraph Triggers

As discussed in Sec. 1, existing adaptive trigger genera-
tors typically adopt shallow architectures and rely heavily on
node-specific features, limiting their ability to generate trig-
gers with structural diversity and rich feature representations.
To overcome this limitation, we construct a set of condensed
subgraph triggers T to effectively execute transferable back-
door attacks across different learning paradigms. Initially, we
train a clean two-layer GCN encoder, denoted as fy,, on the
training graph Gy to obtain node representations, which is
formulated as:

hi = fo.(Gy), )

0: = argmin Y l(softmax (W-ﬁi+b),yi), 3)

c

where W denotes the trainable matrix for classification, and
b is the bias term. The GCN encoder fy_ is parameterized
by 6., and I(-) is the cross-entropy loss. Here, h; repre-
sents the embedding of node v;, and y; is its ground-truth
label. The nodes of V; with the target label y, are se-
lected as central nodes. We then employ a Breadth-First
Search (BFS) algorithm to sample N subgraphs, each with

n nodes as defined by the trigger size. We compute rep-
resentations for these N sampled subgraphs using the en-
coder fp, trained in Eq. (3). We then apply K-means cluster-
ing to these representations to select the K most representa-
tive subgraphs, which initialize 7 = {¢1,to,...,tx }, where

= (X!, A%) denotes the i-th trigger. This approach equips
T with category-aware, feature-rich, and structure-preserving
triggers, improving both diversity and stealthiness.

4.2 Enhancing Trigger Transferability

To promote model-agnostic triggers, we not only construct 7
but also employ GPL to improve trigger generalization. To
further improve both the effectiveness and stealthiness of the
attack, we adopt a bi-level optimization strategy. In the inner
loop, we optimize the surrogate classifier f. and prompts P
with frozen GNN encoder fy and trigger set 7. The outer
loop freezes both f. and P, while updating the trigger set 7.
Select and Inject Strategy. Due to the limitations of adap-
tive trigger generators that rely on poisoned node features,
we adopt the strategy described in Sec. 4.1 to select the best-
matching trigger from the condensed set 7 and inject it into
the poisoned node. Unlike UGBA, which generates sample-
specific triggers, our method employs a rule-based trigger se-
lection and injection strategy.

>

th

“4)

score; =

Hht” Hh 2"

where n denotes the number of nodes in a trigger, ¢; is the
i-th trigger in T, and h, is the representation of the poisoned
node. Each h; is the representation of the ¢-th node in trigger
t;. The trigger with the highest similarity score is selected for
backdoor injection, denoted by the selection function a.(-).
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Inner Loop. Before optimization, we randomly select a sub-
set of unlabeled nodes from Vy;, attach triggers with the target
label y;, and denote this poisoned set as Vp. Under the em-
pirical risk minimization setting, we fix the trigger set 7 and
the encoder fy, and train the graph prompts P along with the
surrogate classifier f. by minimizing the loss in Eq. (5) on the
poisoned graph.

mén Ly(0c,p,07) = Z

p;
¢ v €V

+ Z f(’ f9 a gp@va)))7yt)7

v;€EVp

L(fe (fo (Grr © D)) vi)
8

where 6. and 67 denote the parameters of the surrogate clas-
sifier and the condensed subgraph trigger set 7, respectively.
Gt is the clean subgraph centered at node v; with ground-
truth label y;, and y; is the target label specified by the at-
tacker. G% @ p represents the prompted graph. The function
a(+) selects the trigger from 7 based on the Eq. (4).

Outer Loop. The set of condensed subgraph triggers 7 is
then optimized to mislead the surrogate classifier f., such that
the frozen GNN encoder fy produces embeddings for nodes
in Vy that are classified as the target label y, when attached
with a selected trigger and prompted with p. Formally, the
objective is defined as:

‘CT'rans = Z l (fc (f9 (at (g}:’ @paT))) ayt) ; (6)

v, EVy

Through Eq. (6), the trigger set 7 inherits both category-
specific knowledge and transferability similar to that of
prompts. Although 7 is sampled from the original graph and
condensed via Eq. (4), preserving structural consistency and
improving stealthiness, it remains crucial to model both the
connections between trigger and target nodes, and the inter-
nal connectivity among trigger nodes. To address this, we
define a stealthiness loss:

ESte = Z Z max <057—sim - Xij) y

P EABERE
@)

where &/ denotes the set of edges between the injected trigger
nodes and node v;, Tsipm, 18 a similarity threshold, and x;, X,
are the feature vectors of nodes v; and vy,.

The loss L, in Eq. (5) optimizes the surrogate classifier
fe to classify clean nodes correctly while also predicting y;
for poisoned nodes. Meanwhile, Ly, in Eq. (6) improves
the transferability of the trigger set 7, and Lg, in Eq. (7)
improves its stealthiness. The final bi-level optimization ob-
jective can be formulated as:

H(}in Et(GZap*a 07-) = LTrans + )\EStea (8)

s.t. 9:7]9* = arg gligﬁp(QCapa 0T)a

where ) is a trade-off coefficient that balances transferability
and stealthiness.

4.3 Why It Works

In this section, we explore the transferability of CP-GBA
from the theoretical aspect of GPL.

Theorem 1. In node-level, the model GNN f, which is
trained with a large amount of high-quality data, has the abil-
ity to map any node in graph G;, known or unknown, to all
feature spaces surjectively (i.e, f : G; — RY, where d is the
class number dimension.).

Theorem 2. Let fy be a GNN model trained on upstream
datasets D,, with frozen parameters (0); let Ty,, be the
downstream task and C' is an optimal function to Tj,,,. Given
any graph G,yi, C(Gori) denotes the optimal embedding vector
to the downstream task (i.e., can be parsed to yield correct re-
sults for G,,; in the downstream task), then there always exists
a bridge graph Gy,; such that fo(Gpi) = C(Gori).

Definition of the bridge graph:
Gbri 2 Gom' ® T (9)

Given a pre-trained model f, the downstream graph G,; aug-

mented with prompt p yields the output representation h =
f(Gori ® p). Unlike prior backdoor attacks [Dai et al., 2023;
Lyu ef al., 2024], our framework leverages the surjective
mapping property of the pre-trained model f (Theorem 1),
ensuring access to the continuous feature space R?. Further-
more, Theorem 2 guarantees the existence of a bridge graph
that elicits optimal downstream representations via prompt
augmentation. Building on these guarantees, GPL-based
optimization enables the trigger to function as a learnable
approximation of this theoretical bridge graph. By dy-
namically adapting the trigger to minimize the prompt-tuning
loss, our method effectively aligns the poisoned graph with
the optimal bridge structure. This alignment empowers the
trigger to inherit the intrinsic transferability of prompts, en-
suring robust generalization across diverse downstream tasks,
architectures, and learning paradigms.

S Experiments

5.1 Experimental Settings

Datasets. To evaluate the effectiveness of CP-GBA, we con-
duct experiments on four widely used real-world datasets,
i.e., Cora, Pubmed, Facebook and OGB-arxiv [Sen et al.,
2008; Hu et al., 2020; Rozemberczki et al., 2021], which
serve as standard benchmarks for inductive semi-supervised
node classification. The dataset statistics are summarized in
Tab. 3. s Compared Methods. Following a similar set-
ting to DPGBA [Zhang et al., 2024a], we compare CP-GBA
with four representative graph backdoor attack methods, in-
cluding SBA [Zhang et al., 2021b], GTA [Xi et al., 2021],
UGBA [Dai et al., 2023], and DPGBA [Zhang et al., 2024al.
To assess the stealthiness of CP-GBA, we employ three rep-
resentative defenses, Prune [Dai et al., 2023], OD [Zhang et
al., 2024a], and RIGBD [Zhang et al., 2025], which detect
backdoors based on attribute similarity, distribution anoma-
lies, and random edge dropping, respectively. All hyperpa-
rameters are selected based on validation performance.

Backbone GNN Models and Learning Methods. Follow-
ing the taxonomy in [Sun et al., 2023b; Ju et al., 2024], we
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Dataset | Defense | SBA \ GTA \ UGBA \ DPGBA \ CP-GBA
\ | ACC(AD) | ASR | ACC(AD) | ASR | ACC(AD) | ASR | ACC(AD) | ASR | ACC(AD) | ASR
None | 0.57(+0.04) 0.50 | 0.57(+0.04) 050 | 0.59(+0.02) 0.63 | 0.60(+0.01) 044 | 0.64(-0.03)  0.96
Cora Prune | 0.58(+0.03) 041 | 0.57(+0.04) 039 | 0.60(+0.01) 047 | 0.57(+0.04) 048 | 0.64(-0.03) 0.96
oD 0.58(+0.03) 039 | 0.57(+0.04) 038 | 0.58(+0.03) 047 | 0.58(+0.03) 049 | 0.64(-0.03) 096
RIGBD | 0.58(+0.03) 0.17 | 0.57(+0.04) 020 | 0.59(+0.02) 021 | 0.58(+0.03) 022 | 0.64(-0.03)  0.89
None | 0.46(+0.25) 0.62 | 0.49(+0.22) 068 | 0.73(+0.02) 070 | 0.72(+0.03) 0.67 | 0.71(+0.04)  0.96
Pubmed Prune | 0.44(+027) 035 | 045(+0.26) 039 | 0.72(:0.01)  0.63 | 0.73(:0.02)  0.68 | 0.71(+0.00)  0.97
oD 0.45(+0.26) 039 | 046(+0.25) 036 | 0.72(:0.01) 0.69 | 0.72¢:0.01) 0.67 | 0.71(+0.00) 0.96
RIGBD | 044(+0.27) 022 | 045(0.26) 024 | 0.72(:0.01) 039 | 0.72(-0.01) 045 | 0.71(+0.00)  0.90
None | 0.70¢-0.02) 022 | 0.67(+0.01) 041 | 0.67(+0.01) 0.65 | 0.66(+0.02) 0.48 | 0.68(+0.00) 0.94
Facebook Prune | 0.68(+0.00) 0.2 | 0.68(+0.00) 023 | 0.68(+0.00) 0.77 | 0.68(-0.03) 0.51 | 0.67(+0.01)  0.95
oD 0.68(+0.00) 020 | 0.69(:0.01) 037 | 0.69(:0.01) 0.73 | 0.68(+0.00) 0.53 | 0.67(+0.01) 0.5
RIGBD | 0.67(+0.01) 0.17 | 0.68(+0.00) 026 | 0.68(+0.00) 047 | 0.67(+0.01) 039 | 0.67(+0.01) 0.8
None | 0.44(+0.03) 0.19 | 045(+0.02) 024 | 0.46(+0.01) 070 | 0.48(-0.01) 073 | 0.48(-0.01) 0.2
OGB.ariy | Prune | 046(+0.01) 0.8 | 046(+0.01) 020 | 046(+0.01)  0.66 | 0.47(+0.00) ~ 0.69+| 0.48(-0.01) 091
oD 0.46(+0.01)  0.16 | 046(+0.01) 0.19 | 0.46(+0.01) 0.55 | 047(+0.00) 0.66. | 0.48(-0.01)  0.91
RIGBD | 045(+0.02) 0.15 | 0.45(+0.02) 0.17 | 047(+0.00) 0.42 | 0.48(-0.01) ~0.60 | 0.48(-0.01) 091

Table 2: Graph backdoor attack results (ACC(AD) | ASR) under different attack scenarios. The top two performances are highlighted.

Datasets Nodes Edges Features Classes
Cora 2,708 5,429 1,443 7
Pubmed 19,717 44,338 500 3
Facebook 22,470 342,004 128 4
OGB-arxiv 169,343 1,166,243 128 40

Table 3: Dataset statistics

evaluate CP-GBA across three learning paradigms: GSL, in-
cluding standard (GAT [Velickovic er al., 2017], GCN [Kipf
and Welling, 2016], GraphSAGE [Hamilton et al., 20171,
GT [Yun er al., 2019]) and robust architectures (GNN-
Guard [Zhang and Zitnik, 2020], RobustGCN [Zhu et al.,
2019]); GCL (GRACE [Zhu et al., 2020], CCA-SSG [Zhang
et al., 2021al); and GPL (GPF [Jiang et al., 2024], Graph-
Prompt [Liu et al., 2023], All-in-one [Sun etal., 2023al)
Evaluation Protocol.  Following a similar setting to
DPGBA [Zhang et al., 2024a], we randomly select 20% of the
nodes from the original dataset to serve as test nodes for eval-
uation. Among these test nodes, half are designated as target
nodes for evaluating attack performance. The remaining half
are used as clean test nodes to assess the prediction accuracy
of backdoored models on clean samples. The graph contain-
ing the remaining 80% of nodes is used as the training graph,
where 20% of the nodes are labeled. To evaluate the backdoor
attacks, we report the average attack success rate (ASR) on
the target node set, accuracy (ACC) on clean test nodes, clean
accuracy (CA), and accuracy drop (AD) [Zhang et al., 2023],
where AD measures the performance degradation compared
with the clean model. To assess the transferability and gener-
alizability of CP-GBA, we repeat the experiments five times
on each GNN architecture and learning paradigm and report
the average performance.

5.2 Attack Performance

We evaluate the transferability and stealthiness of CP-GBA
against baselines across four datasets and three learning
paradigms under different defense strategies. As shown in
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Figure 3: ASR in different attack budgets on Cora

Tab. 2, we summarize the following key observations:

* Baselines show poor performances across different learn-
ing paradigms, which is consistent with the findings in
Tab. 1, indicating that existing attack strategies are overly
reliant on model structures and learning paradigms.

» Without applying defense strategies, CP-GBA achieves the
highest ASR over all baseline methods across all datasets,
showing its generalizability and transferability with re-
spect to different model structures and learning paradigms.
When equipped with defense strategies, CP-GBA main-
tains high ASR, comparable to the no-defense setting.

5.3 Impact of Attack Budget

We investigate the impact of attack budgets by varying the
trigger count in {20, 40, 60, 80, 100}, and size in {3, 4, 5,
6, 7}, while holding all other parameters frozen. Figure 3 il-
lustrates the ASR results on Cora, with consistent trends ob-
served across other datasets. We report only ASR, as clean
accuracy exhibits negligible fluctuations.

As the number of condensed triggers increases, the ASR
shows minimal variance and remains at a high level. This
suggests that only 20 triggers are sufficient to maintain strong
generalizability and effectiveness, as well as the stealthiness
of the backdoor attack during graph poisoning.

As the number of nodes in each trigger increases, ASR
shows a clear upward trend and plateaus when the trigger size
reaches five nodes. This indicates a 5-node trigger suffices to
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GPL GCL GSL
Data Defense
GPF G-Prompt AIO GRACE CCA-SSG GCN GAT
None 73.8|36.2 94.9|32.5 95.5|34.3 91.5|76.5 90.3|76.9 83.7(82.4 80.9/83.3
Cora Prune 73.3]36.1 94.1|32.4 95.3|34.1 90.7(76.3 90.1(76.3 83.9/82.4 81.2(83.8
OD 74.1|136.4 93.9|32.4 95.5|33.8 90.9|76.4 89.7(76.9 84.1(82.5 81.3(83.4
RIGBD 71.3|36.1 91.5|32.2 93.9|133.9 87.3]76.4 87.8/76.9 80.8(82.4 78.6/83.5
None 93.3]40.8 93.9]44.1 98.6/50.7 87.8/85.2 87.2/83.3 86.9/84.0 86.4(84.7
Pubmed Prune 94.0/141.7 93.9(43.7 98.5|149.7 87.4(85.3 86.6/83.0 87.1(84.2 87.0|84.4
OD 94.0|40.9 94.2|143.5 98.6/49.5 86.9(85.0 86.8(83.2 87.0(84.1 86.6/84.0
RIGBD 91.3|42.7 90.9(44.2 94.8|50.3 82.1(85.3 84.2(83.3 83.7(84.0 83.9|84.2
None 90.1/50.3 91.835.1 92.4|33.3 85.2]78.1 83.3(80.7 80.5(86.1 81.9(85.7
Facebook Prune 89.5|50.3 92.5|135.2 93.8|33.9 84.5(78.3 83.4(80.6 79.8|86.3 82.2|85.9
OD 90.2|50.7 91.7|35.2 92.4|33.6 84.7|78.3 83.3(80.3 79.5|86.1 82.085.7
RIGBD 87.7/50.9 88.9/35.1 90.3|33.5 81.3|78.3 80.9/80.2 77.6/86.3 80.1/85.6
None 88.6/25.1 89.4)26.1 91.0/30.3 83.2(53.1 81.4(52.7 78.5|65.1 77.4|64.7
OGB-arxiv Prune 88.5|25.3 88.2]26.2 90.8|30.9 82.5(53.3 81.752.6 77.8|65.3 76.9|64.7
OD 87.7(25.7 88.7(26.2 90.4(30.2 82.7|53.5 80.9|52.3 77.5]65.1 77.064.7
RIGBD 87.5|25.7 88.8/26.2 90.2|30.7 81.6/53.3 80.3(52.3 78.1|65.1 77.6|64.7

Table 4: Backdoor attack results (ASR (%) | CA (%)) on different training surrogate models from different learning paradigms.
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Figure 4: t-SNE visualization of the feature embeddings for the trigger nodes and the origin nodes on the Pubmed dataset, after training with
different paradigms: Graph Supervised Learning (left), Graph Contrastive Learning (middle), and Graph Prompt Learning (right).

capture category-aware information.
5.4 Trigger Feature Distribution

To investigate how GPL improves the generalization of trig-
gers, we extract the embeddings of the target model for both
the original nodes and the trigger nodes trained with differ-
ent paradigms and visualize these embeddings using t-SNE,
as shown in Fig. 4. We can observe that for a specific at-
tack category, the triggers trained by GPL, while remaining
close to the original node features, show a more widespread
distribution that more closely aligns with the overall distri-
bution of the original graph. This generalization is crucial
for achieving model-agnostic and paradigm-agnostic attacks,
because the trigger representations avoid overfitting to a nar-
row region of the feature space, ensuring effectiveness across
various model architectures and learning paradigms.

5.5 Ablation Study

We conduct ablation studies to investigate how GPL improves
the generalizability and transferability of subgraph triggers
across different model architectures and learning paradigms.
As shown in Tab. 4, we replace the subgraph trigger opti-
mization method based on GPL with GSL and GCL. From
the experimental results, we can observe:
e Under GPL optimization, All-in-one consistently outper-
forms token-based baselines (GPF and GraphPrompt). We

attribute this superiority to the structural alignment be-
tween its subgraph prompts and our trigger design. Fur-
thermore, subgraph-based prompts are likely to encode
richer structural and semantic information than token-
based prompts, leading to stronger transferability.

e The suboptimal ASR in GCL and GSL paradigms high-
lights their limited capacity for trigger transferability. This
empirically validates the superiority of GPL in facilitating
the learning of robust, transferable backdoor triggers.

6 Conclusion

In this paper, we present both theoretical and empirical in-
vestigations on the transferability of backdoor attacks across
diverse attack scenarios. To overcome the poor transferabil-
ity across attack scenarios, we identify two key challenges:
(1) overreliance on the training paradigm and (2) simplistic
adaptive trigger generators. To this end, we propose CP-
GBA, a transferable backdoor attack that employs a set of
condensed subgraph triggers to enrich structural features and
preserve distributional consistency. Specifically, the transfer-
ability of GPL is utilized to optimize the subgraph triggers,
enabling them to be model-agnostic and ensuring attack ef-
fectiveness across diverse scenarios. Extensive experiments
on real-world datasets confirm the effective performance of
CP-GBA under various attack settings.
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