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Abstract
Gradient sparsification, while mitigating commu-
nication bottlenecks in Federated Learning (FL),
fundamentally alters the geometric landscape of
model updates. We reveal that the resul-
tant high-dimensional orthogonality renders tradi-
tional Euclidean-based robust aggregation metrics
mathematically ambiguous, creating a “sparsity-
robustness trade-off” that adversaries exploit to by-
pass detection. To resolve this structural disso-
nance, we propose SafeSparse, a consensus restora-
tion framework that decouples defense into topo-
logical and semantic dimensions. Unlike prior
arts that treat sparsification and security orthogo-
nally, SafeSparse introduces: (1) a Structure-Aware
Calibration mechanism utilizing Jaccard similar-
ity to filter topological outliers induced by in-
dex poisoning; and (2) a Directional Semantic
Alignment module employing density-based clus-
tering on update signs to neutralize magnitude-
invariant attacks. Theoretically, we establish con-
vergence guarantees for SafeSparse. Extensive ex-
periments across multiple datasets and attack sce-
narios demonstrate that SafeSparse recovers up to
25.7% global accuracy under coordinated poison-
ing, effectively closing the vulnerability gap in
communication-efficient FL.

1 Introduction
Federated Learning (FL) has emerged as a paradigm shift in
distributed artificial intelligence, enabling collaborative train-
ing across decentralized edge devices while preserving data
locality [Kairouz et al., 2021]. Despite its privacy bene-
fits, the communication bottleneck inherent in transmitting
high-dimensional parameter updates remains a critical hur-
dle. To address this, gradient sparsification techniques, such
as Top-k selection, have become the de facto standard, re-
ducing uplink communication overheads by orders of magni-
tude (often exceeding 99%) without significantly compromis-
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ing convergence [Sattler et al., 2019b; Sattler et al., 2019a;
Han et al., 2020].

However, we argue that this pursuit of efficiency has in-
advertently introduced a fundamental structural vulnerability.
Existing robust aggregation protocols, such as Krum [Blan-
chard et al., 2017], Geometric Median (RFA) [Pillutla et al.,
2022], and FLGuardian [Zhou et al., 2025], are predicated
on the geometric assumption of Dense Euclidean Consen-
sus. They assume that benign updates cluster around a global
mean in a dense vector space, allowing outliers to be detected
via Euclidean metrics (L2 norm).

We reveal that Top-k sparsification violates this premise.
Mathematically, the sparsification operator acts as a nonlinear
projection that maps updates into low-dimensional subspaces.
In non-IID settings, this results in benign updates becoming
sparse orthogonal, namely, their non-zero indices (masks)
barely overlap. Consequently, Euclidean distance becomes
mathematically ambiguous as a similarity metric; two be-
nign clients holding disjoint but valid features may appear in-
finitely distant from each other. We term this phenomenon the
Sparsity-Robustness Trade-off: the very mechanism used
to save bandwidth destroys the geometric landscape required
for security. By manipulating the sparse index masks (Struc-
ture) rather than just the parameter values (Semantics), ma-
licious clients can artificially concentrate their contributions
into specific parameter packs. This allows them to achieve
“local dominance” in targeted subspaces even while remain-
ing a minority globally, effectively bypassing norm-based de-
fenses that look for global outliers.

To resolve this geometric crisis, we propose SafeSparse,
a consensus restoration framework that recouples sparsifica-
tion and robustness through a dual-space calibration mecha-
nism. Specifically, SafeSparse first enforces topological con-
sensus by utilizing Jaccard similarity to filter structural out-
liers induced by index poisoning. It then establishes seman-
tic alignment by mapping updates to a directional unit-sphere
via sign-based vectors and employing density-based cluster-
ing. This approach effectively isolates the benign consensus
cluster without relying on the flawed Euclidean magnitude,
thereby neutralizing both structural and magnitude-invariant
attacks.

Our contributions are summarized as follows: (1) We sys-
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tematically identify and formalize the geometric dissonance
problem in sparse FL, proving that standard robust aggre-
gators possess a theoretical failure mode when inputs are
sparse and orthogonal. (2) We present SafeSparse, the first
defense framework explicitly tailored to reconcile the ten-
sion between communication efficiency and robust aggrega-
tion through mask-aware and sign-aware inspection. (3) We
provide theoretical convergence guarantees for our method
and demonstrate through extensive experiments that SafeS-
parse significantly outperforms existing baselines, recover-
ing global model accuracy in highly corrupted environments
where traditional defenses fail.
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Figure 1: Empirical validation of poisoning vulnerability. The vi-
olin plots illustrate the accuracy distribution across 12 diverse sce-
narios (3 datasets × 4 attacks) as detailed in Section 4.3.

2 Vulnerabilities in Sparsified FL
Traditional robust FL often assumes that malicious updates
are “outliers” in the full parameter space. However, we
identify a fundamental shift in the attack surface when
sparsification-based communication-efficiency method is em-
ployed.

Specifically, in the context of sparsified FL, we identify
two distinct attack vectors. (1) Index Poisoning: Adversaries
manipulate the sparse index masks to maximize the Malicious
Contributor Ratio (fp) for specific target parameters, effec-
tively hijacking the aggregation weight of critical neurons.
(2) Masked Value Manipulation: Adversaries inject malicious
perturbations (e.g., sign flipping) into the selected parame-
ters while mimicking the sparsity patterns of benign clients
to evade detection. Unlike standard FL, where attackers are
diluted globally, sparsification allows attackers to achieve lo-
cal dominance in specific parameter packs.
Theoretical Analysis. Unlike dense FL, sparsified aggre-
gation allows adversaries to concentrate their influence. We
define attack effectiveness ρ = ∥WG −W ′

G∥22 as the squared
Euclidean distance between the poisoned global model WG

and an ideal benign model W ′
G.

Theorem 1 (Vulnerability under Sparsified Aggregation).
Assume the malicious perturbation per parameter pack is
bounded by E[∥Wa(p) − W ′

G(p)∥2] ≤ ϵ. The attack effec-
tiveness ρ is upper-bounded by:

ρ ≤ ϵ2
P∑

p=1

f2
p , (1)

where fp = NA
p /Np is the malicious contributor ratio for

parameter pack p.

Theorem 1 reveals that the attack impact is determined by
the pack-level ratio fp rather than the global attacker ratio in
sparsified FL. By coordinating sparse masks, adversaries can
drive fp → 1 for specific packs, exerting immense influence.
SafeSparse mitigates this by using Jaccard and Sign-based
filtering to minimize fp across all packs. Detailed proof is
provided in Appendix C.

In addition to theoretical analysis, we experimentally ver-
ified the vulnerability. As illustrated in Figure 1, we eval-
uate the global model accuracy across 12 diverse scenarios
(comprising three datasets and four coordinated attacks). The
probability density (represented by the width of the violins)
and the quartiles (indicated by the dashed lines within) re-
veal a systemic performance collapse for traditional defenses.
Specifically, mechanisms like Multi-KRUM and RFA exhibit
extreme variance, with their interquartile ranges stretching
significantly toward low-accuracy zones (often < 40%). This
high instability empirically confirms Theorem 1: since these
defenses fail to account for the mask-level distribution fp, ad-
versaries can effectively bypass geometric filters by concen-
trating malicious energy to become a “local majority” within
coordinated sparse subspaces.

3 SafeSparse Framework

3.1 Overview of SafeSparse

The goal of the proposed SafeSparse framework is to enhance
robustness against untargeted poisoning attacks in the context
of sparsified, communication-efficient FL. As illustrated in
Figure 2, SafeSparse is built on a common communication-
efficient FL paradigm, where each client communicates with
the server by transmitting only the most important model pa-
rameters using sparsification techniques. Specifically, each
client performs local training on its data, applies top-k sparsi-
fication, and uploads the sparse model parameters along with
a sparse index mask to the server. The server then aggregates
the received sparse model updates to form the global model
based on the sparse index mask.

To achieve the robustness guarantee and sparsification
communication-efficiency in SafeSparse, two key compo-
nents are designed at the server side: sparse index mask in-
spection and model update sign similarity analysis. Specif-
ically, the sparse index mask inspection module filters out
clients whose model updates are inconsistent with the major-
ity by measuring the overlap in parameter selections across
clients using the Jaccard similarity metric. The model update
sign similarity analysis module, another critical component of
SafeSparse, detects adversarial behavior patterns by group-
ing clients with similar update directions (i.e., the signs of
parameter differences) using cosine similarity and applying
density-based clustering to identify malicious clients. Clients
identified as potentially malicious are excluded from the sub-
sequent sparsified communication-efficient aggregation pro-
cess, ensuring that only benign clients contribute to the final
global model.
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Figure 2: An illustration of the SAFESPARSE training process, incorporating client-side top-k sparsification and server-side robust and
sparsified aggregation. It also highlights the two key components of SafeSparse: Sparse Index Mask Inspection and Model Update Sign
Similarity Analysis. The red sections indicate attackers, who may carry out data poisoning attacks (such as label flipping attack) or model
poisoning attacks (including IPM, Gaussian, and scaling attacks) to degrade the performance of the global model.

Security Model. In the SafeSparse framework, we consider
a Byzantine threat model in which the proportion of adversar-
ial participating clients is assumed to remain below 50% of
the total clients. Each adversarial client is capable of launch-
ing poisoning attacks, aiming to manipulate the global model
aggregation process by transmitting falsified model parame-
ters during the FL process. This can be achieved either by di-
rectly manipulating the local model or by indirectly falsifying
the local training samples. Consistent with the threat assump-
tions of existing poisoning attack studies, we assume that at-
tackers do not have direct access to the local model updates or
raw training data of benign participants. Furthermore, in this
work, the primary adversarial objective is to conduct untar-
geted attacks designed to degrade the overall performance of
the global model. It is important to note that privacy leakage
threats, such as those caused by privacy inference attacks or
gradient leakage attacks, are beyond the scope of this paper.

3.2 Sparsified and Robust Aggregation
Structural Integrity Verification via Jaccard Filtering
Typical sparsified frameworks rely on sparse index masks,
which introduces the risk of Index Poisoning. As shown in
our theoretical derivation (Appendix C), the success of an at-
tack in sparse FL depends on the malicious contributor ratio
fp within each parameter pack. To minimize this ratio, we
enforce structural consensus.

To further investigate their properties, we analyzed the
structural characteristics of these masks and examined their
consistency across clients. As shown in Figure 3, our empiri-
cal analysis reveals that, even under non-IID training settings,
a significant degree of overlap exists among the masks gen-
erated by different clients. Leveraging this observation, we
propose a filtering mechanism to eliminate potential adver-

sarial clients whose sparse index masks exhibit low overlap
with others or form isolated groups of similarity. Typically,
clients with highly distinct sparse index masks introduce a
significant degree of uncertainty in detecting poisoning at-
tacks, thereby hindering the establishment of a robust de-
fense. By filtering out these outliers, our approach enhances
the reliability of attack detection and ensures a more consis-
tent aggregation process.

Figure 3: The heatmap of the Jaccard similarity between the sparse
index masks of different clients on the CIFAR-10 dataset under the
non-IID setting.

Specifically, we compute the Jaccard similarity between
the sparse index masks of different clients. Formally, for each
client i, let Mi represent its sparse index mask, which con-
tains the indices of the selected model parameters after top-k
sparsification. The Jaccard similarity between two clients i
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and j is defined as:

J(Mi,Mj) =
|Mi ∩Mj |
|Mi ∪Mj |

(2)

where |Mi ∩Mj | represents the number of common selected
indices between the two clients, and |Mi∪Mj | represents the
total number of unique selected indices.

For each client, we compute its Jaccard score as the average
Jaccard similarity with all other clients, defined as:

JSCORE(i) =
1

m− 1

∑
j ̸=i

J(Mi,Mj) (3)

where m is the total number of participating clients. The Jac-
card score quantifies the similarity of a client’s sparse index
mask to those of the other clients in the system.

To identify anomalous clients, we define a threshold for
filtering as follows:

JTHRESHOLD =
JMAX + JMIN

2
· β (4)

Here, Jmax and Jmin represent the highest and lowest Jaccard
scores among all clients, respectively, and β is a manually
tuned hyperparameter, with a default value of 0.6. Any client
with a Jaccard score below this threshold is classified as an
outlier and is excluded from the global model aggregation
process.

Semantic Consistency via Sign-based Clustering

Figure 4: The heatmap of sign cosine similarity among clients on
the CIFAR-10 dataset under the non-IID setting. The first 8 clients
are adversaries, while the remaining 12 are benign clients.

While Jaccard filtering ensures structural integrity, it can-
not detect malicious values within a valid mask (e.g., Label
Flipping or IPM). To address this, we examine the Semantic

Consistency of the updates. Since magnitude clipping is inef-
fective against scaling attacks in sparse regimes, we abstract
the updates to their sign vectors Sign(∆wi). This transfor-
mation renders the defense robust to magnitude manipulation
and focuses purely on the optimization direction.

As illustrated in Figure 4, the first eight clients represent
malicious adversaries, while the remaining twelve are be-
nign clients. The results demonstrate that the sign similar-
ity among malicious clients is significantly higher than that
among benign clients in the sparsified communication sce-
nario. Furthermore, the similarity between malicious and be-
nign clients remains low, further emphasizing the distinct up-
date patterns introduced by adversarial attacks. It is important
to note that, due to the nature of sparsification, the sign simi-
larity between any two clients can only be computed over the
overlapping regions of their sparse index masks. In short, our
observations reveal that the success of poisoning attacks typi-
cally relies on controlling multiple adversarial clients and in-
jecting relatively consistent perturbations into the model up-
dates.

Building upon these insights, we design a Model Update
Sign Similarity Analysis module to cluster potential malicious
clients for detection. The process begins by computing the
model parameter differences between the sparse model pa-
rameters uploaded by each client and the global model from
the previous round, as ∆wi = wi − wG. These differences
are then converted into their corresponding sign directions,
defined as:

Sign(∆wi) =

{
1, if ∆wi > 0,

−1, if ∆wi < 0,
(5)

where wi represents the model parameters from client i, and
wG denotes the global model parameters from the previous
aggregation round. It is important to note that parameters for
which no client participated in the aggregation during the pre-
vious round are excluded from the similarity calculation. This
exclusion arises because the server lacks the corresponding
model parameters for these positions, as they are determined
solely by the local models of the clients, which are indepen-
dently set by each client.

Next, we compute the pairwise cosine similarity of model
update signs between clients, considering only the overlap-
ping portions of their sparse index masks. This restriction
ensures that the comparison is performed on the same model
elements between clients, thereby making the similarity mea-
surement meaningful. The cosine similarity, cos(θi,j), is de-
fined as follows:

cos(θi,j) =
⟨Sign(∆wi), Sign(∆wj)⟩
∥Sign(∆wi)∥ · ∥Sign(∆wj)∥

, (6)

where ⟨·, ·⟩ denotes the dot product, and ∥ · ∥ represents the
Euclidean norm.

Subsequently, the cosine similarity is transformed into a
distance metric using 1− cos(θi,j), which quantifies the dis-
tance between the updates of two clients. The resulting dis-
tance matrix is then utilized as input to a clustering algorithm.
Specifically, we employ the DBSCAN (Density-Based Spa-
tial Clustering of Applications with Noise) algorithm [Ester
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et al., 1996] within our framework, as detailed in Algorithm
1 in the Appendix B.1.

To determine the optimal value of ϵ, which defines the scan
radius for core points in DBSCAN, we utilize the K-nearest
neighbors (KNN) method. In this approach, ϵ is set as the av-
erage distance to the n-th nearest neighbor, where n = N · γ.
Here, N represents the total number of clients, and γ is a
hyperparameter that controls the sensitivity of the clustering
process. In practice, we set γ = 0.2 to balance sensitivity
to adversarial clients and false positives. Additionally, the
minimum number of points required to form a core point in
DBSCAN is set to N ·γ, ensuring that each cluster contains a
sufficient number of clients. This clustering process enables
the effective grouping of clients based on similar attack pat-
terns, while clients exhibiting significantly different update
behaviors are identified as outliers. The resulting clusters fa-
cilitate the detection and exclusion of malicious clients from
the global aggregation process. Consequently, only benign
clients are included in the final global model aggregation,
thereby enhancing the robustness of the framework.

Sparsified Robust Aggregation. Building on the recent
work of Yan et al. [Yan et al., 2024], SafeSparse adopts a
pack-level top-k sparsification method. Unlike scalar-level
sparsification, this method groups model parameters into
small structured packs before applying the sparsification pro-
cess. By operating at the pack level, this approach preserves
the structured information within each group, providing a
more efficient and cohesive representation of the model up-
dates.

Specifically, when the server receives sparsified model
parameters {W1, ...,Wm} and their sparse index masks
{M1, ...,Mm} from m clients, it first resolves sparse in-
dex misalignment by identifying contributing clients Si =
{j|Mj(Pi) = 1} for each packet Pi. This alignment ensures
structural consistency across clients’ heterogeneous sparse
representations. The aggregation weight for client j is dy-
namically assigned as |Dj |∑m

k=1 |Dk| , proportional to its local
dataset size |Dj |. For each Pi, the server calculates the to-
tal aggregation weight APi =

∑
j∈Si

|Dj |∑m
k=1 |Dk| to quantify

cumulative contributions. Each model parameter Wj(Pi) un-
dergoes two sequential transformations: first scaled by its
client-specific weight Wj(Pi) ← Wj(Pi) ∗ |Dj |∑m

k=1 |Dk| then
normalized by APi

via Wj(Pi) ← Wj(Pi)/APi
to eliminate

dimensional variance caused by differing contributor counts.
The aggregated parameter wagg

i =
∑

j∈Si
Wj(Pi) is com-

puted through weighted summation. The detailed algorithm
is provided in Appendix B.2.

It is important to note that our aggregation employs a dy-
namic normalization factor APi . Unlike standard FL averag-
ing which divides by N , SafeSparse normalizes by the count
of valid contributing clients for each pack. This prevents the
“gradient vanishing” problem for rarely selected parameters
and ensures that the global model maintains the correct scale
of gradient descent, as guaranteed by our convergence proof
in Appendix D.

4 Evaluations
4.1 Convergence Analysis
We further establish the convergence of SafeSparse un-
der standard assumptions and adversarial conditions (L-
smoothness, bounded variance, and Top-k properties, see Ap-
pendix D.1).

Theorem 2 (Convergence of SafeSparse). Let α = k/d be
the fraction of retained parameters. Under a µ-strongly con-
vex objective and learning rate ηt = 8

µ(t+a) , the global model
WT

G after T rounds satisfies:

E
[
∥WT

G −W ∗∥2
]
≤ D

T + a
+O

(
(1− α)G2

α2

)
︸ ︷︷ ︸

Sparsification Error

+ O
(

ρ

µ2

)
︸ ︷︷ ︸

Residual Attack Impact

.

(7)

where D is a constant, G2 represents data heterogeneity, and
ρ is the residual attack effectiveness defined in Theorem 1.

Theorem 2 demonstrates that SafeSparse converges to an
error ball whose radius is explicitly controlled by the sparsity
ratio α and the filtering effectiveness. By filtering outliers,
SafeSparse restricts ρ, ensuring the model converges even in
highly adversarial sparse environments. Detailed proof is de-
ferred to Appendix D.

4.2 Default Experimental Settings
Unless stated otherwise, we use 20 clients with full partici-
pation, one local epoch per round, batch size 64, Adam op-
timizer with learning rate 0.005, and an attacker ratio of 0.4.
Attacks start from round 10 and continue until training ends.
We evaluate both IID and non-IID settings; the latter uses a
Dirichlet split with α = 1.

4.3 Datasets and Baselines
To evaluate the effectiveness and performance of SafeSparse,
we conduct several experiments, consistent with the method-
ologies employed in existing related works. Specifically,
we train a ResNet-20 model [He et al., 2016] using SafeS-
parse and compare it against related baselines on three pub-
lic datasets: FashionMNIST [Xiao et al., 2017], CIFAR-10
[Krizhevsky et al., 2009], and CIFAR-100 [Krizhevsky et al.,
2009].

SafeSparse is compared against a comprehensive set of
baselines, including: FedAVG [McMahan et al., 2017],
Multi-KRUM [Blanchard et al., 2017], Median [Yin et al.,
2018], Trimmed Mean [Yin et al., 2018], FedSign [Guo et
al., 2023], Robust-DPFL [Qi et al., 2024], LASA [Xu et al.,
2025], FLGuardian [Zhou et al., 2025], and RFA [Pillutla et
al., 2022]. The full technical descriptions and mathematical
formulations for each baseline are detailed in Appendix E.1.

To evaluate SafeSparse’s resilience to poisoning attacks,
we conducted experiments on both IID and non-IID datasets
under four common poisoning attack scenarios: Label Flip
Attack (LFA) [Fang et al., 2020], Gaussian Noise Attack
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Figure 5: Comparison of defense effectiveness across various approaches, evaluated on FashionMNIST, CIFAR-10, and CIFAR-100 under
Label Flip Attack (LFA), Gaussian Noise Attack (GNA), Inner Product Manipulation (IPM), and Scaling Attack in a NON-IID SETTING.
The attacker ratio is fixed at 0.4, and the top-k sparsification rate is set to 0.5. Top-1 accuracy is used as the evaluation metric for FashionM-
NIST and CIFAR-10, while top-5 accuracy is adopted for CIFAR-100.

(GNA) [Fang et al., 2020], Inner Product Manipulation (IPM)
[Xie et al., 2020], and Scaling Attack [Bagdasaryan et al.,
2020]. Detailed definitions and the implementation mecha-
nisms for these four attack strategies are further elaborated in
Appendix E.1.

4.4 Attack Effectiveness in Sparsified FL
As illustrated in Figure 5, we demonstrate the failure of most
existing defense strategies against poisoning attacks in the
context of sparsified communication-efficient FL. Different
types of poisoning attacks commence at the 10th training
epoch (marked by the red dashed line), and their impact on
common sparsified aggregation is evident. Specifically, Fe-
dAvg fails to maintain stability, particularly under Scaling
and Inner Product Manipulation (IPM) attacks, where the test
accuracy drops drastically after the attack begins. A comple-
mentary evaluation under the IID setting is provided in Ap-
pendix E.2, which further corroborates these vulnerabilities.

Existing Federated Learning (FL) defenses, including
Multi-KRUM, Median, and Trimmed Mean, exhibit limited
and inconsistent resilience against poisoning attacks. Their
effectiveness is highly sensitive to the dataset and attack type;
for instance, while some succeed on CIFAR-10, they fail
catastrophically under IPM or scaling attacks on CIFAR-100.
Even advanced methods like FedSIGN and Robust-DPFL

struggle with high-intensity attacks on complex datasets.
These vulnerabilities are exacerbated in sparsified FL. Tradi-
tional robust aggregators rely on full, aligned updates, which
are disrupted by the inconsistent parameter subsets inherent
in sparsification. Similarly, anomaly detectors like FedSIGN
lose detection granularity as sparse representations obscure
critical patterns. This allows adversaries to exploit sparse
indices to evade detection, highlighting an urgent need for
sparsity-aware robust mechanisms.

4.5 Model Performance and Defense Effectiveness

To evaluate our proposed SafeSparse, we compare the model
performance and defense effectiveness of SafeSparse with
those of baseline methods. As shown in Figure 5, SafeSparse
maintains high test accuracy and stability even after the at-
tack is introduced, outperforming other defenses in multiple
adversarial settings. Specifically, Scaling and Inner Product
Manipulation (IPM) attacks cause many baseline methods to
collapse entirely, while SafeSparse remains robust, preserv-
ing high accuracy. These results indicate the effectiveness
of SafeSparse against various poisoning attacks in adversar-
ial federated learning environments. Detailed comparative
results on IID datasets and the corresponding convergence
curves are available in Appendix E.2.
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Dataset Attack β = 0.20 β = 0.40 β = 0.60 β = 0.80 β = 1.00

FashionMNIST

LFA 0.9127 0.9258 0.9156 0.9000 0.8705
GNA 0.8990 0.8594 0.9251 0.8904 0.9183
Scaling 0.8848 0.9092 0.9090 0.9161 0.8749
IPM 0.8988 0.8438 0.9165 0.8572 0.8761

CIFAR-10

LFA 0.6399 0.6706 0.7472 0.6836 0.6504
GNA 0.7243 0.6839 0.6537 0.7065 0.6409
Scaling 0.6088 0.6888 0.7104 0.7019 0.5281
IPM 0.7151 0.6764 0.6887 0.6648 0.6519

CIFAR-100

LFA 0.6622 0.6780 0.6534 0.6626 0.6301
GNA 0.6775 0.6639 0.6875 0.6691 0.6561
Scaling 0.6611 0.6784 0.6453 0.6658 0.6009
IPM 0.6723 0.6669 0.6671 0.6709 0.5675

Table 1: Comparison of defense effectiveness across different β settings (Non-IID Distribution).

Dataset Attack 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50

FashionMNIST

LFA 0.9163 0.9223 0.9102 0.8777 0.9044 0.8520 0.9216 0.5873 0.7200
GNA 0.7871 0.9110 0.9124 0.8300 0.8899 0.9242 0.8908 0.1069 0.1315
Scaling 0.8746 0.9245 0.9061 0.8571 0.9107 0.8524 0.8912 0.1164 0.1365
IPM 0.8935 0.7162 0.8907 0.7216 0.5947 0.8159 0.7978 0.1226 0.1071

CIFAR-10

LFA 0.7376 0.5951 0.7104 0.6769 0.7297 0.6594 0.7169 0.5772 0.4913
GNA 0.6547 0.6479 0.7072 0.6185 0.6431 0.6995 0.7251 0.1311 0.1241
Scaling 0.7044 0.7198 0.6897 0.7158 0.7256 0.7173 0.6854 0.0901 0.1034
IPM 0.1474 0.7043 0.6836 0.6756 0.6032 0.5381 0.4689 0.1370 0.1337

CIFAR-100

LFA 0.6525 0.6621 0.6572 0.6711 0.6669 0.6596 0.6561 0.5099 0.5271
GNA 0.6662 0.6599 0.6704 0.6786 0.6740 0.6840 0.6799 0.0589 0.0698
Scaling 0.6810 0.6734 0.6684 0.6733 0.6547 0.6669 0.6599 0.0482 0.0572
IPM 0.5944 0.6525 0.6791 0.5347 0.4912 0.6531 0.6146 0.0617 0.0586

Table 2: Comparison of defense effectiveness across different γ settings (Non-IID Distribution).

4.6 Ablation Experiments
To further evaluate the robustness and adaptability of SafeS-
parse, we conduct ablation experiments on its two key hyper-
parameters: the filtering threshold β and the clustering sen-
sitivity γ, as illustrated in Table 1 and Table 2 , while the
corresponding results for the IID distribution are provided in
Appendix E.3.

Impact of Filtering Threshold β. Filtering threshold con-
trols the cutoff value for sparsity mask similarity when fil-
tering out potentially poisoned clients. We experiment with
five values: β ∈ {0.2, 0.4, 0.6, 0.8, 1.0}. As shown in our
results, SafeSparse maintains effective defense performance
under all settings, indicating its robustness to β variations.
However, higher values of β (e.g., 0.8 or 1.0) lead to over-
filtering, where benign clients are mistakenly excluded from
training, reducing model diversity and performance. On the
other hand, lower values retain more benign clients while still
effectively filtering out attackers. We adopt β = 0.6 in our
main experiments as it strikes a good balance between de-
fense strength and benign client retention.

Impact of Clustering Sensitivity Parameter γ. Cluster-
ing sensitivity parameter influences the neighborhood size for
DBSCAN-based client clustering. We vary γ from 0.1 to 0.5
in increments of 0.05. The results reveal that excessively high

values (e.g., γ > 0.4) cause the clustering step to fail in sep-
arating attackers from benign clients, leading to ineffective
defense.

Impact of Attacker Ratio and Top-k Ratio. SafeSparse
was evaluated with attacker ratios from 0.2 to 0.4 on CIFAR-
100. Results show that test accuracy remains stable regardless
of the increasing proportion of malicious clients, confirming
the robustness of our defense. See Appendix E.4 for detailed
performance curves. We also tested sparsification ratios be-
tween 0.4 and 0.6. SafeSparse maintains strong resilience
across all levels, though lower ratios may slightly affect at-
tacker detection stability. Further experimental data and anal-
ysis are provided in Appendix E.5.

5 Conclusion
We studied poisoning vulnerabilities in sparsified
communication-efficient FL and showed that sparse up-
dates undermine dense robust aggregation assumptions. We
proposed SafeSparse, which combines mask-level structural
filtering and sign-based semantic clustering to detect and
remove malicious clients before sparse aggregation. Ex-
periments demonstrate that SafeSparse improves robustness
across datasets, attacks, and sparsification settings while
preserving communication efficiency.
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