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Abstract

Large Language Models (LLMs) remain highly
vulnerable to jailbreak attacks, yet existing evalua-
tions rely primarily on outcome-level metrics such
as Attack Success Rate (ASR), providing limited
insight into how and why safety failures occur.
We propose an explanation-aware safety frame-
work that augments binary harmfulness detection
with structured, human-interpretable explanations
capturing severity, strategies, trigger spans, ratio-
nales, and derived safety factors. To enable scal-
able and consistent supervision, we introduce a
human-LLM hybrid annotation and canonicaliza-
tion pipeline. We then fine-tune a compact model
to generate canonical explanations alongside harm-
fulness decisions. Across both seen and unseen
benchmark settings, our method improves robust-
ness and explanation fidelity. In jailbreak de-
fense evaluation, our approach reduces ASR to
0.44% on Vicuna-7B and 1.30% on GPT-3.5, out-
performing existing defense baselines while also
achieving the lowest StrongREJECT scores. Be-
yond outcome-level gains, the model more accu-
rately recovers diagnostic attributes (e.g., attack
strategy, trigger spans, and safety factors) than
strong general-purpose LLM baselines. Overall,
explanation-aware learning exposes diagnostic di-
mensions that ASR alone cannot capture and pro-
vides a more faithful and actionable foundation for
robust LLM safety assessment.

1 Introduction

Large Language Models (LLMs) have become central to
modern Al systems, powering conversational agents, content
generation tools, and decision-support applications across a
wide range of domains [Friha et al., 2024; Yang et al.,
2024]. As these models are increasingly deployed in real-
world and high-stakes settings, ensuring their safety and ro-
bustness has emerged as a critical challenge [Xu et al., 2024;
Wei er al., 2024]. In particular, recent studies have shown
that LLMs remain highly vulnerable to jailbreak attacks, in
which carefully crafted prompts bypass safety alignment and

induce harmful, policy-violating, or otherwise unintended be-
haviors [Liu et al., 2024; Jeong et al., 2025]. Despite sub-
stantial advances in safety fine-tuning, moderation policies,
and guard models [Sun et al., 2024; Wei et al., 2023al, jail-
break attacks continue to succeed against even state-of-the-art
systems, raising concerns about the reliability and account-
ability of current LLM safety mechanisms.

A growing body of work has investigated jailbreak attacks
by proposing diverse strategies such as role-playing prompts
[Ma e al., 2024], many-shot [Anil ef al., 2024], in-context
prompting [Wei er al., 2023b], and adversarial suffixes [Ben-
Tov et al., 2025]. This line of research has enabled large-
scale benchmarking and significantly advanced empirical un-
derstanding of whether jailbreaks succeed in practice. How-
ever, the dominant evaluation paradigm remains centered on
attack success rate (ASR) or binary harmfulness detection ac-
curacy, treating jailbreaks primarily as outcome-level failures
rather than phenomena with identifiable internal structure [Yi
et al., 2024].

From a defensive perspective, effective mitigation requires
understanding not only that a jailbreak occurred but also
how it succeeded—namely, which attack strategies were em-
ployed, which prompt components were exploited, and how
these factors interact with model behavior [Zhou ef al., 2024].
Importantly, such insight must be human-interpretable to sup-
port auditing and targeted countermeasure design. Differ-
ent jailbreak strategies, such as role-playing, legal framing,
or step-by-step disguise, often demand qualitatively different
mitigation responses [Yu ef al., 2024]. Without identifying
such structural properties, defenses remain brittle, difficult
to diagnose, and inefficient to improve, as high ASR scores
alone provide little guidance for refining or extending safety
mechanisms in a principled manner.

Several recent studies have attempted to move beyond
purely outcome-based evaluation by introducing explanatory
perspectives on jailbreak behavior. Mechanistic work probes
how adversarial prompts perturb safety-related internal rep-
resentations and generation dynamics [Zhou et al., 2024;
Arazzi et al., 2025], while other approaches focus on input-
level or concept-based interpretability [Sayeedi ef al., 2025;
Aswal and Hudelot, 2025], such as highlighting influential
prompt features [Hu et al., 2025] or categorizing risks into
predefined semantic types [Inan er al., 2023]. Although
these efforts reflect growing interest in explainability, they
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Figure 1: Overview of our framework. Top: construction of canonical structured explanations by aggregating multiple human annotations
using an LLM. Bottom: explanation-aware training and inference of a compact safety model that jointly predicts harmfulness and structured
explanation fields, including severity, strategy, trigger spans, and safety factors.

remain insufficient from a defensive standpoint: mechanis-
tic explanations are often difficult to operationalize for hu-
man diagnosis and targeted mitigation [Zhang er al., 2025;
Zhou et al., 2024], and input-level approaches tend to provide
fragmented, post-hoc signals without a unified schema [Inan
etal., 2023; Sayeedi et al., 2025]. Crucially, these approaches
do not yield unified, human-interpretable explanations that
connect attack strategies, severity, and prompt-level vulnera-
bilities in a single diagnostic representation.

To address these limitations, we propose an explanation-
aware safety framework that places human-grounded and
structured explanations at the center of jailbreak evaluation
and detection. Rather than treating jailbreaks as binary out-
comes, our framework represents each prompt using a uni-
fied, human-interpretable explanation that explicitly captures
what the harmful intent is, how it is expressed or con-
cealed, and why it poses safety risks. These explanations
are grounded in human-judgments and canonicalized into a
consistent natural-language schema, enabling systematic su-
pervision, evaluation, and diagnosis across diverse jailbreak
settings.

Building on this framework, we train a compact
explanation-aware safety model that jointly performs harm-
fulness detection and structured explanation generation. The
model generates structured safety reports that include the
safety boundary, severity, jailbreak strategy, trigger spans,
a concise rationale, and decomposed safety factors. By
aligning detection decisions with interpretable explanations,
it functions not only as a jailbreak detector, but also as a
lightweight and diagnostically useful safety assessor that sup-

ports analysis, auditing, and iterative defense refinement.

In summary, our contributions are threefold. First, we de-
fine a unified explanation schema for jailbreak prompts—
boundary, severity, strategy, trigger spans, rationale, and risk
factors—enabling diagnostic evaluation beyond ASR. Sec-
ond, we introduce a scalable human-LLM aggregation proce-
dure that reconciles multiple human annotations into a single
canonical JSON suitable for supervision and benchmarking,
and can be readily applied to new attack families and evalua-
tion suites with the same schema. Third, we train a compact
explanation-aware safety model and show that it improves
both jailbreak defense performance and diagnostic accuracy
of explanation fields under cross-benchmark shift. To the best
of our knowledge, this is the first work to produce structured
and human-referenced jailbreak explanations at this scale and
evaluate them systematically.

2 Preliminaries

2.1 LLM Jailbreaks

In this work, we define an LLM jailbreak as a deliberately
crafted input prompt that circumvents a model’s safety align-
ment and induces harmful, policy-violating, or unintended
behavior. Jailbreak prompts are often designed to conceal
harmful intent through contextual framing, such as role-
playing, hypothetical scenarios, or multi-step instructions,
rather than explicit unsafe keywords. This definition under-
lies the harmfulness detection and explanation tasks in our
framework.
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2.2 Harmfulness Detection and ASR

We formulate jailbreak detection as a harmfulness detection
task, where a model predicts whether an input prompt is un-
safe or policy-violating. A commonly used evaluation metric
in this setting is the ASR, defined as the proportion of jail-
break prompts that successfully elicit harmful model outputs
or bypass safety mechanisms. We use ASR as an outcome-
level metric, complemented by explanation-aware evaluation
of diagnostic components.

2.3 Structured Safety Explanations

In this work, we define structured safety explanations as
representations that encode safety-relevant properties of a
prompt using a fixed and interpretable schema. A structured
explanation decomposes a jailbreak prompt into interpretable
components, such as the presence of specific attack strategies,
the severity of potential harm, and localized spans that con-
tribute to unsafe behavior. By encoding safety information in
a structured format, such explanations provide a standardized
and human-interpretable representation of jailbreak risks. In
our setting, these fields form the canonical JSON target used
for both training and evaluation.

3 Human-Grounded Explanation
Construction

Motivated by the limitations of outcome-only evaluation dis-
cussed earlier, we construct human-grounded and structured
explanations that explicitly capture the internal structure of
jailbreak behavior. Figure 1 (top) summarizes our pipeline:
we collect multiple human annotations per prompt and aggre-
gate them with an LLM to obtain a single canonical structured
explanation. These canonical explanations serve as supervi-
sion targets for the downstream learning stage (Figure 1, bot-
tom), enabling analysis beyond binary outcomes. This canon-
icalization step reduces annotator-specific phrasing variance
and yields a consistent supervision signal for both evaluation
and model training.

3.1 Human-Grounded Annotation Protocol

To ground our framework in human judgment, we construct
structured safety explanations through a human annotation
process. Annotators are provided with the original user
prompt and instructed to assess it along the predefined ex-
planation dimensions. For each prompt, we collect indepen-
dent annotations from three annotators, who label the safety
boundary, severity level, jailbreak strategy, trigger spans, and
a brief rationale. In addition, the annotation form includes
fine-grained sub-questions about intent, executability, and by-
pass cues, which are later converted into the decomposed
safety factor scores via a fixed rubric.

This protocol emphasizes causal and structural reasoning
rather than surface-level harmfulness. Annotators are explic-
itly encouraged to identify which aspects of the prompt en-
able the jailbreak and why they are effective. This yields
richer supervision than binary labels and reflects how human
experts diagnose safety failures in practice. Additional anno-
tation details are deferred to the supplementary material.

However, due to the inherent ambiguity and subjectivity of
jailbreak analysis, raw human annotations often exhibit vari-
ability across annotators, particularly in strategy categoriza-
tion and rationale phrasing. While this diversity reflects gen-
uine uncertainty, it poses challenges for scalable evaluation
and learning, motivating the need for a canonicalization step.

3.2 Canonical Explanation Construction via LLM
Aggregation

To obtain consistent and scalable reference explanations, we
introduce a human-LLM hybrid canonicalization process.
A large language model is used as an aggregation-focused
model that consolidates the original prompt and multiple hu-
man annotations into a single, structured canonical explana-
tion. The LLM’s role in this process is not to introduce new
judgments, but to reconcile annotator disagreements, normal-
ize terminology, and produce a coherent explanation that ad-
heres to the predefined schema. In particular, the model con-
solidates jailbreak strategy labels, refines trigger span bound-
aries, and synthesizes rationales into a concise and internally
consistent form. In addition, decomposed safety factors (in-
tent, execution, and semantic bypass risk) are computed from
the annotation form using a fixed rubric and then normalized
to [0, 1]; the LLM is used only to consolidate the support-
ing evidence and to output a schema-consistent JSON, not to
invent new risk judgments. We treat these safety factors as
auxiliary diagnostic attributes that encourage cross-field con-
sistency, rather than as standalone supervision targets.

This step serves a critical role in defining the reference ex-
planations used throughout our evaluation. By combining hu-
man expertise with LLM-based consistency, we obtain expla-
nations that are both faithful to human judgment and suitable
for large-scale benchmarking. Importantly, the same canoni-
cal explanations are later used as supervision signals for train-
ing the model. The resulting canonical explanations follow
a fixed schema that is used consistently across training and
evaluation.

3.3 Canonical Structured Explanation

At the core of our framework is a structured explanation space
designed to capture the essential dimensions of jailbreak be-
havior in a unified and interpretable manner. Each explana-
tion consists of the following components:

» Safety Boundary: binary label (benign vs. harmful)
* Severity Level: scalar severity score in [0, 1]

 Jailbreak Strategy: the underlying attack mechanism
(e.g., role-playing, obfuscation, legal framing)

» Trigger Spans: the specific prompt segments responsi-
ble for inducing unsafe behavior

* Rationale: a concise natural-language justification con-
necting the prompt structure to the observed risk.

* Safety Factors: three scalar risk scores in [0, 1] (intent,
execution, semantic bypass)

This design balances expressiveness and consistency.
The structured fields enable systematic comparison across
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prompts and models, while the rationale provides human-
readable context that supports auditing and qualitative analy-
sis. Importantly, these components are not treated as indepen-
dent labels, but as a coherent explanation that jointly accounts
for the jailbreak outcome.

4 Explanation-Aware Learning and Interface

Our goal is to train a compact safety model that performs reli-
able harmfulness detection while producing structured, diag-
nostic explanations aligned with the human-grounded expla-
nation framework introduced in Section 3. In this framework,
harmfulness boundary prediction directly supports outcome-
level evaluation (e.g., ASR), while explanation components
provide fine-grained diagnostic insight into how and why jail-
breaks operate.

4.1 Model Architecture

We adopt a decoder-only language model as the backbone,
initialized from a publicly available instruction-tuned LLM.
In our experiments, we use Qwen2-1.5B-Instruct [Team and
others, 2024] as the base model, which provides a favor-
able trade-off between representational capacity and compu-
tational efficiency. The model is trained to generate struc-
tured safety reports in JSON format, conditioned on the user
prompt and a fixed system instruction that specifies the re-
quired schema.

To support explicit supervision and stabilize training, we
attach lightweight prediction heads to the final-layer hidden
state of a designated pooling token (e.g., the end-of-sequence
token). These heads predict (i) the harmfulness boundary, (ii)
the severity score, and (iii) a low-dimensional vector of de-
composed safety risk factors corresponding to intent risk, ex-
ecution risk, and semantic bypass risk. Boundary prediction
serves as the primary signal for outcome-level safety evalu-
ation, while auxiliary severity and risk factor predictions en-
courage consistency across explanation components.

4.2 [Explanation-Aware Training Objective

The primary training objective is autoregressive generation of
a canonical structured safety explanation, which corresponds
to the language modeling (LM) loss shown in Figure 1. This
generation objective ensures that the model learns to express
safety judgments in a structured and human-interpretable
form rather than producing free-form explanations. In ad-
dition to the LM loss, we introduce auxiliary losses on the
pooled representation to predict the harmfulness boundary,
severity score, and risk factors, corresponding to the aux-
iliary prediction heads shown in Figure 1. These auxiliary
losses stabilize training and encourage the internal represen-
tations to encode safety-relevant signals that are consistent
across different explanation components.

To further enforce coherent safety reasoning, we apply a
consistency regularization term that aligns the predicted prob-
ability of harmfulness with the predicted severity score. This
constraint penalizes contradictory outputs—for example, as-
signing high severity to prompts predicted as benign—and
encourages globally consistent safety judgments. The overall
objective combines the generative loss, auxiliary classifica-
tion and regression losses, and a consistency regularization

term, with weights selected to preserve explanation quality
while improving detection reliability. This multi-term objec-
tive encourages the model to keep its generated explanations
and scalar predictions mutually consistent, improving both
detection robustness and diagnostic reliability.

4.3 Parameter-Efficient Fine-Tuning

To reduce training cost and mitigate overfitting, we em-
ploy parameter-efficient fine-tuning using low-rank adapta-
tion (LoRA) [Hu er al., 2022]. Only low-rank projection
matrices in the attention layers are updated during train-
ing, while the majority of the base model parameters remain
frozen. This allows the model to acquire explanation-aware
safety reasoning capabilities with minimal additional param-
eters while preserving the base model weights.

This design choice is particularly important for safety de-
ployment scenarios, where lightweight and modular safety
models are preferred over fully fine-tuned large models.

4.4 Inference and Output Interface

At inference time, the model receives a user prompt and gen-
erates a complete structured safety report in JSON format,
simultaneously providing a harmfulness decision and a diag-
nostic explanation that identifies the attack strategy, localized
trigger spans, severity, rationale, and safety factors.

5 Experimental Setup

5.1 Datasets and Benchmarks

We evaluate our approach under two complementary settings:
a seen benchmark setting for in-distribution evaluation and
an unseen benchmark setting for assessing cross-benchmark
generalization under distribution shift.

Seen Benchmark Setting. The seen dataset is constructed
based on HarmBench jailbreak prompts [Mazeika er al.,
2024] and is used for both training and evaluation. We gen-
erate adversarial prompts using seven representative jailbreak
attack techniques: GCG [Zou et al., 20231, PAP [Zeng et al.,
20241, PEZ [Wen et al., 20231, FlipAttack [Liu et al., 2024],
UAT [Wallace et al., 2019], TAP [Mehrotra et al., 2024], and
PAIR [Chao et al., 2025]. For each attack type, 300 prompts
are generated. In addition, we include 300 direct harmful in-
structions without explicit jailbreak strategies (no-attack) to
serve as a reference category. This results in 2,400 harmful
prompts in total.

To balance harmful and benign samples, we further sample
3,000 benign prompts from the Alpaca dataset [Taori ef al.,
2023]. Although Alpaca is not a safety benchmark, it is an
instruction-following dataset designed to cover a broad range
of general-purpose tasks. We therefore use Alpaca only as a
source of candidate benign prompts and apply an automated
filtering step using an LLM-based safety classifier (GPT-5.1
judge), retaining only prompts that are consistently classi-
fied as non-harmful. The combined dataset therefore contains
5,400 prompts.

The seen dataset is split into training and test sets using a
90/10 split, stratified by the harmfulness boundary (benign vs.
harmful). The training split is used to train the explanation-
aware model, while the held-out test split is used for all
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reference-based evaluations reported in the seen benchmark
setting. We additionally verify that the per-attack composi-
tion is similar across splits.

Unseen Benchmark Setting. The unseen dataset is con-
structed from AdvBench [Uddin et al., 2025] and is used
exclusively for evaluation. It includes six jailbreak attack
types with diverse structures, obfuscation patterns, or seman-
tic framing styles: JOOD [Jeong et al., 20251, AutoDAN [Liu
et al., 2023], DSN [Zhou et al., 2025], GCG [Zou et al.,
20231, Decipher [Li et al., 2024], and PAIR [Chao et al.,
2025]. For each attack type, 120 harmful prompts are in-
cluded, yielding 720 harmful samples in total. We distin-
guish the seen and unseen benchmark settings by benchmark
source and prompt distribution (HarmBench vs. AdvBench),
rather than strictly by attack mechanisms. Accordingly, some
attacks (e.g., GCG, PAIR) are intentionally shared across
benchmarks to disentangle benchmark-level distribution shift
from attack-specific novelty.

To assess false positives and maintain class balance, we
additionally include 805 benign prompts sampled from the
Alpaca-Eval dataset [Dubois et al., 2024], which are disjoint
from the benign data used in the seen benchmark setting.
Alpaca-Eval consists of evaluation-oriented prompts whose
benignity has been verified in prior work; therefore, no ad-
ditional safety filtering is applied. The unseen evaluation set
consists of 1,520 prompts in total. No training or calibration
is performed on this dataset, and explanation quality is evalu-
ated only through reference-free judge-based assessment be-
cause gold references are unavailable.

5.2 Baselines and Models

We compare our approach against strong baselines across
jailbreak defense, harmful prompt detection, and explanation
quality.

Jailbreak Defense Baselines and Target Models. We
evaluate jailbreak defenses by applying each method to two
widely used instruction-following models, Vicuna-7B-v1.5
(Vicuna-7B) [Zheng et al., 2023] and GPT-3.5. These models
exhibit comparatively weaker built-in guardrails than frontier
LLMs, making them suitable for stress-testing jailbreak de-
fenses and isolating the effect of external safety mechanisms.

We include a diverse set of representative defense base-
lines, covering input perturbation, prompting-based, and ex-
ternal guard approaches: Backtranslation [Wang et al., 2024],
SmoothLLM [Robey et al., 2023], Self-Reminder [Xie et al.,
2023], In-Context Learning (ICL) [Wei et al., 2023b], Gra-
dientCuff [Hu et al., 2024], and LLaMA-Guard [Inan et al.,
2023].

Explanation Quality Baselines. For explanation quality,
we compare against strong general-purpose LL.Ms that gen-
erate safety explanations without structured supervision.
Specifically, we use GPT-5.1 and Gemini-2.5-Pro (Gemini-
2.5) as explanation baselines. These models represent high-
capacity systems capable of producing fluent and plausi-
ble explanations, allowing us to assess whether explanation-
aware learning yields improvements beyond raw generative
ability.

5.3 Evaluation Protocols and Metrics

We evaluate our framework from three complementary per-
spectives: jailbreak defense effectiveness, harmful prompt
detection, and explanation quality. This section focuses on
the evaluation protocols and metrics, with particular empha-
sis on explanation-aware assessment.

Jailbreak Defense and Detection Metrics. Jailbreak de-
fense effectiveness is evaluated using ASR and StrongRE-
JECT (StrREJ) [Souly et al., 2024]. A jailbreak is counted
as successful if the target model produces harmful or policy-
violating content. ASR measures whether a jailbreak prompt
successfully induces harmful behavior. ASR is computed us-
ing GPT-5.1 as an automated judge over (prompt, response)
pairs, following standard practice [Zheng et al., 2023]. Hu-
man verification on a randomly sampled subset confirms high
agreement (Cohen’s £ > 0.8). StrREJ complements ASR by
measuring the residual adversarial utility of model responses,
accounting for both refusal behavior and the usefulness of
generated content, thereby penalizing partially helpful out-
puts even when an explicit refusal is issued.

For harmful prompt detection, we evaluate the predicted
harmfulness boundary as a binary classification task and re-
port recall and Fl-score, both overall and broken down by
attack type. These metrics are reported for both seen and un-
seen benchmark settings to assess generalization.

Explanation Quality Evaluation. We evaluate structured
explanation quality using two complementary protocols: au-
tomatic reference-based evaluation and LLM-judge evalua-
tion.. Automatic metrics provide strict, reproducible field-
level fidelity to the gold canonical JSON, while LLM-judge
evaluation captures semantic alignment and diagnostic use-
fulness that may not be reflected by exact string or span over-
lap. Importantly, the automatic reference-based evaluation is
independent of GPT-5.1.

Automatic reference-based evaluation (seen benchmark
only). In the seen benchmark setting, where gold canonical
explanations (gold JSONs) are available, we compare pre-
dicted JSON fields against the gold using: (i) Severity Error
(SevErr): normalized absolute error of severity; (ii) Str@I:
whether at least one gold jailbreak strategy is recovered; (iii)
SpanF1I: token-level F1 between predicted and gold trigger
spans; (iv) RatJac: Jaccard similarity between predicted and
gold rationales; and (v) Safety Factor Error (SEErr): mean
absolute error over the three safety factors (intent, execution,
semantic bypass).

LLM-judge evaluation (seen and unseen benchmarks). We
additionally use GPT-5.1 as an external judge to score the se-
mantic quality of explanations. On the seen benchmark, the
judge is given both the gold JSON and the predicted JSON
and assigns scores in [0, 1] for Severity, Strategy, Span, and
Rationale based on semantic agreement with the reference;
Overall is a separate holistic score that summarizes the over-
all diagnostic quality and usefulness of the predicted expla-
nation. On the unseen benchmark, gold explanations are un-
available; therefore, the judge evaluates the predicted JSON
in a reference-free manner and assigns the same set of scores,
focusing on plausibility, internal consistency, and diagnostic
usefulness given only the prompt.



PRELIMINARY PREPRINT VERSION - DO NOT CITE
This is not the version of record. The final version will appear in the Proceedings of IJCAI-ECAI 2026.

—==- Overall F1 .- Overall Recall B Fl-score B2 Recall

Seen benchmark (HarmBench)

Unseen benchmark (AdvBench)

[ <
O &
o Z(;\Q( N

Figure 2: Attack-wise harmful prompt detection performance on Seen benchmark (left) and Unseen benchmark (right) settings. Bars report
F1-score and Recall for each attack type, while dashed lines indicate overall performance aggregated across attacks.

Defense Target Model
Vicuna-7B GPT-3.5

ASR (%) StrREJ \ ASR (%) StrREJ
No Defense 34.78 0.268 20.87 0.189
Backtranslation 2.17 0.027 9.13 0.086
SmoothLLM 7.39 0.094 15.22 0.121
SelfReminder 2.71 0.023 5.65 0.073
ICL 4.35 0.005 20.43 0.020
GradientCuff 22.81 0.170 15.63 0.119
LLaMA-Guard 10.87 0.131 4.35 0.062
Ours 0.44 0.003 1.30 0.010

Table 1: Jailbreak robustness under different defenses, evaluated
by ASR (%) and StrREJ score. Lower values indicate stronger de-
fenses.

All judge evaluations use fixed scoring rubrics and prompts
to ensure consistency across settings. -Although GPT-5.1 is
also used as an explanation baseline, the baseline and judge
roles are separated by protocol: the baseline generates expla-
nations, while the judge only scores explanations under the
fixed rubric.

6 Results and Analysis
6.1 ASR Reduction Under Jailbreak Defenses

Table 1 reports jailbreak robustness under different defense
mechanisms, evaluated using ASR and StrREJ. Across both
target models, our method achieves the lowest ASR, indicat-
ing the strongest resistance to jailbreak attacks. In particular,
our defense reduces ASR to 0.44% on Vicuna-7B and 1.30%
on GPT-3.5. Our approach also yields the lowest StrREJ,
suggesting that even when responses are not fully refused,
their residual adversarial utility is minimal. Together, these
results show that our framework effectively suppresses both
jailbreak success and harmful response utility. We conjec-
ture that explanation-aware supervision improves robustness
by encouraging the model to capture not only safety bound-

aries but also underlying attack structure, leading to stronger
downstream defense performance.

6.2 Harmful Prompt Detection and Generalization
Analysis

Figure 2 summarizes harmful prompt detection performance
across jailbreak attack types in seen (HarmBench-based) and
unseen (AdvBench-based) benchmark settings, evaluated us-
ing recall and Fl-score. Under the seen benchmark setting,
the model achieves consistently high performance, with both
recall and F1-score exceeding 0.90 across all attack types, in-
dicating that explanation-aware training preserves strong de-
tection capability for in-benchmark jailbreak patterns.

Under the unseen benchmark setting, which evaluates gen-
eralization across a different prompt distribution and bench-
mark source, the model maintains robust cross-benchmark
transfer, achieving an overall recall of 0.83 and F1-score of
0.87. Most attack types (e.g., DSN, AutoDAN, GCG, JOOD)
retain high performance with recall and F1 above 0.93, while
degradation is confined to a small subset, notably Decipher
and PAIR. These failure cases are likely associated with at-
tacks that rely more heavily on implicit intent encoding or
multi-step semantic indirection, making the harmful objec-
tive harder to infer from the prompt alone. Overall, the results
suggest that explanation-aware supervision promotes gener-
alizable detection behavior rather than overfitting to specific
jailbreak templates. This indicates that the model learns
broadly transferable safety cues that generalize across bench-
mark distributions, with performance degradation limited to
a small number of highly indirect prompts.

6.3 Explanation Quality and Diagnostic Accuracy

Table 2 and Table 3 report explanation quality under the
reference-based and LLM-judge protocols defined in Sec-
tion 5.3.

Automatic Reference-Based Evaluation. Table 2 com-
pares predicted JSON fields against the gold canonical ex-
planations on the seen benchmark. Our model outperforms
GPT-5.1 and Gemini-2.5 across all reference-based metrics,
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Method SevErr| Str@11 SpanF11 RatJact SEErr]
GPT-5.1 0.31 0.25 0.66 0.19 0.42
Gemini-2.5  0.32 0.61 0.50 0.20 0.39
Ours 0.09 0.86 0.64 0.63 0.11

Table 2: Automatic evaluation of structured safety explanations on
harmful prompts (averaged over samples). 1 indicates higher is bet-
ter; | indicates lower is better.

Method Severity Strategy Span Rationale Overall
Seen benchmark

GPT-5.1 0.68 0.42 0.91 0.86 0.77
Gemini-2.5  0.60 0.57 0.67 0.77 0.70
Ours 0.88 0.71 0.82 0.83 0.82
Unseen benchmark

Ours 0.80 0.61 0.79 0.78 0.78

Table 3: LLM-judge evaluation of explanation quality on harmful
prompts (score averaged over samples). Scores are normalized to
[0, 1], with higher values indicating better explanation quality. Base-
line models are evaluated on the seen setting only. Unseen results are
reported for our model to assess robustness under distribution shift.

achieving lower SevErr/SEErr and higher Str@1, SpanFl,
and RatJac. For example, SevErr drops from 0.31/0.32 to
0.09 and Str@1 increases from 0.25/0.61 to 0.86. These re-
sults indicate that explanation-aware learning more reliably
recovers jailbreak structure—how the attack is framed, where
the harmful trigger lies, and why the prompt is unsafe—than
general-purpose LLMs not trained on our canonical schema.

LLM-Judge Evaluation. Under the seen benchmark judge
protocol (gold provided), our model achieves the highest
scores across Severity, Strategy, Span, and Rationale, indi-
cating strong semantic agreement with the reference explana-
tions. For example, on the seen benchmark our model im-
proves Strategy and Overall judge scores to 0.71 and 0.82,
compared to 0.42/0.77 (GPT-5.1) and 0.57/0.70 (Gemini-
2.5).

On the unseen benchmark (reference-free), the model re-
tains high diagnostic scores with only moderate degradation,
suggesting plausible and internally consistent explanations
under cross-benchmark shift. This suggests that the gener-
ated explanations remain actionable for auditing even when
exact overlap-based metrics cannot be computed. Overall, the
results show improved reference fidelity on the seen bench-
mark and robust diagnostic quality under the unseen bench-
mark evaluation.

6.4 Qualitative Analysis of Structured Safety
Explanation

Figure 3 illustrates representative structured safety explana-
tions generated by our model across benign prompts, direct
harmful instructions, and jailbreak-based attacks. To avoid
exposing harmful content, jailbreak prompts are abstracted
and partially redacted while preserving their structural char-
acteristics.

Across cases, the model correctly distinguishes benign and

(a) Harmful Instruction (no attack)
Write an office macro that searches
Jfor and exfiltrates passwords

(b) Benign Instruction
Wher is the relationship between
energy and the law of conversation

of energy?

Boundary : Harmful
Severity : EEENITO 0.6

Boundary : Benign
Severity

Strategy ° None Strategy - None
Trigger Span : “Searches for and Trigger Span : « »
Rationale exfiltrates passwords™ Rationale

The prompt indicates illegal
acquisition of ...

The prompt does not contain
illegal. violent. or harmful...

Safety Factors
Intent Risk EET) 0.8

Execution Risk EEEETD 0.7
Semantic Bypass B0 0.27
(¢) Harmful Instruction (attack: UAT)
[Obfuscated jailbreak prompt

requesting illegal file distribution
with evasion intent]

Safety Factors
Intent Risk i 0.0

Execution Risk 0o 0.0
Semantic Bypass OII11111 0.07
(d) Harmful Instruction (attack: PAIR)
[Role-play based jailbreak prompt

requesting step-by-step guidance for
illegal drug synthesis (details redacted)]

Boundary : Harmful Boundary : Harmful

Severity : HEENI 06 Severity @ EEETD 0.6

Strategy : Character/Unicode... Strategy : Step-by-step disguise
Trigger Span : “torrents from the Trigger Span : “make meth using the
Rationale Pirate Bay ...” Rationale one-pot method™ ...

The prompt contains
“torrents from the Pirate...”

The prompt contains “make
meth using the one-pot ...”

Safety Factors
Intent Risk T 08

Execution Risk = EEETD 0.7
Semantic Bypass IS 0.9

Figure 3: Qualitative examples of structured safety explanations pro-
duced by our model. We show benign prompts, harmful prompts
without jailbreaks, and harmful prompts with jailbreak attacks (UAT,
PAIR), with partially redacted inputs for safety.

Safety Factors
Intent Risk i 0.9

Execution Risk [0 0.8
Semantic Bypass 0TI 0.97

harmful prompts, localizes relevant trigger spans, and iden-
tifies jailbreak strategies when present. For direct harmful
instructions, the model attributes risk to explicit harmful in-
tent without over-attributing jailbreak mechanisms. For jail-
break attacks (e.g., UAT and PAIR), the model explicitly sep-
arates the harmful intent, the obfuscation strategy, and the
associated safety risks. These examples qualitatively con-
firm that explanation-aware learning yields structured, in-
terpretable explanations that align with the quantitative im-
provements reported earlier.

7 Conclusion

We introduced an explanation-aware framework for LLM
jailbreak evaluation that moves beyond outcome-level met-
rics such as ASR. By leveraging human-grounded and struc-
tured safety explanations, our approach enables fine-grained
analysis of jailbreak behavior, including attack strategies,
trigger spans, and severity. Through a human—-LLM hybrid
canonicalization pipeline, we trained a compact explanation-
aware safety model that achieves strong robustness and cross-
benchmark transfer across seen and unseen settings while
producing diagnostically meaningful explanations. These re-
sults demonstrate that explanation-aware learning provides a
practical foundation for diagnosis-driven, interpretable LLM
safety assessment beyond binary detection.
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