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Abstract
Graph-level anomaly detection (GLAD) is crucial
for ensuring the reliability of graph-driven applica-
tions by identifying abnormal graphs that deviate
from the majority. Considering the privacy con-
cerns in distributed scenarios, federated graph-level
anomaly detection (FedGLAD) has emerged as a
promising solution to enable collaborative detec-
tion without sharing raw data. However, exist-
ing methods suffer from poor generalization due
to the reliance on unrealistic synthetic anomalies
and insufficient personalization capabilities under
data heterogeneity. To address these challenges,
we propose a novel Federated graph-level anomaly
detection approach with Cluster-adaptIve GAted
Reconstruction (FedCIGAR). Specifically, we de-
sign a reconstruction-based paradigm trained on nor-
mal graphs to avoid synthetic data. Furthermore,
we introduce a client-side node contribution gating
mechanism and a server-side sliding window-based
clustering strategy to tackle data heterogeneity. Ex-
tensive experiments demonstrate that FedCIGAR
achieves superior performance and robustness in
contrast to state-of-the-art methods.

1 Introduction
Graph-structured data have been widely used in a variety of
real-world scenarios, such as bioinformatics, small molecules,
and social networks [Stokes et al., 2020; Barabasi and Olt-
vai, 2004; Easley et al., 2010]. To ensure the reliability and
robustness of graph-driven applications, graph-level anomaly
detection (GLAD) is a crucial task on graph data [Zhao and
Akoglu, 2023; Luo et al., 2022; Qiu et al., 2022], which aims
to identify the abnormal graphs that are different from the
majority. Recently, most GLAD methods [Kim et al., 2024;
Zhang et al., 2022; Ma et al., 2023; Liu et al., 2023] fol-
low a centralized training principle, which requires collecting
all graph data for model training. However, in real-world
scenarios, graph data are usually distributed among different
users. Owing to privacy protection concerns [Sarasamma et
al., 2005], users are often unwilling to share their data, which
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Figure 1: (a): T-SNE visualization of normal graphs, synthetic anoma-
lies, and real anomalies learned by LG-FGAD on AIDS dataset. (b):
Heterogeneous client data distributions across different datasets.

greatly hinders the application of centralized GLAD methods
in practical scenarios.

As an effective distributed learning paradigm, federated
learning (FL) [Huang et al., 2023; Fu et al., 2022; Li et al.,
2021] provides a promising pathway to address the above
limitation. Recently, an emerging branch of studies has at-
tempted to incorporate FL and GLAD to mitigate the impact
of centralized training and facilitate anomaly detection in dis-
tributed environments. These federated graph-level anomaly
detection (FedGLAD) methods perform federated optimiza-
tion on specially designed anomaly detection models to enable
effective GLAD under distributed data settings. For instance,
FGAD [Cai et al., 2024b] employs a teacher-student archi-
tecture with knowledge distillation to maintain the person-
alization of local models and enable collaborative learning
among clients. To improve anomaly detection in the absence
of annotated anomalous graphs, it uses self-generated anoma-
lies to simulate realistic anomalous cases for model training.
LG-FGAD [Cai et al., 2024a] indicates that node-level rep-
resentations may induce potential anomalies and proposes
a local-global anomaly awareness module, which captures
anomalous patterns at both node and graph levels to enhance
the discrimination ability.

Despite their effectiveness, the existing FedGLAD meth-
ods treat anomaly detection as a binary classification task and
employ artificially generated anomalies to mimic abnormal
samples, which leads to their Limitation 1 - poor generaliza-
tion capacity to realistic and heterogeneous anomaly cases.
Considering the sparsity of anomalous graph data, current
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GLAD methods [Ma et al., 2022; Liu et al., 2023] usually
adopt a one-class training setting [Yin et al., 2024], where ab-
normal samples are unavailable for model training. Under this
constraint, to train the binary classification-based detection
models without annotated samples, the existing FedGLAD
methods use an additional generative model to synthesize
pseudo-anomalous samples. Nevertheless, these synthetic
anomalies may fail to reflect the true distribution of real-world
abnormal graphs, which hinders their ability to capture di-
verse and realistic anomaly characteristics. As visualized in
Fig. 1(a), learned by LG-FGAD [Cai et al., 2024a], the repre-
sentations of synthetic anomalies significantly deviate from
those of real anomalies, indicating the inherent limitation of
such a data synthesis paradigm.

In addition to the limited distribution modeling capability
of local GLAD models, the FedAvg-style global aggregation
paradigm in existing FedGLAD methods further intensifies
Limitation 2 – insufficient personalization capability under
heterogeneous client data. As demonstrated in Fig. 1(b), client
data in real-world scenarios usually exhibits heterogeneous
distributions (see Appendix A for details), which makes it chal-
lenging for one global model to capture all diverse anomaly
patterns [Xie et al., 2021]. However, current FedGLAD meth-
ods adopt a FedAvg-like paradigm [McMahan et al., 2017]
that globally updates a single server model for all clients,
which results in limited adaptability to heterogeneous client
data. Even if the knowledge distillation-based collaborative
learning mechanism in FGAD and LG-FGAD can preserve
the personalization to some extent, the globally shared stu-
dent model may still fail to adapt well to the diverse anomaly
distributions across clients.

To tackle the aforementioned limitations, in this paper, we
propose FedCIGAR, a Federated graph-level anomaly detec-
tion approach with Cluster-adaptIve GAted Reconstruction.
To address Limitation 1, we design a reconstruction-based
GLAD model that can be directly trained on normal graph
data without relying on synthetic anomalies. This formula-
tion eliminates the need for costly data generation and avoids
the adverse impact of low-quality pseudo-anomalous samples.
To better capture structural and attributive anomaly patterns,
we propose a feature–structure joint reconstruction model for
GLAD that independently encodes structural and feature in-
formation into a unified latent space and then reconstructs the
original features and graph structures accordingly. To han-
dle Limitation 2, we enhance the personalization capability
of both the client-side detection model and the server-side
aggregation mechanism. At the client side, we introduce a
node contribution gating mechanism that equips each client
with an independent local model to assess the contribution
of different nodes to anomaly scores. This mechanism allevi-
ates the limitation of global reconstruction models under het-
erogeneous client data and preserves client-specific anomaly
characteristics. At the server side, we introduce a sliding win-
dow–based clustering aggregation strategy that dynamically
groups clients with similar data distributions and aggregates
their updates in a cluster-adaptive manner. In this way, Fed-
CIGAR effectively balances global collaboration and local

1Code is available at https://github.com/yunf-zhao/FedCIGAR

personalization under heterogeneous client data. In summary,
this paper makes the following contributions:

• New FedGLAD Paradigm. We, for the first time, in-
troduce a reconstruction-based paradigm for FedGLAD.
Compared to classification-based methods, our approach
avoids synthetic anomaly generation and achieves better
generalization to different anomaly patterns.

• Data Heterogeneity Handling. We tackle the data het-
erogeneity across clients from both server and client per-
spectives by crafting a node contribution-based model
and a cluster-adaptive server aggregation mechanism.

• Superior Detection Performance. We conduct exten-
sive experiments on multiple datasets and multi-dataset
settings, where FedCIGAR achieves excellent detection
performance and robustness.

2 Preliminaries
Notations. Let D = {D1, . . . , DC} represent the federated
datasets distributed in C clients, where Dc = {G1, . . . ,GNc

}
represents the local dataset held by client c and contains Nc

graphs. Each graph Gi ∈ D has a node set Vi and an edge
set Ei. The connection between nodes of graph Gi can be
represented by an adjacency matrix Ai ∈ {0, 1}ni×ni , where
ni = |Vi| is the nodes number in graph Gi. The features matrix
of graph Gi can be described by Xi ∈ Rni×m where the j-th
row xi,j ∈ Rd represents the feature vector for node vj ∈ Vi.
Problem Formulation. This paper concentrates on the one-
class (a.k.a. unsupervised) federated graph-level anomaly
detection (FedGLAD) problem. Given a federated dataset D,
where each client possesses its own graph set Dc, and it can
be divided into anomalous graph set Da and normal graph
set Dn, with Dc = Da ∪ Dn, Da ∩ Dn = ∅, and |Da| =
Na ≪ |Dn| = Nn. Formally, the objective of FedGLAD is
to learn a set of scoring functions fW = {fW(1) , . . . , fW(C)}
(where W(c) is the set of learnable parameters of client c),
which assign anomaly scores to indicate the abnormality of
graphs from each client. The overall training objective can be
regarded as minimizing the following loss function:

min
W(1),...,W(C)

1

C

C∑
c=1

|Dc|
|D|

(
ℓc(yn, fW(c)(Gn))

+ℓc(ya, fW(c)(Ga))
)
,

(1)

where {Gn; yn} represents the normal graph labeled with y=1,
and {Ga; ya} represents the anomalous graph labeled with
y=0. Here, fW(c)(·) and ℓc(·) separately denote the c-th client
scoring function and loss function.

3 Methodology
In this section, we introduce FedCIGAR, a novel
reconstruction-based method for federated graph-level
anomaly detection (FedGLAD). The overall pipeline of Fed-
CIGAR is illustrated in Fig. 2. To capture diverse anomaly
patterns without relying on real anomalous samples, we intro-
duce a feature-structure joint reconstruction model (Sec. 3.1),
which explicitly captures the attributive and structural infor-
mation of the graph and reconstructs them from a fused latent
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Figure 2: The overall pipeline of FedCIGAR.

space. Once well trained, the reconstruction error can serve as
an effective indicator of graph abnormality. To alleviate the
impact of data heterogeneity across clients, we design a node
contribution gating module (Sec. 3.2) to gauge each node’s
contribution to graph anomaly under personalization, which al-
lows each client to maintain adaptive anomaly scoring tailored
to its local data distribution. Furthermore, we introduce a slid-
ing window-based clustering aggregation strategy (Sec. 3.3)
at the server side, which adaptively groups clients with simi-
lar behaviors and performs cluster-wise aggregation to better
accommodate heterogeneous client data.

3.1 Feature-Structure Joint Reconstruction
In order to train the binary classification-based federated
anomaly detection models using only normal data, the ex-
isting FedGLAD methods (e.g., FGAD [Cai et al., 2024b]
and LG-FGAD [Cai et al., 2024a]) adopt data generation tech-
niques to synthesize pseudo-anomalous samples for supervi-
sion. However, such generated anomalies usually fail to reflect
real-world anomaly patterns, leading to suboptimal detection
performance. To address the limitations caused by relying on
synthetic anomalies, FedCIGAR abandons the binary classifi-
cation paradigm and instead employs a reconstruction-based
FedGLAD model. The core idea of our detection model is to
separate normal and anomalous graph patterns based on the re-
construction assumption, i.e., the reconstruction model trained
on purely normal data can accurately rebuild normal graphs
while producing large reconstruction errors for anomalous
graphs [Kim et al., 2024]. In order to effectively capture both
structural and attributive patterns of graphs, we carefully de-
sign a feature–structure joint reconstruction model for GLAD,
which is detailed in the following paragraphs. For simplicity,
we only describe the reconstruction process of an individual

graph G and omit its index (e.g., i) in the notation.
Dual-Channel Encoder. The existing reconstruction models
for GLAD [Kim et al., 2024; Liu et al., 2023] typically use
GNN-based autoencoder to aggregate raw node features for
graph reconstruction. However, the low-dimensional features
of the real-world graph datasets (e.g., atom types) may provide
limited semantic information. In some specific domains (e.g.,
social networks), node features are even absent, which pro-
vides limited informative resources for modeling data patterns.
To mitigate the impact of poor-quality features and explicitly
capture structural patterns, we introduce structure encoding
as an additional input of our reconstruction model. Specifi-
cally, for a graph G, its structure encoding matrix is denoted as
S ∈ Rn×ds = concat[SDSE,SRWSE], where each row sj is
the concatenation of sDSE

j , the one-hot encoding of node vj’s
degree, and sRWSE

j , the random walk diffusion-based struc-
ture encoding [Dwivedi et al., 2022] of node vj . Taking the
structural encoding as an auxiliary input not only enhances
the informativeness of the original features but also injects
structural knowledge from both local (i.e., node degree) and
global (i.e., random-walk characteristics) perspectives.

After obtaining the structural encoding, we employ two
parallel channels to learn feature and structure representations:

Hf = ENCf (X,A), Hs = ENCs(S,A), (2)

where ENCf (·) and ENCs(·) denote the GNN-based feature
encoder and structure encoder, respectively, while Hf and Hs

respectively denote the feature and structure representations
of graph G. Such a decoupled design allows the model to learn
complementary representations, capturing attribute semantics
and structural patterns independently.
Fused Decoder. After obtaining the feature and structure rep-
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resentations, we fuse them into a shared latent space, where the
complementary information from both domains is integrated
to form a unified representation for downstream reconstruc-
tion, i.e., Z = MLP

(
concat

[
Hf ,Hs

])
. Taking Z as input,

we use a GNN-based feature decoder DECf (·) and a dot-
product-based structure decoder DECs(·) to reconstruct the
raw feature matrix and adjacency matrix, respectively:

X̂ = DECf (Z), Â = DECs(Z), (3)

where X̂ denotes the reconstructed feature matrix and Â de-
notes the reconstructed adjacency matrix.
Statistics-Aware Reconstruction. Although minimizing the
average reconstruction loss over all nodes in a graph can fa-
cilitate model optimization, recent studies [Kim et al., 2024]
pinpoint that such a strategy may suffer from the “reconstruc-
tion flip” phenomenon, i.e., the model yields even lower re-
construction errors in particular nodes on unseen test graphs
than on training graphs. As a result, the reconstruction error
may fail to faithfully indicate the abnormality of test graphs
under federated settings. To bridge the gap, we introduce a
statistics-aware reconstruction strategy for our GLAD model,
which not only incorporates the mean reconstruction loss but
also considers the standard deviation of reconstruction errors.
For model training, the loss function can be written by:

lx =

[
1−

X⊤
i,:X̂i,:

∥Xi,:∥2 · ∥X̂i,:∥2

]
i∈[|V|]

∈ R|V|, (4)

La =
[
Ai,j log Âi,j + (1−Ai,j) log(1− Âi,j)

]
i,j∈[|V|]

∈ R|V|2 ,

(5)
L = α

(
avg(lx) + β std(lx)

)
+ (1− α)

(
avg(La) + β std(La)

)
,
(6)

where || · || represents the l2 norm, X̂i,: stands for i-th node’s
reconstruction feature and Âi,j represents the reconstructed
adjacency entry between node i and j, while α and β are the
balance hyperparameters. When testing, the anomaly score s
of graph G can be directly calculated by the mean and standard
deviation of the reconstruction error, i.e., s(G) = L.

Through additionally modeling the standard deviation of
reconstruction errors, the model can encourage stable and uni-
form reconstruction errors on all nodes in a graph, thereby
alleviating the reconstruction flip issue by suppressing exces-
sively high or low reconstruction errors. Meanwhile, variance
modeling enables FedCIGAR to better capture the distribu-
tional characteristics of reconstruction errors, which leads to
more reliable anomaly characterization.

3.2 Node Contribution Gating
By collaboratively optimizing a global anomaly detection
model in a federated manner without sharing raw data, clients
can benefit from collective knowledge while preserving data
privacy. Although such collaborative learning can train a
global GLAD model to capture broader data patterns, it may
overlook client-specific anomaly characteristics under hetero-
geneous data distributions. On one client, anomalies may
predominantly stem from a small subset of structurally influ-
ential nodes (e.g., popular users in social networks), whereas

on another client, anomalies may arise from nodes with spe-
cific features (e.g., certain types of atoms in molecular graphs).
In this case, a global reconstruction model may be insufficient
to capture the heterogeneous anomaly behaviors exhibited by
different clients, leading to sub-optimal performance.

To address this issue, we introduce a node contribution gat-
ing module as the personalized model for each client. Specif-
ically, a local personalized model is employed to estimate
node-wise contribution weights conditioned on the local data
distribution. Unlike the reconstruction model that is glob-
ally shared, the parameters of the local personalized model
are maintained independently on each client, enabling client-
specific adaptation to heterogeneous anomaly patterns. For
each client, the input of the local personalized model is con-
structed by concatenating the feature and structure encoding
matrices, i.e., X′ = concat(X,S). Afterwards, the GNN-
based local personalized model LPM(·) is built to estimate
the contribution of each node within its local context:

w = sigmoid
(
LPM

(
X′,A

)
/τ

)
∈ Rn, (7)

where w denotes the contribution weight vector (in which
each element indicates the contribution of a corresponding
node) and τ is the temperature hyperparameter to adjust the
smoothness of the node-wise weights.

Given the column weight vector w, the reconstruction errors
in Eqs. (4) and (5) can be further reweighted as:

l̃x = lx ⊙w, L̃a = La ⊙ (wwT ), (8)

where ⊙ indicates element-wise product. The reweighted er-
rors, i.e., l̃x and L̃a, can be further used to calculate the loss
function and anomaly score, replacing the original reconstruc-
tion errors lx and La.

According to such a gating mechanism, the local model
can learn to adaptively weight node contribution according
to the local data patterns. For instance, the atoms that are
closely associated with abnormal behaviors in a client with
molecular data can be assigned higher weights. In this manner,
the model realizes personalized anomaly detection on each
client while continuing to benefit from the powerful global
knowledge learned by the GLAD model at server.

3.3 Sliding Window-based Clustering Aggregation
While the above gating mechanism can alleviate data hetero-
geneity via introducing personalized local models, the client-
level heterogeneity across different data distributions can still
persist if we rely on a single global reconstruction model. For
instance, the reconstruction process for molecular graphs can
be significantly different from that for social network graphs,
and using one unified global model may fail to adapt to such
fundamentally diverse data characteristics. A promising so-
lution to this issue is clustered FL, which groups clients with
similar data distributions and performs cluster-wise model ag-
gregation. However, existing clustered FL algorithms typically
rely on high-dimensional variables for communication, such
as model parameters [Wang et al., 2024] or gradients [Xie et
al., 2021], and thus often converge slowly due to their top-
down bi-partitioning mechanisms, which inevitably incur high
communication costs. Although FLT [Jamali-Rad et al., 2022]
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acknowledged the above issue, its static clustering strategy,
which performs clustering only once at model initialization,
may fail to capture changes in dynamic cluster relations during
multi-round communication.

To address the above issues, we propose a sliding window-
based clustering aggregation strategy for FedGLAD. Our strat-
egy consists of two steps: client representation construction
and dynamic clustering. In the first step, we introduce a low-
dimensional and high-density client representation to com-
pactly characterize clients’ behavioral patterns and reduce
communication overhead. Then, according to these represen-
tations, we dynamically cluster clients with similar character-
istics for aggregation.
Client Representation Construction. To describe the char-
acteristics of each client, we compute statistics over its graph
representations to construct a client representation. Based on
the node-level representations Z learned from the reconstruc-
tion model, which capture both feature and structure informa-
tion, we apply a readout function to obtain the graph-level
representation g for graph G. Further, for each client c, we
collect the graph representations of all training samples, de-
noted as: Gc = {gi | i = 1, . . . , Nc}. Then, the embedding
of client c is calculated by statistically aggregating its graph
representations:

ec = [mean(Gc)∥max(Gc)∥min(Gc)] , (9)
where ec is the embedding of client c.
Dynamic Clustering-based Aggregation. After obtaining the
low-dimensional client representations, we design the server
aggregation strategy based on them. Compared to binary clus-
tering [Xie et al., 2021], k-means optimizes a global partition
across all clients, with greater robustness and stability [Ghosh
et al., 2020]. At communication round t, the server performs k-
means on the stacked client representations E = [e1; . . . ; eC ]
to obtain the clustering assignment At = {C1, . . . , CK} where
K denotes the number of clusters. Unfortunately, k-means
still requires periodic updates to accommodate evolving client
representations, incurring considerable computational costs
on the server side.
To mitigate re-clustering issue, we design a two-phase cluster-
ing module with update and silent phases. The server main-
tains a sliding window Q = A1, . . . ,AL to track historical
clusterings, where L is the maximum length. At communica-
tion round t, the server first establishes whether Q is full. If
not, the module enters the update phase: the server computes
the current clustering At via k-means and evaluates clustering
stability by calculating the minimum Adjusted Rand Index
(ARI) with historical clusterings:

Rt = min
Ai∈Q

ARI(At,Ai). (10)

If Rt < θ, where θ is a predefined stability threshold, the cur-
rent clustering deviates substantially from historical patterns,
and the server clears Q and re-initializes it with At. Other-
wise, the server appends At to Q. Once Q is full, the module
enters the silent phase: the server clears Q and directly reuses
the final stable clustering AL for the subsequent P rounds
without executing k-means, thereby substantially reducing
server-side computational overhead while preserving stable

client groupings. The overall training and testing algorithms
and complexity analysis are provided in Appendices B.1 and
B.2, respectively.

4 Experiments
4.1 Experimental Setup
Datasets. Following the setting in Cai et al. [2024a], we vali-
date the performance of our method on two types of datasets.
(1) The single-dataset setting indicates IID scenarios, where a
single dataset is randomly distributed across multiple clients,
each of which holds a subset of the dataset. We employ
four graph classification datasets, including AIDS, DD, MU-
TAG, and IMDB-BINARY. (2) The multi-dataset setting in-
dicates non-IID scenarios, where multiple datasets consist of
several single datasets. Each client holds a specific graph
dataset. We employ four multi-dataset collections, includ-
ing MOLECULES, BIOCHEM, SMALL, and Mix. The first
class in each dataset is treated as anomalous, and more dataset
details are illustrated in Appendix C.1.
Baselines. We compare FedCIGAR with seven baselines in-
cluding (1) Self-train, where each client trains locally without
any communications; (2) FedAvg [McMahan et al., 2017]
and (3) FedProx [Li et al., 2020], the widely used federated
learning methods; (4) GCFL [Xie et al., 2021] and (5) Fed-
Star [Tan et al., 2023], two federated graph learning methods;
(6) FGAD [Cai et al., 2024b] and (7) LG-FGAD [Cai et al.,
2024a], two state-of-the-art FedGLAD methods. Part of the
results are borrowed from [Cai et al., 2024b; Cai et al., 2024a].
For datasets not included in these papers, we use random
search to select the hyperparameters.
Evaluation Metrics and Implementation. Following the
existing FedGLAD method [Cai et al., 2024a], we consider
two evaluation metrics: Area Under the Curve (AUC) and
F1-Score. We report the average score across 10 trials. More
implementation details are given in Appendix C.2.

4.2 Performance Comparison
The comparison results on four single-dataset and four multi-
dataset are reported in Table 1 and Table 2. From these results,
we have the following observations. ❶ FedCIGAR demon-
strates superior performance compared to state-of-the-art ap-
proaches across four single-dataset, with the sole exception
of a slight reduction in AUC on the AIDS dataset(0.24%).
In most cases, it achieves better results for both AUC and
F1-Score compared to the best baseline (e.g., an increase of
↑10.02% in AUC and ↑6.67% in F1-Score on the MUTAG
dataset). These results demonstrate the effectiveness of our
framework in the single-dataset setting. ❷ In the multi-dataset
scenarios, client data from various domains, where non-IID
problem is further aggravating, FedCIGAR remains signifi-
cantly superior to other methods. For instance, on BIOCHEM,
FedCIGAR outperforms the strongest baseline, LG-FGAD, by
4.22% in AUC and 3.51% in F1-Score. These results suggest
that FedCIGAR effectively captures shared information across
cross-domain clients, enhancing detection performance.

4.3 Ablation Study
To verify the effectiveness of each component in FedCIGAR,
we conduct an ablation study to compare FedCIGAR with
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Methods IMDB-BINARY MUTAG DD AIDS
AUC F1-Score AUC F1-Score AUC F1-Score AUC F1-Score

Self-train 65.01± 1.53 60.83± 1.55 94.44± 2.08 89.58± 3.61 80.11± 0.12 74.52± 0.31 98.35± 0.16 97.89± 0.0

FedAvg 40.96± 3.44 45.95± 1.66 85.83± 2.36 85.00± 0.00 30.83± 0.44 34.16± 1.52 61.26± 0.54 58.80± 0.60
FedProx 41.86± 0.32 45.70± 1.96 84.17± 2.36 85.00± 0.00 30.81± 0.43 33.91± 1.45 61.18± 0.37 58.80± 0.60

GCFL 56.98± 5.56 45.44± 2.25 83.33± 3.11 78.33± 4.71 38.56± 0.13 30.06± 1.10 74.31± 0.91 70.86± 1.76
FedStar 54.76± 1.28 52.40± 1.04 85.42± 10.82 83.33± 10.27 55.88± 0.92 55.95± 1.98 86.75± 2.11 82.77± 1.23

FGAD 67.90± 7.74 65.08± 5.27 83.75± 3.64 80.24± 4.68 81.03± 0.89 75.33± 0.98 99.25± 0.11 98.14± 0.62
LG-FGAD 66.40± 3.55 63.10± 3.15 87.50± 4.37 85.00± 0.00 81.66± 0.16 75.72± 0.27 99.57± 0.06 97.55± 1.34

FedCIGAR 70.25± 1.01 65.16± 1.07 97.52± 1.71 91.67± 0.00 83.13± 0.79 76.79± 0.51 99.33± 0.09 98.84± 0.33

Table 1: Anomaly detection performance in terms of AUC and F1-Score (in percent, mean±std) under the single-dataset setting.

Methods MOLECULES BIOCHEM SMALL MIX
AUC F1-Score AUC F1-Score AUC F1-Score AUC F1-Score

Self-train 70.35± 0.56 66.38± 0.68 68.3± 0.74 61.67± 1.31 57.92± 4.56 51.12± 4.11 59.8± 0.33 52.14± 0.32

FedAvg 54.41± 3.21 55.57± 1.46 47.49± 1.04 51.24± 1.42 48.90± 0.60 52.77± 0.64 47.96± 0.61 53.89± 0.83
FedProx 57.93± 2.14 55.91± 0.44 46.04± 0.49 51.71± 1.59 48.89± 0.50 52.42± 0.27 46.79± 0.63 53.50± 0.88

GCFL 58.86± 1.09 57.80± 1.20 51.44± 1.18 54.88± 1.67 53.93± 0.51 57.68± 0.02 51.46± 0.96 55.35± 1.14
FedStar 57.03± 2.02 55.54± 0.86 47.80± 0.48 53.21± 0.84 51.09± 2.00 55.28± 1.92 51.68± 1.61 54.89± 1.11

FGAD 62.00± 5.13 60.00± 4.78 61.41± 1.78 55.20± 1.77 62.38± 1.98 56.27± 2.23 59.58± 0.31 52.46± 0.59
LG-FGAD 70.84± 0.47 65.72± 0.59 67.98± 0.16 61.52± 0.81 66.39± 0.91 62.22± 1.30 62.26± 0.97 56.52± 0.39

FedCIGAR 74.22± 1.37 69.52± 1.46 72.20± 1.95 65.03± 1.40 70.03± 1.21 61.11± 1.12 63.77± 2.04 54.96± 1.68

Table 2: Anomaly detection performance in terms of AUC and F1-Score (in percent, mean±std) under the multi-dataset setting.
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Figure 3: Visualization of node weight.

Method MOLECULES BIOCHEM MIX MUTAG

FedCIGAR 74.22± 1.37 72.20± 1.95 63.77± 2.04 97.52± 1.71

w/o Struct 70.70± 1.06 68.16± 3.24 60.45± 1.94 93.98± 0.65
w/o Gate 63.32± 1.36 62.86± 3.52 58.87± 0.56 96.76± 0.66

w/o Cluster 73.83± 1.28 71.13± 1.29 61.85± 1.92 97.38± 0.66

Table 3: Performance of FedCIGAR and variants in terms of AUC.

three variants: ❶ w/o SE: removing the structure encoding
branch; ❷ w/o Gating: removing the anomaly gate module;
and ❸ w/o Cluster: replacing the sliding clustering module
with the FedAvg parameter aggregation method.

As shown in Table 3, all components contribute to the over-
all performance. ❶ Removing the structure encoding (w/o SE)
leads to significant performance degradation, demonstrating
that high-quality node representations are crucial for effec-
tively distinguishing anomalies. ❷ Removing the gating mod-

ule (w/o Gate) results in a substantial performance drop across
multi-datasets, which confirms the importance of capturing the
client’s specific patterns. ❸ The single-dataset shows a light
decrease compared to the multi-dataset after removing the
sliding clustering mechanism (w/o Cluster), which confirms
that the naive FedAvg algorithm fails in non-IID scenarios.

4.4 Visualization Analysis
Node Contribution. To investigate the weight allocation
mechanism of the gating module in FedCIGAR, we visualize
the node contribution weights on the MUTAG and PTC MR
datasets from SMALL. As shown in Fig. 3(a), FedCIGAR
tends to assign extreme weights to N and O atoms, and assign
uniform weights for C atoms. This is consistent with the pat-
terns of MUTAG dataset, in which the “NO2” functional group
is a key structural cue for distinguishing mutagenic molecules.
Fig. 3(b) shows the weight allocation for PTC MR dataset,
where FedCIGAR primarily detects anomalies through special
atoms (e.g., Cl, O, and S) rather than the carbon chain. In
summary, the gating module enables FedCIGAR to adaptively
capture node pattern most relevant to anomalies.
Cluster. To better understand the clustering mechanism of
FedCIGAR, we visualize the client embedding distributions on
both MOLECULES and MIX datasets in Fig. 4. We can wit-
ness that FedCIGAR adaptively partitions clients into multiple
homogeneous clusters, where compact intra-cluster embed-
dings and clear inter-cluster separation. These results indi-
cates that the clustering mechanism can explicitly distinguish
homogeneous and heterogeneous clients based on their repre-
sentations, enabling effective aggregation of shared anomaly
patterns across datasets and even domains, thereby improving
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Figure 4: Visualization of Cluster.

(a) SMALL (b) DD

Figure 5: The sensitivity of FedCIGAR in terms of α and β.

local anomaly detection performance.

4.5 Parameter Analysis
Balance Hyperparameters α and β. Fig. 5 presents the
sensitivity of α and β on SMALL and DD datasets, showing
clear dataset-dependent trends. SMALL favors smaller α and
β, indicating the preference for structural information and re-
construction mean in anomaly detection, whereas DD prefers
higher α and β values, relying more on feature information and
reconstruction variance. These divergences reveal pronounced
heterogeneity in anomaly patterns across graph datasets, and
FedCIGAR’s multi-aspect modeling improves performance
while reducing reliance on any single metric. Client Number
C. To evaluate the performance of FedCIGAR across different
FedGLAD scenarios, we split IMDB-BINARY and MUTAG
datasets into 2-20 shards, with each shard assigned to a client.
As shown in Fig. 6, increasing the number of clients causes
fluctuations in the performance of both algorithms, while Fed-
CIGAR consistently outperforms the state-of-the-art baseline
LG-FGAD, demonstrating its robustness. More results can be
found in Appendix D.1-D.2.

5 Related Work
Graph-level anomaly detection (GLAD) aims to detect the
abnormal graphs that are different from the majority [Zhang
et al., 2022; Niu et al., 2023; Sutherland et al., 2003].
Since anomaly labels are difficult to obtain in many prac-
tical scenarios [Li et al., 2026a; Pan et al., 2026a], main-
stream GLAD studies primarily focus on a one-class learn-
ing setting, i.e., models are trained using only normal in-
stances while anomalies are detected as deviations at test
time. In recent years, graph neural networks (GNNs) have
been widely applied across various tasks[Li et al., 2026b;
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Figure 6: The sensitivity of FedCIGAR in terms of client number C.

Miao et al., 2025; Zheng et al., 2022; Qian et al., 2026;
Tan et al., 2025] and have become the dominant paradigm
for GLAD, with representative work exploring reconstruction-
based approaches [Kim et al., 2024], inter-graph relational
mining [Ma et al., 2023] and interpretable frameworks [Liu
et al., 2023] (see Appendix E.1 for detailed review). Despite
their strong performance, these GNN-based methods [Liu et
al., 2026; Pan et al., 2026b; Pan et al., 2025; Zhao et al., 2025;
Chen et al., 2025] rely on centralized training, where all graph
data are collected at a central server. However, in real-world
scenarios, graph data are often distributed across multiple
clients with non-IID characteristics, highlighting the signif-
icance of developing collaborative and privacy-preserving
GLAD approaches in a federated setting.
Federated graph learning (FGL) extends federated learning
(FL) to graph-structured data with distributed and privacy-
preserving training [Guo et al., 2023; Wang et al., 2022].
Owing to the diversity of graph data, the data heterogene-
ity problem (i.e., non-IID data distributions across different
clients) is an important challenge in FGL. Prior works have
approached this problem through different aspects, such as
client clustering [Xie et al., 2021] and structure-aware knowl-
edge sharing [Tan et al., 2023] (see Appendix E.2 for detailed
review). Despite their remarkable success, most existing stud-
ies focus on node or graph classification, while few studies
explore FGL for GLAD. Among these, FGAD [Cai et al.,
2024b] and LG-FGAD [Cai et al., 2024a] employ knowledge
distillation but rely on the FedAVG-style collaborative learn-
ing strategy, which may fail on heterogeneous datasets. To
address these issues, we introduce a sliding clustering and
anomaly gate module to design an FGL algorithm for GLAD.

6 Conclusion
In this paper, we propose FedCIGAR, a novel reconstruction-
based framework for federated graph-level anomaly detection
(FedGLAD), which addresses the detection challenges under
heterogeneous graph data. FedCIGAR uses a feature-structure
joint reconstruction mechanism to capture anomaly patterns
without annotated labels. It also integrates a contribution
gating module with a sliding window-based clustering ag-
gregation strategy to effectively alleviate data heterogeneity.
Extensive experiments on real-world datasets from various do-
mains demonstrate that FedCIGAR consistently outperforms
state-of-the-art methods in terms of detection performance.
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