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Abstract

Generating high-quality adversarial texts with low
query budgets remains a challenging problem in
the hard-label scenario. Most existing approaches
rely on greedy algorithms, where one position in
the text is selected for substitution, followed by the
substitutions of other positions. This local search
approach may fail to discover high-quality adver-
sarial examples and often leads to excessive query
costs. Ideally, an optimal adversarial sample would
consider all possible position combinations in the
text, but exhaustive search is computationally im-
practical. To address this challenge, we propose
a sampling-based method called LBA, which con-
structs an approximate distribution of high-quality
adversarial examples by integrating both prior and
posterior knowledge, and utilizes this distribution
for sampling. As sampling progresses, posterior
knowledge updates the approximate distribution,
which in turn guides more effective sampling. Ex-
tensive experiments on six language models, rang-
ing from small-scale to large-scale architectures
across four datasets, demonstrate that LBA signifi-
cantly outperforms state-of-the-art baselines on all
evaluation metrics. Additionally, LLM-based as-
sessment indicates that LBA generates more se-
mantically preserved and comprehensible adversar-
ial texts.

1 Introduction

Deep neural networks (DNNs) have achieved remarkable
success and are widely applied to natural language pro-
cessing (NLP) tasks[Brown er al., 2020; Hu et al., 2022;
Zhang et al., 2023]. However, as DNNs become increas-
ingly popular and widely applied, potential security problems
have also raised significant concerns. It has been observed
that DNNSs are easily deceived into producing wrong predic-
tions by well-designed malicious examples, known as adver-
sarial attacks[Goodfellow et al., 2015; Szegedy et al., 2014].
To reveal the vulnerabilities and improve the robustness of
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neural language models, researchers have focused on gener-
ating plausible adversarial examples. In recent years, there
has been a surge in textual adversarial attacks[Alzantot ef al.,
2018; Linyang et al., 2020; Zang et al., 2020], further inten-
sifying the pursuit of crafting high-quality adversarial texts.

Based on the outputs the adversary obtained from victim
models, existing works on black-box textual adversarial at-
tacks can be categorized into soft-label attacks and hard-label
attacks. Soft-label attacks[Li et al., 2020; Jin et al., 2020;
Zang et al., 2020] typically calculate the importance of words
using the confidence scores output by target models, and then
modify words based on the importance ranking until the pre-
dicted label is reversed. Since most real-world APIs do not
provide confidence scores, hard-label attacks that only re-
quire the top-1 label are more practical and challenging. The
prevalent hard-label attacks usually adopt one of the follow-
ing algorithms: (1) heuristic algorithms[Maheshwary et al.,
2021al, (2) gradient estimation algorithms[Ye et al., 2022;
Ye et al., 2023], or (3) direction estimation algorithms[Liu et
al., 2024a] to optimize an initialized adversarial example. In
real-world applications, query budgets tend to be limited by
monetary costs, and a massive number of similar inputs also
increases the risk of exposing the adversary. Therefore, gen-
erating high-quality adversarial texts under low query bud-
gets has become a critical concern for hard-label attacks. Al-
though existing methods strive to improve query efficiency,
they still struggle with the trade-off between query efficiency
and quality. To address this issue, we reveal the limitations of
existing hard-label attacks and propose a novel approach.

Existing methods essentially follow a greedy search
paradigm, leading to query inefficiency. Their exploration
strategy iteratively refines adversarial examples, where each
iteration improves upon the result of the previous one to im-
prove quality. To accomplish this, greedy search selects a
word position for substitution and locks in the change, then
proceeds to the next candidate position without revisiting pre-
vious decisions. However, generating high-quality adversar-
ial examples depends on selecting critical positions and ap-
propriate word substitutions for these positions, which in-
volves exploring substitutions for all combinations of per-
turbable positions. During greedy search, the search space of
perturbable position combinations gradually shrinks, block-
ing the discovery of certain feasible solutions. Ideally, an op-
timal adversarial sample would consider all possible position
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combinations in the text. However, this would introduce a
greater challenge of combinatorial explosion.

To address this challenge, we propose a novel method
named LBA, which performs sampling from an approximate
distribution of high-quality adversarial examples. Sampling
from a distribution that statistically abstracts the population
and theoretically covers all the combinations offers an ef-
fective solution for mitigating the explosion of the search
space, compared to directly selecting from the population it-
self. However, it is not trivial to accurately characterize the
distribution of high-quality adversarial examples. To over-
come this challenge, we draw inspiration from Metropolis-
Hastings (MH) sampling[Chib and Greenberg, 1995] to con-
struct an approximating distribution (i.e., the target function)
and sample from it, aiming to obtain samples conforming
to the desired distribution. For effective approximation, we
leverage both prior and posterior knowledge to shape the tar-
get function. The prior is derived from predefined quality
constraints (e.g., perturbation rate and semantic similarity).
During each attack, the posterior is learned from samples ac-
cumulated over previous sampling iterations and is used to it-
eratively update LBA’s understanding of aggressiveness, un-
covering which positional changes most strongly induce la-
bel inversion. Specifically, we quantify aggressiveness by
the importance of each position, measured as its empirical
label-flip frequency from adversarial examples discovered in
previous iterations. By leveraging this target function, LBA
progressively refines its approximation of the desired distri-
bution through iterative sampling, and is self-correcting even
when initial priors are too coarse to accurately characterize
the distribution of high-quality adversarial examples.

The sampling process is an iterative cycle of generating
a candidate sample and evaluating it for acceptance or re-
jection. At each iteration, we first generate a candidate by
replacing a randomly chosen word in the sample from the
previous iteration with a synonym, following' the principle
of with-replacement sampling. Subsequently, we incorporate
the target function and a transition proposal to:probabilisti-
cally determine whether to accept and then query the candi-
date. As iterations progress, query-derived posterior knowl-
edge refines the estimated importance of positions in the tar-
get function, leading to more efficient sampling. In turn, im-
proved sampling yields more informative observations, cre-
ating a positive feedback loop. To sum up, our contributions
are as follows:

* We reveal the limitations of existing hard-label textual
adversarial attacks. Furthermore, to the best of our
knowledge, we are the first to formulate query-efficient
adversarial text generation as a distribution-based sam-
pling problem.

+ We propose LBA' (Low-query Budget hard-label
Attack), a novel method for generating high-quality ad-
versarial texts in the hard-label scenario.

* We conduct experiments on six language models, rang-
ing from small-scale to large-scale architectures, includ-

'The code and supplementary material are available at https://
github.com/SpeisBound/LBA

ing BERT, LLaMA 2, and GPT-40, across four datasets.
The results demonstrate that LBA significantly outper-
forms existing hard-label baselines.

2 Related Work

2.1 Soft-Label Adversarial Attack

Soft-label adversarial attacks rely on the confidence scores of
target models to craft adversarial examples. Typically, these
methods [Li et al., 2020; Jin et al., 2020; Li et al., 2021;
Maheshwary et al., 2021b; Garg and Ramakrishnan, 2020;
Gao et al., 2024] calculate the importance of words based
on confidence scores and then perturb those words accord-
ing to their importance ranking until adversarial examples
are generated. For instance, Textfooler[Jin et al., 2020] uses
importance ranking to sequentially perform synonym substi-
tutions. Additionally, Optimization-based methods[Alzantot
et al., 2018; Zang et al., 2020] utilize combinatorial opti-
mization techniques to craft adversarial texts. For instance,
PSO[Zang et al., 2020] treats adversarial text generation as
a combinatorial optimization problem and adopts a particle
swarm optimization algorithm to address the challenge.

2.2 Hard-Label Adversarial Attack

Existing hard-label attacks typically adopt heuristic algo-
rithms [Maheshwary et al., 2021a; Peng et al., 2023], gradi-
ent estimation-based search [Ye et al., 2022; Ye et al., 2023;
Liu et al., 2024b], or direction estimation-guided search [Liu
et al., 2024a] to approach the decision boundary of the target
model. HLA[Maheshwary et al., 2021a] explores hard-label
adversarial attacks in NLP by employing the genetic algo-
rithm to optimize adversarial texts. However, it is easy to
fall into the local optimum and requires numerous queries to
maintain its population. TextHoaxer [Ye er al., 2022] first
formulates the hard-label adversarial attack as a gradient-
based optimization problem in the word embedding space.
It introduces a perturbation matrix to estimate the gradient
at each position, thereby determining the fixed substitute
word for each position. To mitigate inaccurate gradient es-
timation, LeapAttack [Ye e al., 2023] implements an inter-
change between discrete substitutions and continuous vec-
tors, thereby enhancing the effectiveness of gradient utiliza-
tion in discrete text. To alleviate the issue of gradient estima-
tion consuming numerous queries, HQA-Attack [Liu er al.,
2024a] evaluates position importance and sequentially pre-
dicts the perturbation direction for each position, representing
each direction with a transition synonym to avoid querying
the entire synonym set. However, the reliance on the greedy
search paradigm limits the potential of existing methods to
further enhance query efficiency. In contrast to the afore-
mentioned textual hard-label methods, LBA adopts sampling-
based strategy as its search paradigm to efficiently explore the
search space.

3 Proposed Attack
3.1 Problem Formulation

In this paper, we focus on adversarial text generation un-
der the black-box hard-label setting, where the adversary can
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Figure 1: Pipeline of the sampling-based method LBA, which leverages both prior and posterior knowledge to shape the target function.

only access the top-1 predicted label from the target language
model. The target model, denoted by a function f, accepts an
input text = [wy, wa, ..., wy,] with n words and outputs a
predicted label f(x) = y, which matches the corresponding
ground-truth label. The goal of the attack is to craft a high-
quality adversarial text 2’ by synonym substitution in x under
a query budget of 7. Specifically, z’ is designed to mislead
the victim model f into outputting an incorrect prediction re-
sult, i.e., f(z) # f(2'). The term “high-quality” denotes ad-
versarial texts characterized by high similarity and fluency,
which correspond to low perturbation rates, high semantic
similarity, and fluent sentences. These attributes are crucial
to aligning with the definition of adversarial texts, which re-
quires them to be imperceptible to humans. Formally, we
define the optimization problem as:

argmax Q (2, z)
.’E/

Q(z',z) < F(2') + S(a', z) (1)
s.t { f(x) # f(z')
Qrs(z’) <n

where Q(2', ) denotes the quality of =/, which is positively
correlated with the fluency F'(z’) and similarity S(a’, ) of
the adversarial example. Qrs(z') represents the number of
queries required to craft ', and 7 is the given query budget.

3.2 Framework of LBA

The proposed approach is summarized in Algorithm 1, which
first utilizes random initialization to generate an initial adver-
sarial example z{, and then optimizes it using the sampling-
based strategy.

Initialization

To establish a starting point for sampling, we use random ini-
tialization, an approach commonly used in existing hard-label
adversarial attacks[Maheshwary et al., 2021a; Ye et al., 2023;
Ye et al., 2022; Liu et al., 2024al, to create an initial adver-
sarial example. This process begins by randomly selecting a
word w; from the input text x and substituting it with a ran-
domly chosen synonym from its synonym set Syn(w;). This
substitution is repeated for other words in z until an example
xf = [wi,wh,...,w)]] is generated, such that f(z) # f(z().
Before substituting a word, synonyms with mismatched part-
of-speech (POS) tags are filtered out to improve grammati-
cal consistency. To further improve the semantic similarity

of the initial adversarial text, we follow previous attacks to
substitute some original words back into x(. Under limited
query budgets, fast random initialization is a practical choice.
Moreover, compared to greedy methods that progressively
shrink perturbable positions during iteration, ourmethod is
not more sensitive to initialization.

Sampling-Based Strategy

As shown in Figure 1, we employ a sampling-based strategy
inspired by MH sampling to explore the search space from
the initial adversarial example. MH sampling enables draw-
ing samples from an intractable distribution by constructing a
tractable approximation. It provides theoretical convergence
guarantees under ergodicity, a condition our adaptive target
function naturally satisfies as statistics accumulate. The sam-
pling is an iterative process consisting of the following steps:

* Propose a candidate sample by substituting the word at
a randomly selected perturbable position in the current
sample (initially set to x(,) with a synonym.

 Calculate the acceptance rate of the candidate sample
based on the target function and transition proposal.

* Accept or reject the candidate: if rejected, retain the cur-
rent sample; if accepted, query the victim model to val-
idate aggressiveness and update the current sample ac-
cordingly.

In the following, we provide a detailed introduction to the
three steps of sampling:

(1) Proposing a Candidate Sample. This step aims to
generate a candidate sample from the search space composed
of all perturbable positions. In existing methods, the search
space of positions gradually shrinks, which can block the dis-
covery of certain feasible solutions. To avoid this, we gen-
erate candidate samples using with-replacement modification
over the perturbable positions. Let [, denote the set of per-
turbable positions, i.e., the indices where the words differ be-
tween the initial adversarial example and its original coun-
terpart. We generate the candidate sample z; by substituting
the j-th word w; in the current example z* with a synonym
s% that is randomly picked from Syn(w;) = {s}, 3, ..., s7}.
The index j is randomly picked from the set [,,. There are two
reasons for selecting indices from [,. As shown in previous
work, if the perturbable positions are expanded to include all
words, the search space becomes excessively large, making
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Algorithm 1: LBA

Input : Original text x = [wy, wa, ..., Wy,
ground-truth label y, target model f.
Output: Adversarial example z’.

1 Generate an initial adversarial example
xy = [w], wh, ..., w.,] by randomly substitution
2 Current example x* < x,, optimal adversarial
example 2’ < x{,, sampling counter ¢ <— 0
3 while Query budget is not exhausted do

4 1 < 17 + 1, select an index j form perturbable
position indices [,,

5 Propose a candidate sample x} by substituting the
j-th word of z* with a synonym s*

6 a(x}, z*) < Calculate the acceptance rate of
via Eq. (2)

7 if Uniform(0, 8) < a(z}, z*) then

8 y; < obtain the prediction result of

9 if y; # y then

10 | Further improve the quality of z*

11 Updating current example x* and optimal

adversarial example z’

12 Return 2/

it difficult to achieve effective coverage. Furthermore, these
positions, compared to unchanged words, have already been
validated for effectiveness during the initialization process.

(2) Calculating the Acceptance Rate. To select samples
that better align with the desired distribution and control the
stochasticity of sampling transitions, we use the acceptance
rate to determine whether a proposed sample should be ac-
cepted. The acceptance rate is calculated by comparing the
relative probabilities of the candidate and the current sam-
ple with respect to the target function and transition proposal.
Specifically, the target function is designed to approximate
the distribution of high-quality adversarial examples. The ac-
curacy of the distribution approximation directly influences
the effectiveness of the obtained samples and plays a guiding
role in the overall sampling process. The transition proposal
is asymmetric, measured by the change in semantic similar-
ity between samples, guiding the search toward semantically
coherent adversarial examples: The acceptance rate of a pro-
posed candidate xé, is defined as:

/

Nt (L (e | )
o B (1T ES) @

where 7 (z) denotes the target function, and g(z* | ) repre-
sents the transition proposal. A detailed explanation of these
components is provided below.

The target function m(x}) is designed for approximat-
ing the distribution of high-quality adversarial examples.
Methodologically, a task-driven approach that maximizes the
use of knowledge yields a more accurate approximation. Ac-
cordingly, the target function incorporates two key attributes,
namely aggressiveness and quality, to capture the essential
characteristics of high-quality adversarial examples. Aggres-

siveness reflects the attack capability of inducing label inver-
sion, informed by posterior knowledge learned from samples
accumulated over previous sampling iteration. Quality mea-
sures the similarity between candidate examples and origi-
nal inputs, as well as fluency, derived from predefined quality
constraints. Specifically, () is defined as:

m(z;) = A(x}) - Qa7 x) 3)
where A(z}) and Q(x},z) quantify the aggressiveness and
quality, respectively.

To achieve the estimation of aggressiveness, we transform
the statistics from query feedback during the sampling his-
tory into position importance scores. Previous studies[Jin er
al., 2020] have shown that only some key words act as in-
fluential signals for the final prediction. Without confidence
scores, posterior knowledge from previous queries can iden-
tify positions more strongly correlated with aggressiveness.
Therefore, we employ the empirical label-flip frequency to
measure the importance of ‘word position. Specifically, the
importance of a position‘is determined by the frequency at
which its perturbation induces label inversion, with this fre-
quency calculated based on all discovered adversarial exam-
ples. These frequencies are normalized into final importance
scores. The aggressiveness component is defined as follows:

_ ()
T exp(f(t) (4)
£=[f(1), f(2),... f(4), f(n)]

where f(j) represents the number of times that position j,
the index selected for substitution in the previous step, has
appeared among the indices that induce label inversion.

The other component of the target function is the quality
Q(z',z). According to the definition in Equation 1, "high-
quality” denotes adversarial texts characterized by high simi-
larity and fluency. We evaluate similarity using semantic sim-
ilarity and perturbation rate, and assess fluency using the in-
crease in grammatical errors and perplexity. Since the pri-
orities among these features differ, we integrate these four
metrics via weighted summation, and it is defined as:

Q(}, x) =X\1S(a, ) + A2 C(z}, x)
+ A3G(x}) + MP(2], 2)

where A1, A2, A3 and \4 are weight parameters. S(x}, ) mea-
sures the semantic similarity between z; and x as follows:

S(z}, z) = cos (Enc(z}), Enc(x)) (6)

where Enc(-) is the universal sentence encoder[Cer et al.,
2018], a machine learning model that converts sentences into
high-dimensional vectors. The term C(z}, z(,) quantifies the
reduction in perturbation rate, with larger values indicating
a smaller perturbation rate in x; compared to the initial ad-
versarial example z(,. G(z}) evaluates grammatical error
changes, calculated with the help of LanguageTool, where
G(x}) is set to 0 if o contains more grammatical errors than
x*, and 1 otherwise. The perplexity term P(z}, ) calculates
the perplexity of z; and is defined as:

ppl(x;) — ppl(x) )
" ppl(xg) — ppl(x)

A(2}) = softmax(f)

i

&)

P(z}, ) = min (2 7
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where ppl(x) is calculated with the help of GPT-2.

The transition proposal g(x* | x%), representing the transi-
tion probability between the current sample and the candidate
sample, is defined as:

g(z; | 2*) x 1 =S(x*,x), g(a*|z}) < 1—S(x},z) (8)

The reason for choosing semantic similarity as the primary el-
ement of the transition proposal is that it plays a crucial role in
guiding the search toward the decision boundary while avoid-
ing abrupt jumps. To some extent, previous works[Mahesh-
wary et al., 2021a; Liu et al., 2024a] view the search process
as iteratively optimizing the semantic similarity between the
original example and the adversarial example.

(3) Updating the Adversarial Example. This step deter-
mines whether to accept a candidate sample. Given the accep-
tance rate «(z}, z*) for z;,A value is sampled from a uniform
distribution over (0, 3). If a(a},z*) exceeds this sampled
value, the candidate sample is accepted. This randomness
allows LBA to occasionally accept lower-probability candi-
dates, enabling proper exploration of the target distribution.
Upon acceptance, z* is updated to z}, and the target model
is queried to obtain label y;. If y; differs from the ground
truth label, z; is identified as an adversarial example. Finally,
original words are substituted back where possible while pre-
serving the adversarial condition.

4 Experiments

4.1 Datasets and Query Budgets

We randomly select 500 samples from the test sets of four
commonly used datasets, including two short-text datasets
and two long-text datasets: (1) MR[Pang and Lee, 2005], a
movie review dataset; (2) AG[Zhang er al., 2015], a 4-class
news classification dataset; (3) YELP[Zhang er al., 2015],a
binary sentiment classification dataset; and (4) IMDB[Maas
et al., 2011], another binary classification dataset.. We allo-
cate three query budgets, for each dataset based on the aver-
age number of queries required by a strong soft-label attack,
Textfooler[Jin et al., 2020]. In all experiments, all queries,
including queries used to initialize adversarial examples in
hard-label attacks, are counted in the given budgets.

4.2 Victim Models

Based on the classification in [Zhao et al., 2023], we se-
lect six representative language models from three categories
as victim models:- Neural Language Models (NLMs), Pre-
trained Language Models (PLMs), and Large Language Mod-
els (LLMs). For NLMs and PLMs, we follow the setup
used in existing hard-label adversarial attacks and target three
models: WordCNN[Kim, 2014], WordLSTMI[Hochreiter
and Schmidhuber, 1997], and BERT[Devlin et al., 2019].
All the NLMs and PLMs are provided by TextAttack [Mor-
ris et al., 2020]. For LLMs, we adopt the following three
popular models as victims: LLaMA2-7b-chat (LLaMAZ2,
[Touvron et al., 2023]), Vicuna-7b-v1.5 (Vicuna, [Du et al.,
2022]), and GPT-40-mini-tts-2025-03-20 (GPT-40, [Ope-
nAl, 2023]). For the generation parameters of the two open-
source LLMs, i.e., LLaMA?2 and Vicuna, we set the tempera-
ture to 0.1 and the maximum tokens to 15.

4.3 Baselines

We choose two strong soft-label attacks and four state-of-
the-art hard-label attacks as our baselines. These baselines
include: (1) Textbugger[Li er al, 2020], a soft-label at-
tack that leverags word importance ranking to guide pertur-
bations; (2) Textfooler[Jin er al., 2020], a soft-label attack
baseline; (3) HLA[Maheshwary er al., 2021al, a heuristic-
based hard-label attack method; (4) Texthoaxer[Ye et al.,
2022], a gradient-based hard-label attack method; (5) Lea-
pAttack[Ye er al., 2023], another gradient-based hard-label
attack method; and (6) HQA-AttacKk[Liu ez al., 2024al, a se-
mantic similarity-guided hard-label attack method. We grant
the soft-label attacks access to the confidence scores output
by the target models to successfully execute the attacks.

4.4 Implementation Setting

Following prior work[Ye er al., 2023; Ye et al., 2022; Liu et
al., 2024al, all the hard-label attacks utilize the same initial-
ization method originally proposed by HLA [Maheshwary et
al., 2021a] for fair comparison. For the quality component
weights in our target function, we set A\; = 0.25, Ao = 0.50,
A3 = 0.15, and Ay = 0.10. These values were determined
through a sensitivity analysis, where we first optimized the
allocation between the similarity group (A1 4+ A2) and the flu-
ency group (A3 + A4), then tuned the ratio within each group.
Detailed results are provided in Appendix C.

4.5 Evaluation Metrics

We evaluate the quality of adversarial examples from two
dimensions: similarity and fluency. Following previous
studies[Ye et al., 2022; Ye et al., 2023; Liu et al., 2024a],
we use two metrics perturbation rate (Pert.) and seman-
tic similarity (Sim.), to quantify the similarity. The semantic
similarity is measured by the cosine similarity between the
original text and its adversary, calculated using the Univer-
sal Sentence Encoder[Cer et al., 2018]. To assess the flu-
ency of adversarial texts, we employ two metrics: perplexity
(PPL) and the increase in grammatical errors (Ige.). We
utilize GPT-2[Radford et al., 2019] to calculate the perplex-
ity of texts. The increase in grammatical errors refers to the
percentage of increased grammar mistakes compared to the
original text.

To more objectively evaluate the aggressiveness and qual-
ity of adversarial texts, we further utilize GPT-40 as an eval-
uator and propose two metrics: consistency rate (CR) and
fully understood rate (FUR). The CR metric measures the
percentage of adversarial examples classified by GPT-40 as
matching their ground truth labels, distinguishing whether ag-
gressiveness stems from altering the original semantics:

Zz'exadv I(Epa(z') = y)

CR =
| Xadv |

(©))

where X4, is the set of adversarial texts, y is the ground
truth label of the original text, F,q(z') denotes GPT-40’s
predicted label, and I(-) returns 1 if the condition holds. The
FUR metric is used to assess whether GPT-40 can fully under-
stand the content of adversarial text, highlighting the robust-
ness of the attack. A “fully understood” response indicates
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Dataset Method Tiny Budget Tight Budget Moderate Budget
ASR.(%) Pert(%) Sim. TIge(%) PPL | ASR.(%) Pert(%) Sim. Ige(%) PPL | ASR.(%) Pert.(%) Sim. Ige.(%) PPL
Textbugger 32.57 10.16 0.9268 6.34 207.03 58.92 12.10 0.9105 6.37 212.83 63.28 13.32 0.9033 6.98 22352
Textfooler 13.69 11.39 0.8846 0.82 211.34 51.87 13.90 0.8609 0.88 193.60 73.24 14.89 0.8514 1.08 195.86
HLA 30.95 0.7201 2.98 427.86 2717 0.7468 223 371.42 24.14 0.7751 1.88 331.31
MR Texthoaxer 21.56 0.7941 2.24 304.17 1691 0.8415 1.62 243.44 15.76 0.8525 1.46 224.70
LeapAttack 90.66 23.63 0.7737 2.30 325.37 93.57 16.96 0.8438 1.71 234.07 94.61 14.66 0.8656 1.35 217.16
HQA-Attack 25.15 0.7614 2.31 343.57 16.23 0.8537 1.52 229.11 14.42 0.8735 1.51 208.17
LBA 14.03 0.8477 1.47 209.33 12.41 0.8691 1.22 207.07 12.05 0.8741 0.88 194.47
Textbugger 23.94 7.64 0.9490 2.58 212.96 45.55 13.33 0.9169 4.19 256.12 56.78 16.84 0.9006 533 291.55
Textfooler 16.10 6.27 0.9567 0.16 183.03 36.23 10.21 0.9269 0.74 223.14 55.93 14.38 0.9007 1.15 261.18
HLA 3932 0.6691 2.61 678.43 3512 0.7002 2.40 594.65 28.98 0.7466 223 485.43
AG Texthoaxer 2542 0.7878 1.80 475.20 18.06 0.8398 1.07 342.72 17.71 0.8417 0.85 337.16
LeapAttack 77.97 31.76 0.7288 2.32 567.38 86.02 18.91 0.8346 1.27 346.83 87.71 15.84 0.8617 0.96 312.46
HQA-Attack 33.65 0.7176 2.45 584.73 19.63 0.8332 1.28 366.63 14.87 0.8648 1.03 292.64
LBA 14.30 0.8501 0.74 292.53 13.66 0.8521 0.48 285.75 12.74 0.8653 0.35 278.27
Textbugger 38.40 8.82 0.9388 3.96 120.02 6324 9.23 0.9369 3.83 110.65 76.39 9.43 0.9374 3.89 109.06
Textfooler 32.24 7.67 0.9352 0.95 101.61 63.04 8.04 0.9374 0.89 96.48 80.08 8.31 0.9376 0.87 97.70
HLA 34.22 0.6920 2.78 438.88 25.34 0.7772 2.59 328.51 20.16 0.8021 2.36 210.70
YELP Texthoaxer 17.22 0.8582 2.25 198.83 13.68 0.8937 1.64 173.69 11.33 0.9099 1.40 139.97
LeapAttack 97.13 23.03 0.7991 2.89 281.54 99.38 17.03 0.8619 222 221.51 99.59 12.55 0.9023 1.46 166.95
HQA-Attack 23.68 0.7941 2.76 283.89 16.66 0.8695 2.02 216.36 12.93 0.9003 1.60 167.51
LBA 8.15 0.9256 1.05 105.15 7.26 0.9352 0.79 103.03 6.59 0.9424 0.76 97.46
Textbugger 44.78 4.70 0.9722 2.24 99.92 69.78 6.54 0.9606 2.79 102.24 76.12 7.71 0.9521 3.22 107.08
Textfooler 40.30 3.06 0.9833 0.34 80.68 66.04 4.45 0.9733 0.49 84.43 75.00 5.38 0.9676 0.64 88.27
HLA 22.87 0.8249 242 268.39 19.87 0.8549 2.12 223.39 18.78 0.8767 2.29 198.19
IMDB Texthoaxer 14.14 0.9028 1.67 175.68 9.99 0.9373 1.16 138.13 8.77 0.9453 1.14 133.21
LeapAttack 87.31 19.88 0.8436 2.30 230.82 88.81 10.91 0.9233 1.22 157.60 93.28 9.28 0.9349 1.08 140.48
HQA-Attack 17.85 0.8643 2.07 211.92 13.98 0.8985 1.72 190.54 10.14 0.9288 1.15 152.95
LBA 4.21 0.9728 0.49 89.95 3.89 0.9752 0.46 88.93 3.68 0.9767 0.47 87.50

Table 1: Comparison of perturbation rate (Pert.), semantic similarity (Sim.), increase in grammatical errors(Ige.) and perplexity (PPL) with
given query budgets when attacking BERT. For a fair comparison, methods with low attack success rates (ASR.) - more than 20% below other
baselines (denoted by underscored values) - are excluded from the quality comparison.
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Figure 2: Comparison of Pert. (a,b) and Sim. (c,d) under various query budgets for attacks against BERT. The x-axis is the query number.
The y-axis is the perturbation rate (%) in (a) and (b), and the semantic similarity in (c) and (d).

that the text is coherent and fluent, suggesting that pertur-
bations introduced by the attack are more difficult to detect.
FUR is defined as follows:

2o xyg, WEwar (@) = 1)

FUR =
|Xad'u|

(10)

where F,q;(z") denotes whether GPT-40’s response is classi-
fied as “fully understood” (represented by 1).

4.6 Experimental Results

Comparison of Similarity and Fluency

We performed experiments with the given query budgets
against WordCNN, WordLSTM, and BERT. Due to limited
space, we present results on BERT in Table 1, and oth-
ers in Appendix A.l. As shown in Table 1, LBA signifi-
cantly outperforms baselines under all query budgets, achiev-
ing the highest similarity (Pert., Sim.) and fluency (Ige.,
PPL.) across all victim models and datasets. For example,
when attacking BERT under the tiny budget, our method re-
duces the average Pert., Ige., and PPL by 56.18%, 58.56%,
and 47.76%, respectively, while improving the average Sim.

by 11.74%, compared to the second-best baseline. More-
over, it can be observed that on datasets with larger com-
binatorial spaces, namely the long-text datasets YELP and
IMDB, the performance gap in the quality metrics between
LBA and other baselines is more significant compared to the
other two datasets. This trend further highlights the effec-
tiveness of LBA’s distribution-based sampling strategy in ef-
ficiently considering all possible position combinations. To
further analyze the distribution of generated samples in terms
of similarity, we also compare the cumulative distributions of
perturbation rate and semantic similarity for adversarial ex-
amples in Appendix A.2. As the query budget increases from
tiny to tight and moderate levels, the results show that LBA
maintains its superiority over other hard-label baselines.

Comparison of Attack Under More Query Budgets

In real-world scenarios, both limited and ample query bud-
gets may be encountered. Therefore, to more comprehen-
sively evaluate the applicability of LBA, we further com-
pare the Pert. and Sim. of hard-label attacks across various
query budgets. Considering the effect of text length on the
search space, we choose two datasets with varying lengths:
the short-text MR dataset and the long-text YELP dataset.
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Dataset Method LLaMAZ Vicu.n a GPT_.4 o
ASR(%) Peri(%) Sim.  Tge%) PPL | ASR(%) Pert %)  Sim.  Tge«%) PPL | ASR(%) Pert(%) Sim.  Tgex%) PPL
Texthoaxer 2003 07905  2.08 30829 1477 08502 121 22804 3260 06619 271  440.93
v LeapAtack | oo 2522 07461 254 35106 | o0 1634 08388 217 24268 | o 3317 06578 283 44251
HQA-Attack : 2506 07569 242 363.66 : 1614 08537 116  231.93 : 3177 06809 269 436.88
LBA 1488 08322 141 24341 1137 08729 109  206.63 1978 07855 202 308.33
Texthoaxer 2786 07471 342 34959 2296 08001 278 31834 BT 06939 348 456.67
LeapAtiack 2925 07343 365 40338 2324 07924 261 317.54 3463 06859 375  464.63
YELP  yoa-Awack | 031 2813 07459 354 34641 | 400 2382 07930 277 32570 | 07* 3135 07134 304 35141
LBA 1294 08792 154 12322 976 0909 110  96.80 231 07728 258 23821

Table 2: Comparison of Pert., Sim., Ige. and PPL with tiny query budgets in attacks against target LLMs.

Dataset Method Acc(%) | CR (%) | FUR (%)
HLA 60.61 28.41
Texthoaxer 66.11 34.45
MR LeapAttack 91.5 65.45 3341
HQA-Attack 62.38 32.79
LBA 66.20 38.03
HLA 79.03 9.68
Texthoaxer 82.06 13.74
AG LeapAttack 89.4 75.54 12.50
HQA-Attack 73.16 13.13
LBA 87.43 15.51
HLA 92.62 15.57
Texthoaxer 93.02 25.97
YELP | LeapAttack 98.4 91.97 22.41
HQA-Attack 92.59 24.36
LBA 94.67 3241
HLA 61.02 32.20
Texthoaxer 88.78 46.93
IMDB LeapAttack 93.3 88.89 32.20
HQA-Attack 89.27 49.77
LBA 91.88 67.95

Table 3: Results of utility evaluation using GPT-40. Acc stands for
GPT-40 prediction accuracy of original texts.

The results shown in Figure 2 indicate that LBA’s perfor-
mance continues to improve as the query budget increases
and always surpasses that of other methods. This suggests
that LBA effectively adapts to both limited and ample query
budgets, making it well-suited for real-world applications.

Comparison of Attacking LLMs

To further evaluate the practicality of LBA on LLMs, we
conduct experiments on representative LL.LMs under the tiny
query budget. In view of the observed performance on NLMs
and PLMs, we exclude HLA and select TextHoaxer, Leap-
Attack, and HQA-Attack as the baselines. We use 500 texts
from two representative datasets, MR (a short-text dataset)
and YELP (a long-text dataset), as the target samples. As
shown in Table 2, the results show that LBA generates the
highest quality adversarial texts in all three LLMs. For ex-
ample, in attacks on dataset YELP, compared with the sec-
ond best results, LBA achieves a 12.39% lower perturbation
rate, 1.28% lower increase in grammatical errors, and 185.67
lower perplexity, and an 11.74% higher semantic similarity
compared to the second-best method. Overall, the results not
only confirm the robust practicality of LBA but also highlight
the need to enhance the adversarial robustness of LLMs.

4.7 Evaluation by LLM Assistant

To more accurately evaluate the utility of the generated ad-
versarial text, we leverage GPT-4o to automatically assess the
adversarial examples across two aspects: aggressiveness and
quality. Aggressiveness is measured by CR, which helps dis-
tinguish whether the aggressiveness of adversarial examples

Method Pert.(%) Sim. Ige.%) PPL | LIHR (%)
Quality 16.57 0.8345 1.51 236.83 21.77
Aggressiveness 19.59 0.8276 1.87 263.44 30.56
LBA 14.03 0.8477 1.47 209.33 28.84

Table 4: Ablation study results of LBA.

stems from altering the original meaning, further evaluating
the semantic preservation of the samples. Quality is measured
by FUR, which reflects whether the fluency of the samples
aligns with natural language, further evaluating the compre-
hensibility of the samples. We use the adversarial texts gen-
erated against BERT with the tiny query budget. As shown
in Table 3, LBA achieves the highest CR and FUR among the
hard-label baselines, indicating that these adversarial texts re-
main the most semantically preserved and comprehensible.
Human evaluation results are shown in Appendix A.3.

4.8 Ablation Study and Case Study

We study LBA’s performance with and without the aggres-
siveness and quality components on MR against BERT un-
der a tight query budget. To further validate the effectiveness
of the aggressiveness component, we introduce the label in-
version hit rate (LIHR), which measures the proportion of
accepted samples that successfully induce label flipping. Re-
sults in Table 4 show that the aggressiveness component im-
proves LIHR, while the quality component enhances sample
quality. Overall, this demonstrates that both the aggressive-
ness and quality components play crucial roles in approxi-
mating the distribution of high-quality adversarial examples.
We also list some adversarial texts crafted by LBA, which are
shown in Appendix B. These adversarial texts further demon-
strate that LBA can generate high-quality adversarial texts
with low-query budgets.

5 Conclusion

In this paper, we present LBA, a novel sampling-based hard-
label attack that generates high-quality adversarial texts with
low query budgets. Our approach overcomes the limitations
of existing methods by designing a sampling-based strategy
to mitigate the explosion of the search space, thereby im-
proving the query efficiency. Through extensive experiments
on six language models and four datasets, we demonstrate
that LBA significantly outperforms existing hard-label at-
tacks across all evaluation metrics. Furthermore, our results
show that the adversarial texts generated by LBA are not only
effective but also comprehensible, as evaluated by GPT-40.
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