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Abstract

Many state-of-the-art anomaly detection models
operate as black boxes, limiting interpretability and
hindering reliable deployment. While recent ad-
vances in explainable artificial intelligence have fo-
cused on explaining why individual instances are
detected as anomalous, comparatively little atten-
tion has been paid to how such explanations can
be systematically exploited to improve the detec-
tors themselves. To address this gap, we propose
EAD-CE (Enhancing Anomaly Detection with
Counterfactual Explanations), a model-agnostic,
closed-loop framework that tightly integrates de-
tection, explanation, and improvement. Specif-
ically, given a trained anomaly detector and its
detected anomalies, EAD-CE generates minimal
and semantically meaningful counterfactual expla-
nations that reveal how targeted feature perturba-
tions influence anomaly scores or decisions. -Fea-
ture importance inferred from these counterfac-
tual explanations is then used to guide a dynamic
feature-weight optimization process, enabling de-
tector refinement without modifying its underly-
ing architecture. Extensive experiments on nine
real-world datasets and three anomaly detection
models demonstrate that EAD-CE accurately iden-
tifies anomaly-driving features, substantially en-
hances interpretability, and consistently improves
detection performance (average AUC increases by
6.9%, up to 23%). Implementation details are pro-
vided to support reproducibility.

1 Introduction

Anomaly detection aims to identify outliers that deviate sig-
nificantly from expected patterns of normal data and has
been widely applied in domains such as network security, in-
dustrial monitoring, and medical diagnosis [Chandola et al.,
2009; Pang et al., 2021]. As data dimensionality and applica-
tion complexity continue to grow, stakeholders increasingly
expect anomaly detectors to provide more than accurate alerts
[Li et al., 2023b]. Many contemporary detectors remain ef-
fectively black boxes due to the complexity of their internal
mechanisms [Li ef al., 2023b]. In practice, users often ask not

only (1) why a particular instance was flagged as anoma-
lous, but also (2) how insights derived from anomalies can
be leveraged to improve the detector itself. Consequently,
modern anomaly detection systems are expected to go beyond
outlier identification by explaining the underlying causes of
anomalous decisions, thereby offering reliable and actionable
evidence for human decision-makers. Equally important is
the question of how such explanations can be systematically
exploited to enhance detection performance.

Explainable Artificial Intelligence (XAI) seeks to provide
transparent, comprehensible, and human-aligned explana-
tions for model decisions, while satisfying core requirements
such as fidelity, usability, and reliability [Gunning and Aha,
2019]. Among XAI techniques, counterfactual explana-
tions have recently attracted increasing attention [Wachter
et-al., 2017]. By identifying minimal and feasible feature
modifications that would alter a model’s decision under re-
alistic constraints, counterfactuals offer intuitive, actionable
explanations that align well with human causal reasoning
[Byrne, 2019; Akula er al., 2020; Kanamori et al., 2020;
Alfano er al.,, 2025]. These properties make counterfac-
tual explanations particularly suitable for interpreting anoma-
lous predictions and suggesting potential remediation strate-
gies. Recent studies have explored counterfactual expla-
nations tailored specifically to anomalous instances (e.g.,
[Xiao e al., 2023; Tang et al., 2023; Han et al., 2023;
Zhou et al., 2025]). However, most existing work remains
purely post-hoc, focusing on explanation generation without
feeding the extracted knowledge back into model learning. In
particular, the outlier-explanation relationships revealed by
counterfactuals are rarely translated into a principled mech-
anism for detector optimization. As a result, the practical
value of interpretability is only partially realized. How to
leverage explanations to systematically improve anomaly
detection models therefore remains an open and important
research problem.

Given the diversity of anomaly detection models, we need
to find a way to improve model performance that is indepen-
dent of the underlying structure. Fundamental anomaly de-
tection approaches are categorized as proximity-based meth-
ods and projection-based methods [Boukerche et al., 2020].
A shared limitation across many of these techniques is the
implicit assumption that all input features contribute equally
to the anomaly score. This uniform treatment obscures the
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Figure 1: Detection-Explanation-Improvement: A model-agnostic,
closed-loop framework for enhancing anomaly detection models
with counterfactual explanations.

identification of core anomaly-driving features and makes de-
tectors susceptible to redundant dimensions and noise, par-
ticularly in high-dimensional settings, ultimately degrading
detection accuracy. Moreover, such methods provide limited
interpretability: they rarely indicate which features dominate
a decision or how individual features influence the anomaly
score. This lack of transparency hampers result verification
and undermines trust, significantly constraining real-world
deployment. Meanwhile, some approaches attempt to es-
timate feature importance using marginal statistical proper-
ties. For example, CELOF [Chen er al., 2021] assigns feature
weights based on information entropy. However, these meth-
ods evaluate feature importance independently of the detec-
tor’s decision function, ignoring feature interactions and the
model’s internal scoring logic. Consequently, features that
appear informative in isolation may be irrelevant or even mis-
leading, once correlations and model-specific behavior are
taken into account. Therefore, we propose to dynamically
infer and adjust feature importance using counterfactual
explanations, which are directly grounded in the detector’s
decision boundary.

Figure 1 presents our proposed closed-loop framework
for enhancing anomaly detection via counterfactual expla-
nations. Given a trained detector and a set of identified
anomalous instances, we first generate counterfactual expla-
nations that specify the minimal, feasible feature perturba-
tions required to flip a prediction from anomalous to nor-
mal. These counterfactuals expose actionable relationships
between feature changes and model outputs, offering insight
into the features that most strongly influence anomaly de-
cisions and enabling the formulation of causal hypotheses.
We then mine the counterfactual set to extract recurring pat-
terns and rules, from which feature importance is quantified
at both the global and instance levels. These importance
signals are subsequently used to guide targeted detector re-
finement, such as feature reweighting, constrained retraining
with feature-aware regularization, attention mechanisms, or
focused data augmentation in influential feature subspaces.
This reverse-optimization strategy aims to mitigate what
we term undifferentiated processing, wherein all features are
treated uniformly regardless of their relevance. By emphasiz-
ing consistently informative features and suppressing noisy or

redundant dimensions, the proposed framework enables mea-
surable improvements in both detection accuracy and inter-
pretability, as validated through empirical evaluation.

We summarize our main contributions as follows:

e We propose one of the first closed-loop framework
that tightly integrates counterfactual explanation, sys-
tematic feature importance quantification, and anomaly
detection model improvement. By using counterfac-
tual knowledge to directly guide model refinement, the
framework addresses key limitations of prior work, in-
cluding weak coupling between explanation and opti-
mization.

We develop a model-agnostic, sparsity-constrained
counterfactual explanation method tailored to anomaly
detection. The method identifies minimal feature edits
that reverse anomaly predictions while enforcing feasi-
bility and factuality constraints. We then quantify each
feature’s contribution to decision reversal by leverag-
ing the perturbation magnitudes required for generating
counterfactuals. Finally, we update the feature weights
with the historical data to drive an iterative optimization
of the anomaly detection model.

We conduct extensive experiments on multiple public
datasets with diverse anomaly detection models. The
evaluation includes quantitative analysis of (i) detection
performance gains measured by AUC, (ii)the accuracy
of identified anomaly-driving features, and (iii) inter-
pretability assessed through qualitative case studies. The
results demonstrate the practical effectiveness of the pro-
posed framework in improving both interpretability and
detection performance for a wide class of distance-based
anomaly detectors.

2 Related Work

Anomaly detection has been studied for decades [Boukerche
et al., 2020], yet most advanced methods lack intrinsic in-
terpretability [Li er al., 2023b]. To explain detection re-
sults, some approaches rely on pre-model feature engineer-
ing or post-hoc explanation tools such as SHAP [Lundberg
and Lee, 2017]. While effective for retrospective analysis,
these techniques are decoupled from the detector’s internal
decision process and do not support systematic model refine-
ment. A small number of studies incorporate interpretabil-
ity directly into the detection model via architectural design,
producing explanations alongside anomaly decisions. Repre-
sentative examples include CDT [Kraiem et al., 2021], which
extracts temporal anomaly rules using a composition-based
decision tree, and GPs [Berns et al., 20201, which offer prob-
abilistic explanations via Gaussian processes. Although these
methods improve transparency, they often sacrifice expressive
power or generality and do not scale well to diverse, high-
dimensional anomaly-detection scenarios.

Counterfactual explanations provide intuitive, action-
able insights into model decisions [Verma et al., 2024]
and have recently attracted widespread attention, including
Transformer-VAE approaches for mixed-type features [Pana-
giotou et al., 2024] and mixed-integer programming formu-
lations with optimality guarantees [Tsiourvas et al., 2024].
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Directly adapting these techniques to anomaly detection re-
mains challenging because of asymmetric decision bound-
aries, limited supervision, and domain-specific feasibility
constraints. Recently, studies have begun exploring coun-
terfactual explanations for anomalous instances [Ernst, 2024;
Xiao et al., 2023; Tang et al., 2023; Han et al., 2023; Zhou
et al., 2025]; however, these approaches are still post-hoc
and do not use counterfactual information to guide detector
optimization, leaving explanation—anomaly relationships un-
tapped for model improvement.

3 Preliminaries

3.1 Anomaly Detection

Let X = {z;}_, denote a dataset of n samples, where each
x; € R%is a d-dimensional instance. Assume X’ is partitioned
into normal and anomalous subsets: &), and X, respectively.
So, X = X,,UX, and X,,N X, = 0. The goal of anomaly de-
tection is to learn a decision function h(z;) — {0, 1}, where
h(z;) = 0 indicates that the sample x; belongs to the nor-
mal class and h(z) = 1 for anomalous. More commonly, we
learn an anomaly scoring function f(z;) — R, where larger
values indicate greater anomaly. With a predefined threshold
7, the model identifies a sample as an anomaly if f(x;) > 7.

The weight of features quantifies the contribution of each
dimension to the decision on the anomaly. These weights
play three practical roles: (1) Dimensionality control: by up-
weighting high weights and removing or down-weighting low
ones, the effective input dimensionality and model complex-
ity are reduced, which helps mitigate overfitting and lower
computational cost in high-dimensional settings; (2) Targeted
modeling: importance signals can steer the detector away
from uniformly processing all features toward focusing on
core feature patterns that drive anomalies, often reducing
false positives and false negatives; and (3) Interpretability:
numeric weights provide a compact, quantitative basis for ex-
plaining anomaly decisions. Dynamically adjusting feature
weights creates a principled bridge between explanation and
model optimization, enabling simultaneous gains in detection
performance and transparency.

To measure whether the anomaly- detection model has
improved, we define the unsupervised metric Separability
Score as follows:

S8 =t (1)

On + €o

where p, and pu, are the mean anomaly scores of anomaly
samples and normal samples, respectively. o, is the score
standard deviation of normal samples, while ¢ is a fixed pos-
itive smoothing term to avoid division by zero. The Separa-
bility Score quantifies the difference between the score dis-
tributions of anomalous and normal samples, reflecting the
clarity of the model’s decision boundary. A larger Separa-
bility Score indicates a clearer class separation and improved
anomaly detection accuracy.

3.2 Counterfactual Explanation

Counterfactual explanation aims to answer the question of
“which conditions need to be changed to reverse the decision
result”. In the scenario of anomaly detection, counterfactual

explanations establish the causal relationship between feature
adjustments and decision results by constructing minimally
modified samples as:

arg min {( (h(xcf),yo) + d(xcf,xa)} ) (2)

Tef

where z, is the target sample (anomaly) to be explained, z.
is the generated counterfactual. k() is the anomaly detector,
and h(z,) = y'. £() is the loss function between the de-
sired target y° and the current prediction h(z, ). The gener-
ated counterfactual explanation x.y must satisfy the follow-
ing three properties:

1. Decision Reversibility: h(z.s) = y° (anomaly — nor-
mal);

2. Minimal Modification: d(z,, Zer) = ||Tcf — Za||p < €
(where p € {0, 1,2} denotes the regularization term and
€ is the preset maximum modification threshold);

3. Reasonableness: z.; must conform to the practical
meaning of data distribution (e.g., feature values fall
within reasonable intervals).

By comparing. the feature differences between z, and
its counterfactual ‘@.r, we can directly identify the core
features that drive the anomaly decision, thereby provid-
ing a causal-level basis for feature importance quantifica-
tion. Unlike traditional statistical measures (e.g., variance-
or distance-based criteria), which are independent of the de-
tector’s decision process, this comparison links feature im-
portance explicitly to the model’s decision boundary. As a
result, the quantified importance reflects not merely statisti-
cal salience but the actual features whose minimal changes
are sufficient to reverse the anomaly judgment.

4 Methodology

4.1 Overview of the EAD-CE Framework

Algorithm 1 summarizes the complete execution pipeline of
the proposed EAD-CE framework. EAD-CE is organized as
a three-stage progressive closed loop: (1) sparse counterfac-
tual generation for detected anomalies, (2) feature importance
quantification based on counterfactual feature perturbations,
and (3) iterative model optimization and validation driven by
the derived importance weights. Through repeated iterations
of these stages, the framework continuously refines both de-
tector performance and interpretability.

4.2 Detailed Methodology

Step1: Sparse Counterfactual Generation

Input data in anomaly detection tasks are typically
high-dimensional. Without sparsity constraints on feature
modifications in counterfactual samples, the resulting feature
importance signals can become diluted, thereby weakening
the interpretability of the counterfactual explanations. To ad-
dress this issue, we enforce sparsity during counterfactual
generation, requiring that only a small number of key features
be modified to reverse the detector’s decision from “anomaly”
to “normal.” This constraint ensures that the identified feature
changes are concise, focused, and causally meaningful.
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Algorithm 1 Overall Procedure of EAD-CE

Algorithm 2 SCG (Sparse Counterfactual Generation)

Input: X:dataset, f:anomaly detection model, O:tolerance
threshold, T}, ax:maximum number of iterations
Qutput: X, :outliers, w:feature importance
1: Initialize t = 0, w = 1;
2: do
3 X+ f(Xw);
4:  Calculate Separability Score S'S; by Eq. 1;
50 t+t+1;
6: /* 1. Spare Counterfactual Generation */
7 Xy <+ SCG(A,);
8: /* 2. Feature Importance Quantification */
9:  w < FIQ(X,, Xcy);
10: /* 3. Tterative Optimization and Validation */
11 SSy), Xy, w < 1QV(w, f);
2. If (SS(t) — SS(t—l) < 0) break;
13: while ¢t < Tax
14: return X,, w

To balance the dual goals of enforcing sparsity and min-
imizing adjustment magnitude, we formulate the objective
function for counterfactual generation as:

arg min ||x0f - xaul + Hxa - xnn||2 + ||x0f - xaHO

Tef
S.t. f(xa +a- pmasked) =T,

3)
where the first term is the L distance between counterfac-
tual sample x.s and anomalous sample z,, constraining the
overall magnitude of feature adjustments. The second term is
the Lo distance between x.s and nearest normal sample 2y,
ensuring the counterfactual conforms to normal data distribu-
tion. The third term is the Ly norm, counting modified feature
dimensions to enforce sparsity and ensure only a few features
are altered. « is the step size parameter in [0, 1], control-
ling the degree of feature adjustment. P, ,eq 1S the masked
perturbation direction vector, non-zero only in modified fea-
ture dimensions and zero elsewhere. 7 is the anomaly score
threshold for normal samples.

Based on the loss function defined-above, the generation
of sparse counterfactual explanations is described in Algo-
rithm 2. The implementation consists of three core steps:
nearest-neighbor guidance, greedy feature subspace selec-
tion, and bisection-based numerical optimization. The de-
tailed procedure is as follows:

Nearest Neighbor Guidance. The search direction for
counterfactual samples in high-dimensional space is highly
uncertain. Blind random search often leads to low compu-
tational efficiency and counterfactuals with limited plausibil-
ity. To address this issue, we adopt the manifold hypothe-
sis—namely, that valid counterfactual samples should lie on
or near the distribution manifold of normal data—and use
a nearest-neighbor strategy to provide high-confidence guid-
ance for perturbation directions.

Specifically, the nearest normal neighbor sample x,,, of
x, 1s found as:

Tyn = argzrrelgl lza — z||2- )
mn

Input: X, :outliers
Output: X, ;:counterfactual explanations
1: for x, € X, do
2:  Find the nearest normal sample x,,, by Eq. 4;
3:  Satisfy the L sparsity constraint of counterfactuals via
a greedy strategy;
4:  Generate counterfactual samples z.; satisfying Eq. 5
via the bisection method;
end for
6: return Xy

bed

The initial perturbation direction vector is defined as the
difference between the nearest-neighbor sample and the orig-
inal sample, i.e., p = Ty, — 4. This direction vector nat-
urally points from the anomaly region toward the normal re-
gion, thereby providing a clear and well-motivated initializa-
tion for the subsequent sparse search.

Greedy Feature Subspace Selection. The initial perturba-
tion direction vector p encodes adjustments across all fea-
ture dimensions; applying it directly typically violates the Lg
sparsity constraint.-Consequently, we adopt a greedy strategy
to identify an active feature subspace, reducing the original
high-dimensional optimization to a tractable low-dimensional
problem. The specific procedure is as follows:

1. Calculate the absolute values of each component of the
initial perturbation direction vector p, sort the feature
dimensions in descending order according to the ab-
solute values, and obtain the feature index sequence
7w = [m,m,...,mq), where m; corresponds to the fea-
ture dimension with the largest adjustment magnitude.

2. Define the active feature set of the k-th iteration as
Sy = {mi,m2,..., 7}, where k € {1,2,...,d} and d
is the total number of feature dimensions of the sample.

3. Construct the masked perturbation direction vector
Prmasked> Which only retains the components correspond-
ing to the active feature set Sy and sets the components
of other inactive dimensions to 0.

4. Iteratively increase the value of k until a sparse coun-
terfactual sample satisfying the constraint conditions is
found.

We employ a greedy strategy that prioritizes adjustments to
the most influential features, modifying only a small subset of
active features in each iteration. This approach enforces the
Ly sparsity constraint while substantially reducing the search
complexity in high-dimensional spaces.

Numerical Optimization via Bisection. After selecting
the active feature subspace and the perturbation direction, the
counterfactual generation problem reduces to finding the min-
imal step size « that drives the anomaly score below the nor-
mal threshold as follows:

mina st f(Te + @ Praked) < T 5)

Because the framework must apply to general anomaly de-
tection models without analytic gradients, and the score tran-
sition from “anomaly” to “normal” is monotonic, we employ
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Algorithm 3 FIQ (Feature Importance Quantification)

Algorithm 4 IOV (Iterative Optimization and Validation)

Input: X,;:outliers, X, s:counterfactual explanations
Output: w:feature importance vector
1: for 1 €1,2,...,d do
2:  Calculate the average perturbation of feature f; by
Eq. 6;
Calculate the weight w' of feature f; by Eq. 7;
end for
: return w

oW

a bisection search to determine the optimal step size o. Bi-
section requires only evaluations of the anomaly score and
efficiently locates the smallest « that satisfies Eq.5 up to a
prescribed tolerance. Details can be seen in the Appendix.

Step2: Feature Importance Quantification

Updating feature weights provides the foundation for subse-
quent iterative optimization. The core idea is to quantify each
feature’s contribution to decision reversal indirectly by using
the perturbation magnitudes required for counterfactual sam-
ples. If inducing a transition from “anomaly” to “normal”
requires a larger perturbation for a given feature, that feature
plays a more critical role in the anomaly decision and should
therefore receive a higher weight. Given perturbation vec-
tors for multiple anomalous samples, the feature-weight vec-
tor w € R? is obtained by statistically aggregating the per-
feature perturbation magnitudes. The detailed procedure for
feature-importance quantification is presented in Algorithm
3.

Specifically, the contribution of the i-th feature f; to de-
cision reversal is characterized by the average perturbation
magnitude across valid counterfactual samples. This metric
effectively excludes the influence of invalid samples while
capturing the average adjustment intensity required for the
feature to induce a decision reversal. The corresponding cal-
culation is given by:

_ 1 M
A=+ mzzjl Anis (©6)

where A,, ; represents the perturbation value of feature f; in
the m-th suspected anomaly sample, and M = |X,;| is the
total number of valid counterfactual samples.

Considering that different features vary in dimensions and
value ranges, directly using the average perturbation magni-
tude to calculate weights will lead to unbalanced weight dis-
tribution. Therefore, we normalize A; to derive each feature
weight as:

we B
> j=1 Aj+eo

where €y = 1072 is a smoothing term to prevent numerical
instability caused by a zero denominator. Multiplying by p is
to make the mean value of the initial weights approach 1, fa-
cilitating weight adjustment and interpretation in subsequent
iterations.

For the characteristics of high-dimensional data, features
that contribute nothing or extremely little to decision reversal

D, (N

Input: X':dataset, w:feature importance vector, f:anomaly
detection model
Output: X, :outliers, S.S:separability score , w’:updated fea-
ture importance vector

1: The iterative weight w’ of the current round is updated

by Eq. 8;

20 X, + f(w, X);

3: Calculate separability score S.S by Eq. 1;

4: return SS , X, w’

will have their average perturbation magnitudes A; naturally
approach 0, and the corresponding initial weights will be di-
rectly reduced to 0. In this way, automatic sparsification of
feature weights in the high-dimensional space is achieved.

Step3: Iterative Optimization and Validation

During optimization of _the feature-importance-based
anomaly detection model, the historical weights capture
optimization information accumulated across iterations and
thus mitigate the randomness introduced by counterfactual
perturbations in any single round. Accordingly, the feature
importance obtained in the t-th iteration is combined with the
historical weights as follows:

Wiy = A wi_) +(1=A)-w, ®)

where A is designed to balance the stability of the histori-
cal weight w;_1) and the adaptability of the current weight
w: We set A = 0.4 as an empirical value. Subsequently,
the updated iterative weight w ) is used as the core guid-
ance to perform targeted optimization of the base anomaly
detection model through weighted feature inputs. This mech-
anism encourages the model to focus more on the key fea-
ture dimensions relevant to anomaly judgment, ensuring that
the optimization direction remains highly consistent with the
quantified feature importance. The specific process of model
iterative optimization based on feature importance quantifica-
tion is shown in Algorithm 4.

Meanwhile, we compute the unsupervised Separability
Score to quantitatively evaluate the performance of the op-
timized model. Dual convergence criteria: indicator stability
and a maximum iteration limit, are employed. Specifically, if
the variation in the Separability Score between two consecu-
tive iterations satisfies ASS = S5,y — S5;_1) < 0 (where
0 denotes a predefined tolerance threshold). The model is
considered to have reached an optimal state, and the itera-
tion is terminated since further updates are unlikely to yield
significant improvement. Additionally, if the number of iter-
ations reaches the preset maximum, the optimization process
is forcibly stopped to prevent infinite looping.

Theorem 1. The Separability Score converges under con-
tinuous optimization and iterative updates of the feature
weights.

The proof is provided in the Appendix.

Time Complexity Analysis

The overall time complexity of the proposed framework is
O(NyN,d + dlogd + d + N), and the detailed complexity
analysis is provided in the Appendix.



PRELIMINARY PREPRINT VERSION - DO NOT CITE
This is not the version of record. The final version will appear in the Proceedings of JCAI-ECAI 2026.

Dataset Instances  Attributes  Outliers(Ratio)
Yeast 1483 8 35(2%)
Wine-Red 1599 11 10(0.6%)
Wine-White 4898 11 20(0.4%)

Http 567479 3 2211 (0.4%)
Mnist 7603 100 700 (9.2%)
Musk 3062 166 97 (3.2%)
Arrhythmia 452 274 66 (15%)

Glass 214 9 9 (4.21%)
Cardio 1831 21 176(9.61%)

Table 1: Datasets

5 Experiments and Results

This paper presents comprehensive experiments to evaluate
the effectiveness of the proposed method by addressing the
following research questions:

* Q1: Can EAD-CE consistently improve the detec-
tion performance of diverse baseline anomaly-detection
models and produce stable gains across multiple
datasets?

¢ Q2: Is the improvement in anomaly-detection perfor-
mance positively correlated with changes in feature im-
portance?

* Q3: Can EAD-CE provide intuitive and reliable in-
terpretability for the decision outcomes of anomaly-
detection models?

5.1 Experiment Setups

Datasets. We conducted experiments on nine real-world
datasets' spanning multiple domains, including Bioinformat-
ics, Food Science, Cybersecurity, Computer Vision, Chemin-
formatics, Healthcare, and Materials Science, as summarized
inl.

Baselines. This paper selects three representative anomaly
detection models as baselines: the density-based Local Out-
lier Factor (LOF [Breunig et al, 2000] ) algorithm, the
Empirical Cumulative Distribution-based Outlier Detection
(ECOD [Li et al., 2023al) algorithm, and the Granular-ball
Computing-based Mean-shift Outlier Detection (GBMOD
[Cheng et al., 2024]) method.

Evaluation metrics. We select Area Under the Curve
(AUC) and the Separability Score (Eq.1) as the primary eval-
uation metrics to comprehensively assess anomaly detection
performance.

5.2 Analysis of the Experimental Results

RQ1: Performance Gains Across Different Datasets and
Anomaly Detection Models

Figure 2 compares AUC performance between the original
baseline models (Base, blue dashed line) and models op-
timized by our framework (CE-Enhanced, red solid line)
across three baseline types (ECOD, LOF, GBMOD) and eight

"http://archive.ics.uci.edu/

datasets. Across every model-dataset pair, our new frame-
work yields substantially higher AUC values, demonstrat-
ing consistent performance gains. For example, ECOD on
dataset Musk increases from 0.94 to 1.00, LOF on Cardio
from 0.78 to 0.83, and GBMOD on Arrhythmia from 0.75 to
0.82. These results indicate that EAD-CE framework reliably
improves detection performance regardless of the underlying
algorithmic paradigm (density-, probability-, or KNN-based)
across different datasets, underscoring the broad applicability
of our framework.

RQ2: Relationship Between Feature Importance
Adjustment and Detection Performance

To verify the relationship between feature importance adjust-
ment and detection performance, we conduct experiments on
the HTTP network security detection dataset, as shown in Ta-
ble 1. The core task is to identify outlier network attack traf-
fic, which includes three key traffic features: src_bytes (the
number of bytes transmitted from the source end to the desti-
nation end), dst_bytes (the number of bytes transmitted from
the destination end to the source end), and duration (network
connection duration):

Figure 3 demonstrates the cascading impact of
counterfactual-derived = feature importance on iterative
model optimization and performance. The left panel shows
feature weights computed from counterfactuals: core feature
src_bytes (identified as decision-relevant) rises from 1.0 to
over 2.5, while noncritical features (duration, dst_bytes)
decline, indicating increased emphasis on high-impact
features. The middle panel shows score separation increasing
in parallel (from 3.5907 to 4.1419 in the first two iterations
and stabilizing around 4.37), reflecting improved distinction
between anomalous and normal samples. The right panel
confirms that these changes translate into better detection:
AUC climbs from 0.9641 to 0.995 in the early iterations,
mirroring feature weighting and separability. Overall, these
results indicate that counterfactual-driven feature impor-
tance learning produces consistent, positive optimization of
separability score and overall detection performance.

RQ3: Interpretability Analysis On Real-world Dataset
We use the low-dimensional HTTP dataset to intuitively visu-
alize optimization mechanisms. This dual analysis of coun-
terfactuals and feature importance demonstrates the inter-
pretability of the framework. For counterfactuals, we select
samples the model labels as attacks and generate counter-
factual variants, observing prediction changes revealing each
feature’s causal influence on attack classification. For feature-
importance quantification, we compare the model’s feature-
weight distributions before and after optimization and present
differences highlighting shifts in core feature contributions.
These complementary analyses connect causal evidence from
counterfactuals with quantitative changes in feature impor-
tance, demonstrating the framework’s interpretability in the
network-security detection settings.

Table 2 shows that the primary cause for the model labeling
traffic as an attack (Outlier) in the original samples is a devi-
ation of src_bytes from its normal range. src_bytes denotes
the number of bytes sent from the source (e.g., an attack-
initiating node) to the destination and a key descriptor of traf-
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Figure 2: Performance across different datasets and anomaly detection models between the original baseline models (Base, blue dashed line)

and models optimized by our framework (CE-Enhanced, red solid line).
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Figure 3: The left panel tracks changes in feature importance, quantified via counterfactuals, across the iterative process; the middle panel
shows the corresponding evolution of separability score throughout the optimization; and the right panel reports the AUC trajectory over

iterations, illustrating how detection performance improves as the model is iteratively refined.

ID Type src_bytes dst_bytes duration  Prediction
316098 Original -18.0693 -7.435 -0.0732 Outlier
Counterfactual -0.3347 -7.435 -0.0732 Normal
201669 Original -18.0693 -7.435 8.7608 Outlier
Counterfactual ~ -0.1437 -7.435 8.7608 Normal
433927 Original -8.6192 -1.9125 -0.0732 Outlier
Counterfactual -0.7867 -1.0034 -0.0732 Normal

Table 2: The ECOD anomaly detector flagged three outliers, and
our framework generated three corresponding counterfactual expla-
nations (the features changed to flip the prediction are highlighted in

green).

fic behavior. Legitimate traffic exhibits stable src_bytes val-
ues, whereas attack traffic produces outlier fluctuations (sud-
den surges or sharp drops). These three counterfactual ex-
planations adjust src_bytes back into a reasonable range that
change the model’s prediction to normal. This result estab-
lishes a direct, business-relevant causal link between outlier
src_bytes and attack classification, addressing the shortcom-
ing of traditional anomaly detectors that provide labels with-
out explaining the operational rationale behind them.
Combined with the feature-importance visualization in
Figure 3, analysis reveals clear post-optimization attention re-

allocation: src_bytes importance increases from 1.0 to 2.56,
strengthening its role as the primary attack-classification
driver; dst_bytes remains a secondary, supportive signal; and
duration (connection time), having weak attack correlation,
declines in influence with no notable effect on performance.
This pattern aligns with counterfactual evidence: minimal ad-
justments to src_bytes can flip predictions. Thus, our inter-
pretability analysis confirms outlier src_bytes drive detection,
and the optimized model concentrates on network-security
features consistent with real attack—defense dynamics.

6 Conclusions

This paper tackles two user concerns: why samples are
flagged as anomalous and how such explanations can improve
the anomaly detection model. We propose a model-agnostic,
counterfactual-enhanced anomaly detection framework that
closes the loop between detection, explanation, and improve-
ment. It uses counterfactuals as decision-aligned references
and extracts feature importance from model-response differ-
ences, guiding detectors to emphasize core anomaly signals
while suppressing noise. Extensive experiments show con-
sistent improvements in accuracy and interpretability across
multiple models and datasets. Future work will extend it to
multimodal settings and deep-learning-based detectors.
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