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Abstract
Physical-layer device identification serves as a crit-
ical security mechanism for mitigating cyberattacks
and enhancing network resilience. However, its
deployment in modern full-duplex Ethernet net-
works faces two major challenges: (1) the pres-
ence of Out-of-Distribution (OOD) data caused
by temporal distribution shift and diverse local
transmitters, and (2) the difficulty of environment-
agnostic device identification, where the unique
features of target devices are often obscured in
mixed signals. To address these challenges, we
propose GenID, which consists of two core com-
ponents. First, GenID constructs prototypes to em-
ulate the full communication environment through
a two stage process: offline and online. Based
on the prototype context, it then introduces an in-
variant feature extraction method to disentangle
mixed signals and improve generalization under
OOD conditions. Extensive experiments demon-
strate that GenID significantly outperforms state-
of-the-art baselines, achieving an increase of at
least 7.94% in Macro-F1 score under OOD envi-
ronments. Our code is available on https://github.
com/zyw2004/GenID IJCAI2026.

1 Introduction
The widespread adoption of the internet have significantly
increased reliance on Ethernet networks. However, this in-
creased connectivity also raises the risk of cyberattacks and
security threats [Sommer et al., 2010], such as MAC ad-
dress spoofing, firmware tampering, and switch port hijack-
ing. To mitigate these risks, physical-layer device identifica-
tion (PLDI), often referred to as Radio frequency (RF) fin-
gerprinting [Zhang et al., 2016; Brik et al., 2008; Polak et al.,
2011], has emerged as an effective security solution. PLDI
aims to learn a device-unique fingerprint by utilizing the
communication signal data that implies physically unclon-
able characteristics [Gerdes et al., 2012; Carbino et al., 2015;
Liu et al., 2022]. Early PLDI methods relied on handcrafted
features [Hall et al., 2004; Hippenstiel and Payal, 1996]. In
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Figure 1: Device Identification in Full Duplex System

contrast, recent advancements leverage deep neural networks
(DNNs) [Peng et al., 2019; Al-Shawabka et al., 2025] to learn
discriminative representations directly from raw signal data.
These DNN-based approaches automatically extract device-
specific features, enabling their use in more complex com-
munication environments.

Most of existing PLDI methods are designed for half-
duplex communication systems [Mick, 2000], where signals
transmit in only one direction at a time. This design severely
limits their applicability to full-duplex communication, which
overwhelmingly adopted in modern Ethernet infrastructures
[George et al., 2022]. As Figure 1 (a) shows, full-duplex
communication support simultaneous bidirectional transmis-
sion over a single physical medium. In such systems, the
acquired signal xm comprises a mix of the local transmit-
ter’s signal xl, the remote peer’s signal xr, and environmental
noise. We will hereafter refer to remote peer as the device
for better distinguishing between these two signal sources. In
this setting, the device’s signal is entangled with other com-
ponents in xm (Figure 1 (b)), posing unique challenges for
device identification.

Specifically, the challenges of identifying devices in full-
duplex system are two-fold: (1) Out-of-Distribution (OOD)
environments. Existing PLDI models are highly suscep-
tible to dynamic environmental shifts [Shen et al., 2021;
Reising et al., 2020; He and Wang, 2020] including tempo-
ral distribution shift and local transmitter induced shift, as
shown in Figure 1 (c). Temporal shifts arise when varia-
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tions in ambient noise, temperature, or port configurations
cause the same device-transmitter pair to produce different
signals across days (e.g., Day 1 vs. Day k). Transmitter-
induced shifts occur when the test-time transmitter differs
from the one used during training (e.g., training with e1,
testing with e3). While OOD generalization has been stud-
ied in domains like voice detection [Schroter et al., 2022;
Zhao et al., 2022] and time series analysis [Lu et al., 2022;
Wang et al., 2024], these methods do not transfer well to
PLDI. This is primarily due to the nature of physical-layer
signals: the device-specific features reside in extremely weak
physical-layer characteristics that are easily overwhelmed
by the dominant transmitter signal and ambient noise. Ex-
isting OOD methods may overlook these subtle features,
leading to poor performances under distribution shifts. (2)
Environment-agnostic device identification. In practice,
the PLDI methods need to identify devices based on mixed
signals, which introduces a major challenge: How to isolate
environment-agnostic features from signals entangled by lo-
cal transmitter and background noise. Existing environment-
agnostic representation methods often adopt basic encoder ar-
chitectures, such as CNNs [LeCun et al., 2002; Shi et al.,
2024] or Transformers [Vaswani et al., 2017], to extract in-
variant and relevant feature representations. They combine
task-specific learning strategies in model design to encour-
age feature disentanglement and are limit in environment-
agnostic device feature extraction. For example, CNNs lack
explicit mechanisms for separating mixed signal, and Trans-
formers often overemphasize shared features, which hinders
the extraction of device-specific information.

To address the aforementioned challenges, we propose
GenID (GENeralizable Identification of Devices), which is
the first work for PLDI under full-duplex and OOD settings.
To master the varying environments and address the OOD
problem, GenID introduces a set of anchor devices and con-
structs an offline feature dictionary that captures the unique
signatures of local transmitters. When a device connects,
GenID generates device-specific prototypes by integrating
this dictionary with the incoming mixed signals based on a
novel data augmentation method. These prototypes simulate
how the device would perform with all local transmitters un-
der diverse environments. Moreover, to extract environment-
agnostic features, GenID leverages augmented mixed signals
as input to the Invariant Feature Extraction (IFE) network.
The IFE network employs an attention mechanism to assess
the relevance of each feature dimension between the input
signals and both inter- and intra-class prototypes. This pro-
cess enables the network to distill the most salient and in-
variant device features, thereby ensuring reliable identifica-
tion under dynamic environmental conditions.

• We propose GenID to achieve accurate device identifica-
tion in full-duplex communication and OOD settings. To
the best of our knowledge, GenID is the first PLDI method
designed for full-duplex devices with OOD generalization.

• We design a novel mixed-signal augmentation technique
that generates device-specific prototypes, simulating a va-
riety of temporal and local transmitter conditions. Further-
more, we propose an Invariant Feature Extraction (IFE)

network that leverages these prototypes to learn robust and
discriminative device representations.

• Extensive experiments are conducted to verify the effec-
tiveness and efficiency of GenID. The results show that
GenID outperforms the state-of-the-art baselines with over
7.94% improvements of Macro-F1.

2 Related Work
2.1 Physical-Layer Device Identification
Device authentication methods can be broadly categorized
into manual feature-based and deep learning-based ap-
proaches. Feature-based methods extract hand-crafted fea-
tures such as signal amplitude and phase, followed by classi-
fication techniques like Euclidean distance [Hall et al., 2004;
Hippenstiel and Payal, 1996] or traditional classifiers such
as SVM [Reising et al., 2020; Carbino et al., 2015; Huang
et al., 2017]. These approaches are lightweight but heavily
depend on domain expertise and are often sensitive to envi-
ronmental noise. In contrast, most deep learning-based ap-
proaches identify devices by inputting raw or minimally pro-
cessed signals into deep neural networks. Peng et al.[Peng
et al., 2021] transform I/Q samples into 2D representations
and classify them using the InceptionV3 architecture. Shen
et al. [Shen et al., 2023] apply short-time Fourier transform
to obtain time–frequency representations and then feed them
into a Transformer. However, these methods are primarily de-
signed for in-distribution settings and often fail to generalize
under OOD conditions.

2.2 OOD Generalization
OOD Generalization in PLDI. In PLDI, OOD challenges
often arise from dynamic environmental shifts that distort sig-
nal characteristics. However, few studies explicitly address
this issue. Existing methods typically rely on limited target-
domain data to adapt models trained on a source domain [Al-
Shawabka et al., 2025; Han et al., 2023; Peng et al., 2024].
For example, SignCRF [Al-Shawabka et al., 2025] uses ad-
versarial training with an environment translator to remove
channel effects while preserving device-specific features.

In contrast, our approach seeks to achieve OOD general-
ization without any access to target-domain data.
General OOD Generalization Methods. OOD generaliza-
tion [Wang et al., 2022] approaches can be broadly catego-
rized into three main strategies: data manipulation, learning
strategies, and representation learning. Data manipulation
techniques focus on increasing the diversity of the training
data [Zhong et al., 2025], thereby exposing the model to a
wider range of variations that might be encountered during
testing. Learning strategies aim to enhance generalization
by leveraging general learning frameworks, including tech-
niques like ensemble learning [Cha et al., 2021] and meta-
learning [Khoee et al., 2024]. Among OOD generalization
methods, representation learning is particularly prevalent. It
primarily involves two strategies: domain invariant repre-
sentation learning and feature disentanglement. Domain-
invariant representation learning seeks features stable across
domains using techniques like adversarial training [Fu et al.,
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2023], feature alignment [Du et al., 2021], and invariant risk
minimization [Wang et al., 2025]. Feature disentanglement
aims to separate domain-shared from domain-specific com-
ponents through methods such as causal inference [Li et al.,
2022] and generative modeling [Kim et al., 2024].

Despite their success in other domains, general OOD gen-
eralization methods remain unexplored for physical-layer de-
vice identification. Physical-layer features are fine-grained,
easily obscured by noise and transmitter interference, and of-
ten difficult to disentangle. As a result, these methods cannot
be directly applied to this task.

3 Methodology
3.1 Problem Formulation

Definition 1 (Physical-Layer Device Identification). Given a
mixed signal segment x, produced by the interaction between
a device u ∈ Uu and a local transmitter e ∈ E , physical-layer
device identification aims to predict the device u responsible
for generating x.

Definition 2 (Temporal distribution shifts). The training sig-
nal segments Xtrain and the test signal segments Xtest are col-
lected under different communication environments, leading
to temporal distribution shifts.

Definition 3 (Local transmitter-induced shifts). The sets of
local transmitters used for the training signal segments Xtrain
and the test signal segments Xtest differ, inducing distribution
shifts due to transmitter variations.

Problem Statement. The objective of this paper is to train
a neural network capable of performing physical-layer device
identification robustly under both temporal distribution shifts
and local transmitter-induced shifts.

3.2 Overview of GenID
In this section, we introduce the proposed framework GenID
and describe its key components. Collecting signals from de-
vices under every possible communication condition is often
impractical, and models trained solely on online data tend to
perform poorly when the environment changes. To address
this challenge, we adopt an offline–online training strategy.

During the offline phase, user devices are inaccessible or
uncontrollable. Therefore, we use a set of anchor devices as
proxies. These devices allow us to capture the communica-
tion characteristics of local transmitters when connected to
diverse devices. At the end of this phase, we construct a dic-
tionary of local transmitters, where each local transmitter is
represented by multiple entries, and each entry corresponds
to a feature extracted from a signal segment collected under a
specific environment.

The online phase occurs during deployment, where signals
are collected from only a single environment. The prototype
generation module leverages these signals together with the
offline dictionary to simulate mixed signals between the user
device and different local transmitters under diverse environ-
mental conditions. These simulated mixed signals are en-
coded and stored in a prototype memory bank. Subsequently,
the network training module employs the Invariant Feature

Extraction (IFE) network to learn robust and invariant repre-
sentations from these prototypes, producing reliable embed-
dings for user devices. An overview of the proposed frame-
work is shown in Figure 2 (a).

• Dictionary Construction (Offline): In this phase, each
anchor device ui ∈ Uo connects to every local transmit-
ter ej ∈ E . For each device–transmitter pair (ui, ej),
N signal samples are extracted, where N is a predefined
hyperparameter. These samples are processed through a
pre-processing pipeline to generate feature representations,
which collectively form the dictionary D.

• Prototypes Generation (Online): Each user device in Uu

is connected to at least one available local transmitter from
the set E . From this connection, we collect signal samples
Xtrain along with their corresponding labels Ytrain. We
design a data augmentation method to construct a proto-
type memory bank M using Xtrain, Ytrain, and the offline
dictionary D.

• Network Training (Online): To distill invariant device
features, GenID employs an Invariant Feature Extraction
(IFE) network to learn invariant representations of user de-
vices by modeling both intra-class consistency and inter-
class discrimination among their features.

3.3 Dictionary Construction (Offline)
The objective of this phase is to construct a dictionary D that
captures local transmitter characteristics under varying envi-
ronmental conditions. To this end, we leverage a set of anchor
devices Uo = {u1, . . . , um} as controlled signal sources and
systematically connect each device to every local transmitter
in E = {e1, . . . , en} at different times. The process will be
described in order below.
Signal Collection and Pre-processing. Each anchor de-
vice ui ∈ Uo is systematically paired with every local trans-
mitter ej ∈ E . For each device-transmitter pair (ui, ej), we
acquired N mixed signal sample {x1

i,j , . . . , x
N
i,j}, where xk

i,j

denotes the k-th acquired signal sample for pair (ui, ej).
Each signal sample is passed through a pre-processing

pipeline Pre(·). Following prior works [Levy et al., 2023;
Choi et al., 2018; Gerdes et al., 2012], the pipeline removes
the direct current component and applies FFT-based spectral
averaging to obtain a stable frequency-domain representation
Pre(xk

i,j) ∈ Rd.
Dictionary Construction. After pre-processing, each de-
vice -transmitter pair (ui, ej) yields N feature vectors
{Pre(x1

i,j), . . . , P re(xN
i,j)}. We construct the dictionary D

by collecting all feature units across the m anchor devices,
each with N signal samples:

D = {η1,1, . . . , η1,N , . . . , ηm,1, . . . , ηm,N}, (1)

Each feature unit ηi,k corresponds to one environment and is
formed by concatenating the pre-processed signals from all
local transmitters ηi,k = [Pre(xk

i,1); . . . ;Pre(xk
i,n)].

3.4 Prototypes Generation (Online)
At the online stage, each user device ui ∈ Uu typically com-
municates with only a limited set of transmitters under re-
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Figure 2: The framework of GenID. (a) provides an overview of GenID. The key building blocks, i.e., prototypes generation and network
training are detailed in (b) and (c).

stricted temporal conditions. We leverage the offline dictio-
nary D and a novel augmentation method to simulate the de-
vice’s behavior across all transmitters across varying tempo-
ral conditions.

As shown in Figure 2 (b), we first partition the training data
by device labels. Let Xtrain[ui] = {x′

1, . . . , x
′
S} denote the

training samples collected from a user device ui. Each signal
is processed by the pre-processing module Pre(·) to produce
a feature set Fui = {Pre(x′

1), . . . , P re(x′
S)}. These fea-

tures, along with the dictionary D, are then feed into data
augmentation.
Data Augmentation (AUG(·)). For each preprocessed fea-
ture f ′ ∈ Fui

with label y′ = (ui, ek), we randomly sam-
ple a feature unit η = [de1 , . . . , den ] ∈ D, which encodes
the signatures of all local transmitters. We take dbase = dek ,
representing the feature of the sampled anchor device when
connected to transmitter ek.

To simulate how the user device ui would behave under
other transmitters, we apply an augmentation function Faug
to pair f ′ with each dej ∈ η, and compute the augmented
features as:

Faug(dej , f
′) = f ′ − dbase + dej (2)

This function approximates the preprocessed feature that
would be observed if device ui were to communicate with
transmitter ej . Further proof is provided as follows.

Proof. The preprocessed feature f ′ can be expressed as:

f ′ = Pre(xui
+ xek + noise1), (3)

where xui
and xek denotes the signal generated by ui and

ek, respectively, and noise1 represents noise. Since the pre-
processing module Pre(·) removes the direct current compo-
nent and applies FFT-based spectral averaging, both of which
preserve linearity, we have:

f ′ = Pre(xui
) + Pre(xek) + Pre(noise1) (4)

Similarly, dej = Pre(xui
) + Pre(xej ) + Pre(noise2),

and the base feature vector can be expressed as dbase =
Pre(sui) + Pre(sek) + Pre(noise3).

According to the definition of mapping function
Faug(dej , f

′) = f ′ − dbase + dej , we have:

Faug(dej , f
′) = (Pre(xui) + Pre(xek) + Pre(noise1))

− (Pre(xui
) + Pre(xek) + Pre(noise2))

+ (Pre(xui) + Pre(xej ) + Pre(noise3))

= Pre(xui
) + Pre(xej ) + noise4

= Pre(xui + xej + noise5),
(5)

where noise4 = Pre(noise1) − Pre(noise2) + Pre(noise3)
and noise5 = Pre(noise4).

Memory Bank Construction. We construct the full aug-
mented feature set as follows:

Faug =


Faug(de1 , P re(x′

1)), . . . , Faug(de|E| , P re(x′
1))

Faug(de1 , P re(x′
2)), . . . , Faug(de|E| , P re(x′

2))
...

Faug(de1 , P re(x′
S)), . . . , Faug(de|E| , P re(x′

S))


(6)
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where Faug[s][j] represents the feature of the s-th simulated
mixed signal from (ui, ej) pair. To extract prototypes for each
(ui, ej) pair, we first aggregate the features corresponding to
transmitter ej across all S augmented samples:

F(ui, ej) = {Faug[1][j], . . . ,Faug[S][j]} (7)

We then apply a Prototype Extraction (PE) module to derive
k prototypes, each capturing a representative environmental
condition. Specifically, we perform K-Means clustering with
k clusters onF(ui, ej), and use the resulting cluster centroids
as the prototypes.

Prototypes generated from M−m user devices and n local
transmitters are aggregated into the memory bankM, result-
ing in a total of (M −m)× n× k prototypes.

3.5 Network Training (Online)
This step aims to optimize the Invariant Feature Extraction
(IFE) network to produce robust features that are invariant
to OOD environments. As illustrated in Figure 2 (c), each
input signal xi is first processed by the pre-processing mod-
ule (detailed in Section 3.3) and the augmentation strategy
(detailed in Section 3.4) to increase input diversity and sim-
ulate variations in temporal and local transmitter induced en-
vironments. The resulting augmented features AUG(fxi

) =
[Faug(de1 , fxi), . . . , Faug(de|E| , fxi)] are then fed into the IFE
network. The IFE network consists of two main modules:
Patching and Encoding, and Inter- and Intra-Class Attention.

Patching and Encoding. For each feature vector f ′ ∈
AUG(fxi

), the IFE network divides it into s overlap-
ping patches with a fixed size and 50% overlap, yielding
{P1, P2, . . . , Ps}. Each patch, as well as the original fea-
ture, is independently projected by linear layers. The result-
ing embeddings are concatenated to form a joint representa-
tion h′ ∈ R(s+1)×l:

h′ = Stack(Linear1(f ′),Linear2(P1), ...,Linear2(Ps)). (8)

The same encoding process is applied to all prototypes in
the memory bank M, producing a prototype representation
tensor H ∈ R|M|×(s+1)×l, where |M| = (M −m)× n× k
is the number of prototypes.

Inter- and Intra- Class Attention. The attention mecha-
nism enables the network to selectively focus on the most rel-
evant parts of the input for prediction, assigning varying im-
portance (attention weights) to different components and thus
emphasizing salient features while suppressing less informa-
tive ones [Vaswani et al., 2017]. To distill invariant device
features, we design an attention mechanism that jointly mod-
els relationships within the same device class (intra-class) and
across different device classes (inter-class).

The attention computation involves three key components:
the query Q = Linear(hT

i ) ∈ Rl×d, and the key and value
K = V = Linear(HT ) ∈ R|M|×l×d. To incorporate spatial
or sequential context, a learnable positional encoding hpos is
added:

Q← Q+ hpos, K ← K + hpos, V ← V + hpos. (9)

Multi-head attention is then applied, followed by a residual
connection, layer normalization and a feedforward network:
h′
o = FFN (Norm (MultiHeadAttention(Q,K, V ) +Q)) .

(10)
where h′

o ∈ Rl×d, with l denoting the mapping dimension
and d the dimensionality of the hidden representation.

Finally, the invariant feature vector is computed as:

γ′ = h′T
o ·W + b, (11)

where W ∈ Rd×1 and b ∈ Rl. By jointly modeling intra- and
inter-class interactions, this mechanism enhances the model’s
ability to distinguish subtle yet critical variations among de-
vices.
Classifier. Each feature vector f ′ ∈ AUG(fxi

) is processed
by the IFE network to produce an invariant representation γ′.
Applying the IFE to all augmented samples of xi yields a set
of representations γi,1, . . . , γi,n, which are then passed into
the classifier consisting of normalization and linear projec-
tion:

pi,j = Linear(Norm(γi,j)). (12)
where pi,j ∈ RM−m represents the predicted probability dis-
tribution over the M −m device categories for the j-th aug-
mented sample of xi.

We train the IFE network and classifier using a categori-
cal cross-entropy loss with label smoothing, which mitigates
overconfidence and improves generalization:

L = −
∑

xi∈Xtrain

n∑
j=1

M−m∑
k=1

ysmooth
i [k] · log(pi,j [k]). (13)

The smoothed label ysmooth is calculated as:

ysmooth
i [k] = (1− ϵ) · yi[k] +

ϵ

M −m
, (14)

where yi is the one-hot vector of the device label, ϵ is the label
smoothing coefficient.

3.6 Inference
This section explains how the trained GenID model classifies
new, unseen samples. As illustrated in Figure 2 (a), the Infer-
ence module processes each test sample xi ∈ Xtest as follows:
First, each input xi is processed by the pre-processing mod-
ule. The resulting feature fi is then passed into the IFE net-
work along with the memory bankM to generate an invari-
ant representation γ̂i. Finally, the trained classifier outputs
the predicted class probabilities:

p̂i = Classifier(IFE(Pre(xi),M)) (15)
The predicted label ŷi is determined by selecting the class
with the highest probability.
Inference Time Complexity. During inference, GenID
consists of: (1) FFT-based preprocessing with complexity
O(d log d); (2) patch-based linear encoding with complex-
ity O(sd2), where s is the number of patches and d is
both the input and embedding dimension; (3) multi-head
attention over P prototypes, yielding complexity O(sdP );
and (4) final classification with complexity O(dC) over C
classes. The overall inference time complexity per sample is:
O(d log d+sd2+sdP +dC). Neglecting lower-order terms,
we further simplify to: O(sd(d+ P )).
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4 Experiments
4.1 Experimental Settings
Datasets. We collected data over many days from all possi-
ble combinations of 4 local transmitters, 4 user devices, and
6 anchor devices. For each target device and local transmitter
combination, we gathered some data points each day. This
resulted in a grand total of 2.52× 1010 data points across the
entire collection period.

Evaluation Scenarios. We pre-process the acquired mixed
signal data by segmenting it into fixed lengths of 7 × 104

for online data and 7 × 105 for offline data, yielding 1,000
online samples and 100 offline samples per day for each
device–local transmitter pair, respectively. A Fast Fourier
Transform (FFT) with length 128 is applied to each segment.
The online dataset is then randomly split into training, vali-
dation, and testing sets in a 7:1:2 ratio. To assess GenID’s
robustness, we evaluated it under four distinct settings:

• Exp.(a) Temporal + Local transmitter induced OOD:
15,000 samples where both acquisition days and local
transmitters differ between training and testing sets.

• Exp.(b) Temporal OOD: 7,500 samples where local trans-
mitters remain fixed but acquisition days differ.

• Exp.(c) Local transmitter induced OOD: 7,500 samples
with consistent acquisition days but varying local transmit-
ters.

• Exp.(d) i.i.d.: 20,000 samples where both acquisition days
and local transmitters are shared across training and testing.

Evaluation Metrics. We assessed the performance of the
GenID model using three key metrics: micro F1 score, macro
F1 score, and the Kappa coefficient (KC) [Vieira et al., 2010].

Baselines. We evaluate GenID against four categories of
baseline methods on the same preprocessed signal represen-
tations produced by our preprocessing pipeline for fair com-
parison: (1) Physical-layer device identification methods, in-
cluding LoRa [Shen et al., 2021], RivIs [Reising et al., 2020],
and Csei [He and Wang, 2020]. Due to protocol differences
that prevent direct application to the 1000Base-T Ethernet
setting, we adapt their classification backbones to the pre-
processed fingerprints. (2) OOD generalization methods for
classification, including RBS [Song et al., 2020], RandConv
[Xu et al., 2020], and MixStyle [Zhou et al., 2023]. These
methods are combined with our classifier to assess robustness
under distribution shifts. (3) OOD-aware tabular and time-
series classifiers,including TabPFN [Hollmann et al., 2022]
and ITSR [Shi et al., 2024]. (4) State-of-the-art time series
classification methods, such as CAFO [Kim et al., 2024] and
TSLANet [Eldele et al., 2024]. These two are evaluated using
their open-source implementations on preprocessed data.

Hyper-Parameters. We set the PE module with k = 4
clusters. In the IFE network, we set the patch size to 16.
The output dimensions of the patching-encoding module and
the linear layer are 128 and 16, respectively. Multi-head at-
tention is configured with a single layer and 4 heads. The
feedforward network consists of two linear layers with inter-
mediate dimensions of 64. All Dropout ratios were set to 0.1.

Figure 3: Efficiency

For optimization, we used AdamW with a learning rate of
1× e−3 and a weight decay of 1× e−4. Training runs for up
to 100 iterations, with early stopping applied if the validation
loss does not improve for 30 epochs.

4.2 Comparison With SOTA Methods
(1) Does GenID outperform SOTA methods in terms of
device classification performance? Table 1 presents the
comparative results of GenID against a comprehensive set of
SOTA baselines across four experimental settings Exps.(a–d),
evaluated using micro-F1, macro-F1, and KC. GenID consis-
tently outperforms all competing methods in almost all met-
rics and experimental settings,

While existing physical-layer identification methods per-
form comparably to GenID in the i.i.d. setting Exp.(d), their
performance drops sharply in the OOD scenarios Exps.(a–c),
indicating limited robustness to temporal and transmitter-
induced distribution shifts. General OOD classification meth-
ods perform even worse, as the fine-grained physical-layer
features are easily masked by noise and interference, making
them difficult to disentangle. Tabular OOD method TabPFN
and Time-series models like CAFO and TSLANet show good
performance under specific OOD conditions but fail to gener-
alize across all scenarios

Across all methods, performance in Exp.(d) is consistently
higher than in Exp.(a–c), underscoring the challenge of dis-
tribution shifts. Notably, GenID demonstrates significantly
smaller performance degradation, showcasing its robustness
to both temporal and transmitter variations.
(2) How does GenID compare to SOTA methods in terms
of generalization under OOD scenarios? We further eval-
uate GenID under varying device partitions using Exp.(a),
the most challenging OOD setting. Specifically, we gener-
ate three alternative random partitions of online and anchor
devices while keeping all other factors unchanged. As shown
in Table 2, performance varies across partitions due to inher-
ent differences in device distinguishability. Despite this vari-
ability, GGenID consistently outperforms all other configura-
tions, achieving an average Macro-F1 improvement of 7.94%
over the strongest competing baseline, thereby demonstrating
robustness to device partitioning.

4.3 Efficiency
Figure 3 presents the per-sample inference time for all com-
parison methods. As expected, LoRa, using a traditional
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Exp.(a) Exp.(b) Exp.(c) Exp.(d)

Method micro-F1 % macro-F1 % KC % micro-F1 % macro-F1 % KC % micro-F1 % macro-F1 % KC % micro-F1 % macro-F1 % KC %

LoRa 64.72± 0.87 63.58± 1.19 52.97± 1.15 72.88± 0.89 71.39± 1.22 63.82± 1.18 49.63± 1.88 44.88± 2.59 33.62± 2.40 86.79± 0.20 86.78± 0.20 82.39± 0.27
RivIs 71.73± 0.00 70.09± 0.00 62.31± 0.00 78.13± 0.00 77.36± 0.00 70.83± 0.00 58.00± 0.00 55.07± 0.00 44.72± 0.00 90.90± 0.00 90.89± 0.00 87.86± 0.00
Csei 53.45± 1.28 47.28± 1.36 37.97± 1.70 66.16± 2.23 63.92± 2.78 54.85± 2.98 57.31± 4.34 55.35± 3.90 43.46± 5.65 86.71± 0.37 86.69± 0.37 82.28± 0.49

RBS 49.88± 0.67 48.73± 0.82 33.22± 0.90 57.15± 1.89 56.71± 2.21 42.86± 2.53 58.72± 1.59 58.44± 1.45 44.95± 2.12 50.24± 3.33 48.91± 4.14 34.24± 4.12
Rand-conv 64.67± 0.94 64.03± 1.13 52.91± 1.25 71.52± 1.70 69.87± 2.32 62.00± 2.27 48.59± 0.89 43.45± 1.32 32.27± 1.12 85.52± 0.56 85.50± 0.55 80.69± 0.74
Mixstyle 64.91± 0.80 63.92± 1.01 53.22± 1.07 73.52± 2.09 72.20± 2.83 64.68± 2.78 50.77± 1.26 46.33± 1.76 35.07± 1.61 86.73± 0.40 86.72± 0.39 82.30± 0.52

ITSR 46.04± 2.97 44.86± 3.73 28.06± 3.93 41.25± 12.58 33.09± 19.23 21.63± 16.77 46.21± 4.42 42.33± 5.37 28.41± 5.61 75.50± 4.11 75.41± 4.17 67.37± 5.44
TabPFN 61.63± 1.54 56.44± 1.89 48.81± 2.04 75.89± 0.71 75.02± 0.89 67.85± 0.95 66.32± 12.41 64.78± 13.30 55.55± 16.29 91.54± 0.27 91.53± 0.27 88.71± 0.36

CAFO 60.36± 2.50 57.53± 4.10 47.22± 3.29 81.44± 1.46 81.27± 1.53 75.25± 1.94 54.11± 3.62 50.29± 4.08 39.44± 4.59 85.51± 3.42 85.27± 3.71 80.66± 4.55
TSLANet 75.71± 1.63 75.58± 1.70 67.63± 2.17 80.88± 1.13 80.59± 1.27 74.50± 1.50 57.44± 2.34 54.02± 3.48 43.99± 2.96 91.59± 0.41 91.58± 0.41 88.78± 0.54

GenID 84.83± 0.66 84.79± 0.69 79.76± 0.88 85.32± 0.27 85.22± 0.23 80.42± 0.36 69.36± 1.13 66.06± 1.82 59.65± 1.44 91.09± 0.56 91.08± 0.56 88.12± 0.74

Table 1: Comparison with SOTA methods. The highest scores are highlighted in bold, and the second highest scores are highlighted in
underline.

Method Exp.(a) Exp.(a2) Exp.(a3) Exp.(a4)

LoRa 63.58± 1.19 65.33± 0.67 70.30± 0.77 51.47± 0.99
RivIs 70.09± 0.00 67.11± 0.00 74.37± 0.00 60.74± 0.00
Csei 47.28± 1.36 66.40± 1.43 54.50± 7.15 64.02± 3.94

RBS 48.73± 0.82 59.43± 0.92 66.24± 1.33 45.96± 0.91
Rand-conv 64.03± 1.13 65.21± 0.65 72.10± 0.90 52.32± 1.61
Mixstyle 63.92± 1.01 65.70± 0.57 70.32± 0.32 51.87± 0.79

ITSR 44.86± 3.73 56.54± 5.91 62.04± 3.57 42.87± 1.73
TabPFN 56.44± 1.89 66.51± 0.47 68.45± 1.79 57.47± 0.81

CAFO 57.53± 4.10 67.29± 1.91 59.55± 10.03 54.59± 2.69
TSLANet 75.58± 1.70 70.05± 2.92 72.54± 0.50 55.66± 0.94

GenID 84.79± 0.69 81.11± 1.07 81.83± 0.61 70.52± 1.43

Table 2: Robustness evaluation with different device partition.

Methods Exp.(a) Exp.(b) Exp.(c) Exp.(d)

w/o AUG(·) in training 62.83 79.33 54.21 92.24
w/o AUG(·) in prototypes 63.84 80.77 54.24 91.65
w/o dictionary 62.91 79.68 54.96 91.80
w/o patching 83.27 80.00 65.76 89.21
w/ self-attention 60.41 46.80 40.03 24.67
GenID 84.83 85.32 69.36 91.09

Table 3: Ablation Study

architecture, achieves the fastest processing speed. GOOD
classification methods incur only a slight efficiency overhead,
maintaining high efficiency. In contrast, more complex deep
learning methods like TabPFN, CAFO, and TSLANet exhibit
a significant drop in efficiency, with processing times increas-
ing by one or two orders of magnitude. GenID, however,
strikes a favorable balance, maintaining competitive speed
while delivering strong performance, staying on par with tra-
ditional approaches in terms of inference time.

4.4 Ablation Study
Table 3 presents the ablation study evaluating the contribution
of key components. We remove each component individu-
ally to assess its contribution except for the IFE network, we
replace it with standard self-attention. The full model con-
sistently performs well across all settings, especially in the
IID setting Exp.(d), where it remains comparable to most ab-
lated variants. In OOD scenarios, removing AUG(·) during
either training or prototype generation leads to a significant
performance drop, emphasizing the importance of augment-
ing training diversity. Removing the dictionary, which dis-
ables AUG(·) in both training and prototype generation, re-
sults in a performance degradation similar to removing only

(a) Number of anchor devices (b) Number of user devices

Figure 4: Sensitivity analysis on the number of devices

one of them. This suggests that the two augmentation stages
provide cooperative benefits rather than independent contri-
butions. The patch embedding module’s removal causes a
slight decline, suggesting its contribution to generalization.
Lastly, replacing the IFE network with standard self-attention
leads to a sharp performance drop, underscoring its superior
ability to extract environment-agnostic representations.

4.5 Sensitivity Analysis on the Number of Devices
Figure 4 illustrates the model performance under varying
numbers of anchor and user devices. For anchor-device eval-
uation, we vary the number of anchor devices in the dictio-
nary while keeping all other settings fixed. For user-device
evaluation, we use a fixed dictionary with three anchor de-
vices and examine performance as the number of user devices
increases. All experiments are conducted under Exp. (a). We
observe that GenID achieves consistent performance when
the number of anchor devices exceeds three. Furthermore,
the number of user devices does not significantly affect per-
formance.

5 Conclusions
We propose GenID, a deep learning-based physical-layer de-
vice identification framework. GenID tackles two key chal-
lenges: out-of-distribution shifts and environment-agnostic
device identification. It employs a communication environ-
ment augmentation strategy using a transmitter dictionary and
a prototype memory bank to simulate diverse signal condi-
tions. Additionally, the IFE network extracts robust and in-
variant features by modeling class-level relationships. Exten-
sive experiments demonstrate that GenID outperforms exist-
ing methods and generalizes well under OOD scenarios while
maintaining computational efficiency.
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