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Abstract
Vision Transformers (ViTs) exhibit notable suscep-
tibility to adversarial attacks, presenting a signif-
icant challenge for their deployment in security-
sensitive applications. Despite their considerable
empirical successes, a rigorous theoretical founda-
tion for ViT’s adversarial generalization behavior
has not been adequately established. To address
this limitation, we leverage empirical Rademacher
complexity to analyze the mechanism of perturba-
tion accumulation through deep ViTs layers. We
establish a high-probability generalization bound
for ViTs in classification tasks under adversarial
settings. Our theoretical framework elucidates the
roles of several factors in mitigating perturbation
effects, norm regularization of weight matrices (in
both MLP and attention modules) and depth-wise
propagation constraints on layer-wise norms. Ex-
tensive experiments on benchmark datasets corrob-
orate our theoretical insights, bridging the gap be-
tween ViTs architecture design and adversarial ro-
bustness.

1 Introduction
The ViTs has demonstrated superior performance compared
to state-of-the-art convolutional neural networks (CNNs) on
standard image recognition tasks [Dosovitskiy, 2020]. Unlike
CNNs that rely on local convolution operations, ViTs pro-
cess images as sequences of patches and utilize self-attention
mechanisms to effectively capture long-range dependencies
and global context. This novel architecture has not only ex-
celled in image classification but has also become a founda-
tional model for a wide range of other vision tasks, including
object detection [Li et al., 2022; Fang et al., 2023] and se-
mantic segmentation [Thisanke et al., 2023].

However, recent studies reveal that ViTs remain vulnerable
to adversarial attacks, where imperceptible perturbations to
input images can cause misclassifications [Bhojanapalli et al.,
2021; Shao et al., 2022; Deng et al., 2025]. This vulnerability
has attracted increasing interest in enhancing model robust-
ness through adversarial training. While existing works pre-
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dominantly focuses on empirical validation [Gu et al., 2022;
Wei et al., 2022; Wu et al., 2022], the underlying theoretical
foundations remain under-explored.

Recent years have witnessed significant theoretical
progress in understanding adversarial generalization prob-
lems from statistical learning perspective. This includes uni-
fied convergence analyses grounded in hypothesis space ca-
pacity measures, such as VC dimension [Attias et al., 2022],
Rademacher complexity [Yin et al., 2019; Awasthi et al.,
2020], and covering numbers [Mustafa et al., 2022; Wen et
al., 2023]. Moreover, related studies have also been con-
ducted based on algorithmic stability [Wu and Cheng, 2021;
Xiao et al., 2022]. While these frameworks provide a solid
foundation, their direct application to ViTs is challenging
due to the architecture’s unique properties. Compared to
CNN, ViTs lack explicit inductive biases such as spatial con-
nectivity and translation equivariance [Edelman et al., 2022;
Sultana et al., 2022]. This implies that the complexity of
the ViTs hypothesis space scales precipitously with the input
dimension or the sequence length. Consequently, deriving
generalization bounds that are independent or only weakly
dependent of the dimension d is crucial for establishing the
adversarial generalization of ViTs in the finite-data regime.
Additionally, the non-Lipschitz nature of dot-product atten-
tion on unbounded inputs induces gradient instability [Kim
et al., 2021], while the propagation of adversarial pertur-
bations via global self-attention interactions makes the at-
tention weight distribution unpredictable [Shao et al., 2022;
Mao et al., 2022]. Unlike classical approaches that oper-
ate on single inputs, in Transformer networks which pro-
cess sequences of tokens, the joint effect of different per-
turbations on the image patches tokens makes the adver-
sarial loss highly non-convex and intractable, rendering the
classical estimation methods ineffective [Yin et al., 2019;
Attias et al., 2022].

To address the aforementioned challenges, we characterize
the generalization properties of ViTs by analyzing a surrogate
objective derived from the supremum of the adversarial loss,
which yields a tighter generalization guarantee. The main
contributions of this paper are summarized as follows:

• To circumvent the non-convex optimization challenges
inherent in the original adversarial loss, we derive an ex-
plicit surrogate upper bound ℓ̂(·), which decomposes the
adversarial risk into a standard classification error term
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Reference Adversarial Setting Technique Bound

[Edelman et al., 2022] No Covering Number O(CO(L)
√
log(dnm)/n)

[Trauger and Tewari, 2024] No Rademacher Complexity O(CO(L)
√
log(d)/n)

[Li et al., 2023c] No Algorithms Stability O(C log n/
√
nT )

[Bai et al., 2023] No Covering Number O(
√

D/n+ d/m)

Ours Yes Rademacher Complexity O(CO(L)ϵ
√
log(d)/n)

Table 1: Comparison of theoretical analysis for Transformer architectures. (m: the sequence length, n: the number of samples, d: the input
dimension, D: the model scale, ϵ: the perturbation budget, T : the number of task, C: a constant bigger than 1.)

and a worst-case perturbation margin. This formulation
transforms the intractable adversarial optimization prob-
lem into a tractable regularization objective by impos-
ing layer-wise constraints on perturbation propagation
throughout the ViT architecture.

• We establish a high-probability generalization bound for
multi-layer ViTs in adversarial classification by utilizing
adversarial Rademacher complexity. Crucially, our de-
rived bound scales with O(ϵ

√
log(d)/n), demonstrating

that the generalization error depends logarithmically on
the token dimension d. The derived bound quantifies
the interplay between adversarial perturbations and gen-
eralization error, providing theoretical insights into how
sample size n, sequence length m and weight matrix reg-
ularization collectively mitigate adversarial degradation.

• Extensive experimental results on benchmark datasets
demonstrate the effectiveness of our theoretical findings
in reducing generalization error and achieving good gen-
eralization performance.

2 Related Work
2.1 Adversarial Defense on ViTs
Recent research has shown that carefully crafted perturba-
tions can induce ViTs models to make incorrect predictions
with high confidence [Bhojanapalli et al., 2021; Shao et
al., 2022]. To counter such attacks, a broadly range of
defense mechanisms have been developed. Several stud-
ies have primarily focused on improving attention mecha-
nisms, utilizing methods such as re-weighting and multi-
scale fusion to enhance robustness [Mahmood et al., 2021;
Mao et al., 2022]. Other efforts aim to modify the core
Transformer components or design specialized token mech-
anisms to reduce adversarial vulnerability [Guo et al., 2023;
Gong et al., 2024]. Furthermore, training strategies such as
adversarial pretraining [Xu et al., 2023; Yao et al., 2024] and
robust fine-tuning [Wang et al., 2024; Gopal et al., 2025] have
proven effective in improving model robustness.

Beyond these targeted architectural and strategic enhance-
ments, adversarial training remains a more fundamental and
extensively validated paradigm [Shao et al., 2022; Herrmann
et al., 2022; Mo et al., 2022; Jain and Dutta, 2024], recog-
nized as one of the most effective approaches for securing
ViTs. Despite its empirical success across various domains

[Manzari et al., 2023; Gu et al., 2024; Xiao et al., 2025], the
underlying generalization properties of ViTs under adversar-
ial conditions remain poorly understood.

2.2 Theoretical Analysis of Transformers
Recent theoretical advances have provided comprehensive in-
sights into the properties of Transform architectures. Yun
et al. [2019] established that Transformers are universal ap-
proximators of continuous sequence-to-sequence functions,
revealing that self-attention layers play a critical role by
computing contextual mappings of input sequences. Deora
et al. [2023] then conducted a theoretical analysis of the
multi-head attention mechanism, demonstrating that under
over-parameterized conditions, it can achieve efficient con-
vergence and robust generalization when trained via gradi-
ent descent. Edelman et al.[2022] derived bounds for norm-
constrained Transformers using covering number techniques,
demonstrating a logarithmic dependency on context length.
To address the role of sequence length more broadly, Trauger
and Tewari [2024] established sequence-length-independent
guarantees by introducing innovative linear covering number
measures. More recently, the learning paradigm has been ex-
tended to In-Context Learning (ICL), Li et al. [2023c] related
the excess risk of ICL to the model’s algorithmic stability,
providing a unified explanation for its consistent performance
across multi-task distributions. In parallel, Bai et al. [2023]
established a rigorous statistical theory for the pretraining
phase, deriving end-to-end guarantees for sample complexity
and proving the architecture’s capacity for adaptive in-context
algorithm selection. Table 1 summarizes the key comparisons
with related theoretical works.

Despite these extensive theoretical foundations for stan-
dard Transformers, the specific interplay between ViT archi-
tectural nuances and their generalization behavior under ad-
versarial perturbations remains a burgeoning area of inquiry.

3 Problem Formulation
Notations. Let [L] = {1, 2, . . . , L} denote the set of indices
up to L. Throughout this paper, vectors are represented by
bold lowercase letters (e.g., w), with their individual compo-
nents denoted by italicized subscripts (e.g., w1, . . . , wd for
w ∈ Rd). Matrices are designated by bold uppercase letters
(e.g., W). For a matrix W = [w1, . . . ,wd2 ] ∈ Rd1×d2 , its
(p, q)-norm is defined as:

∥∥(∥w1∥p, . . . , ∥wd2
∥p
)∥∥

q
, where
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∥ · ∥p denotes the standard ℓp-norm. Additionally, we denotes
the i column of W as W∗i.

Preliminaries. Given n training samples {(Xi, yi)}ni=1
generated from an unknown distribution D and a fair initial
model, the goal is to find an improved model that maps X to y
for any (X, y) ∼ D. Here, each data point contains m tokens
xi
1,x

i
2, . . . ,x

i
m, i.e., Xi = {xi

1,x
i
2, . . . ,x

i
m} ∈ Rm×d and

each token is d-dimensional. Following conventional ViTs
architectures [Dosovitskiy, 2020], these tokens typically
correspond to non-overlapping image patches.

We consider a K-category classification problem within a
hypothesis class F . A model f ∈ F maps an input X to a
vector of prediction scores f(X) ∈ RK . The predicted class
label is then given by:

argmaxy′∈[K][f(X
i)]y′ .

To guide the learning process, the quality of prediction is typ-
ically measured by a loss function, we adopt the ramp loss
ℓγ(·, ·) : R → [0, 1] in this work, defined by

ℓγ (v, y) =

{
1 if M(v, y) ≤ 0
1−M(v, y)/γ if 0 < M(v, y) < γ
0 if M(v, y) ≥ γ,

where M(v, y) := vy − maxj ̸=y vj denotes the margin op-
erator. It is worth noting that ℓγ (v, y) is ∥ · ∥∞-lipschitz
with constant 1/γ and is an upper bound on the zero-one loss.
Consequently, the optimal model is obtained by minimizing
the empirical training error:

1

n

n∑
i=1

ℓγ(f(X
i), yi).

However, in the presence of adversaries, imperceptible per-
turbations on image patches can deceive the model to make
wrong predictions [Shao et al., 2022]. Following the previous
work [Chen et al., 2022; Gu et al., 2022; Wei et al., 2022], we
postulate that the adversarial image patches originate from a
perturbed neighborhood, formally defined as:

Bϵ
∞ (X) =

{
X̃ =

[
x̃1, x̃2, . . . , x̃m

]
:

∥x̃i − xi∥∞ ≤ ϵ,∀i ∈ [m]
}
,

where ϵ denotes the maximum perturbation budget. Given an
input image X, its ground-truth label y and the perturbation
budget ϵ > 0, the adversary seeks the optimal adversarial
patch sequence X̃∗ = [x̃∗1, . . . , x̃∗m] via:

X̃∗ = arg max
X̃∈Bϵ

∞(X)
ℓγ(f(X̃), y).

Therefore, the adversarial loss of f is defined as:

ℓ̃ (f (X) , y) := max
X̃∈Bϵ

∞(X)
ℓγ(f(X̃), y). (1)

Among defense strategies against adversarial perturbations,
adversarial training (AT) is widely adopted [Tramèr et al.,

2018; Bai et al., 2021], which minimizes the adversarial train-
ing error:

R̃n(f) :=
1

n

n∑
i=1

ℓ̃(f(Xi), yi),

which measures the worst-case performance of the predic-
tor under adversarial perturbations. We are interested in the
generalization behavior measured by the adversarial expected
error:

R̃(f) := E(X,y)∼D

[
ℓ̃ (f (X) , y)

]
.

To bridge the gap between empirical performance and the-
oretical analysis, we define the generalization gap as:

E(f) =
∣∣∣∣R̃(f)− R̃n(f)

∣∣∣∣.
A common step in establishing generalization bounds is to
quantify the capacity of the hypothesis class F . The Empir-
ical Rademacher Complexity (ERC) serves as a widely used
measure for this purpose.
Definition 3.1 (Empirical Rademacher Complexity). For
any function class H ⊆ RZ and a fixed sample S :=
{z1, . . . , zn}, the empirical rademacher complexity is defined
as:

RS (H) := Eσ

[
sup
h∈H

1

n

n∑
i=1

σih (zi)

]
,

where {σi}ni=1 are independent random variables such that
P (σi = +1) = P (σi = −1) = 0.5.

We introduce the following classic result in [Yin et al.,
2019] to adversarial settings, which shows that the general-
ization gap can be controlled by adversarial ERC.
Lemma 3.2 ( [Yin et al., 2019]). Suppose that the range of
the loss function is [0, B]. For any δ ∈ (0, 1), with probability
at least 1− δ, the following holds for all f ∈ F :

E(f) ≤ 2BRS(ℓ̃ ◦ F) + 3B

√
log

(
2
δ

)
2n

.

To evaluate the generalization performance of adversari-
ally trained ViTs, this paper focuses on explicitly characteriz-
ing the upper bound of the robust risk RS(ℓ̃ ◦ F). Unlike the
inherent locality of CNNs, the self-attention mechanism in
Transformer blocks allows a single perturbed token to glob-
ally influence all other tokens. This global modeling of long-
range interactions renders the optimization problem for iden-
tifying worst-case perturbations highly non-convex and ana-
lytically intractable. To circumvent this challenge, we derive
a surrogate upper bound on the adversarial loss by analyz-
ing the propagation of inputs through the ViTs architecture.
Subsequently, we establish a novel risk bound based on the
Rademacher complexity of this surrogate function.

4 Main Results
4.1 Adversarial Generalization Analysis for

Single-Layer ViTs
We follow the definition of self-attention and Vision Trans-
formers set forth by [Li et al., 2023b]. For a single-layer
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single-head ViTs containing a feed-forward neural network
WC ∈ Rd1×d, with WV ∈ Rd×d1 , and WQ,WK ∈ Rd×m

as trainable weight matrices. Let σ be an Lσ-lipschitz activa-
tion function that is applied element-wise and has the prop-
erty σ(0) = 0. Finally, a Vision Transformer block is defined
as:

σ
(

softmax
(
XWQW

T
KXT

)
XWV

)
WC .

Since WQ and WK are only ever multiplied together, we
combine them into a single matrix WQK ∈ Rd×d for con-
venience of analysis. Finally, a learnable token x[cls] ∈ Rd

is prepended to the input token sequence X, resulting in an
augmented sequence of dimension R(m+1)×d. We take the
output feature corresponding to the [cls] token and denote it
as Z[cls] ∈ Rd. We also apply a trainable prediction vec-
tor w ∈ Rd×K , and multiply it with Z[cls] to get our out-
put wTZ[cls]. In K-category classification problems, we de-
fine the label y ∈ [K] and consider the hypothesis class
F : R(m+1)×d → RK .

Let Θ = {w,WQK ,WV ,WC} denote the parameter set,
then the function class F is defined as:

F :=

{
f (Θ,X) =σ(softmax(XWQKx[cls])XWV )WCw

:
∥∥WT

C

∥∥
2
≤ BC ,

∥∥WT
V

∥∥
2
≤ BV

}
.

(2)

The primary difficulty in optimizing the adversarial loss for
function class F stems from the presence of the inner maxi-
mization over the perturbation set Bϵ

∞. In prior work, Yin et
al. [2019] adopted a surrogate loss based on semidefinite pro-
gramming (SDP) relaxation to address the outer maximiza-
tion problem associated with adversarial loss in multi-class
classification tasks. However, this SDP relaxation-based sur-
rogate loss method is inherently restricted to shallow architec-
tures with a single hidden layer. Inspired by the work of [Wen
et al., 2025], we adopted a paired boundary analysis tailored
for adversarial perturbations. This approach can be applied
to both single-layer and multi-layer ViTs, deriving a tighter
upper bound for the original adversarial loss.

Lemma 4.1. Let the robust surrogate loss be defined by

ℓ̂(f(Θ,Xi), y) = ℓγ
(
M(f(Θ,Xi), y)− Λ(f(Θ,Xi))

)
,

where the worst-case error is:

Λ(f(Θ,Xi)) = 2Lσϵ max
k∈[K]

∥∥wT
∗k
∥∥
1

∥∥WT
C

∥∥
1,∞

∥∥WT
V

∥∥
1,∞

×
(∥∥WQK

∥∥
1

∥∥X∥∥
1,∞

∥∥x[cls]
∥∥
∞

2
+ 1

)
.

Then, we have

max
X̃∈Bϵ

∞(X)
1
{
yi ̸= argmax

y′∈[K]

[f(Θ, X̃i)]y′

}
≤ ℓ̃

(
f
(
Θ,Xi), yi

)
≤ ℓ̂

(
f
(
Θ,Xi

)
, yi

)
≤ 1

{
M

(
f
(
Θ,Xi

)
, yi

)
− Λ

(
f
(
Θ,Xi

))
≤ γ

}
.

Remark 4.2. The proof is provided in Appendix B. The sur-
rogate loss consists of two components: M (f (X) , y) main-
tains the optimization objective of the original classification
task, while Λ (f (X)) quantifies the worst-case prediction de-
viation caused by adversarial perturbations. In the training
phase, the magnitude of ϵ should be strictly controlled to pre-
vent the model from excessively sacrificing its classification
performance on standard data in the pursuit of robustness.

Remark 4.3. The inequality chain provides the theoretical
justification for utilizing ℓ̂ as a surrogate optimization objec-
tive. The first inequality establishes that ℓ̂ serves as a rigorous
upper bound on the intractable adversarial 0-1 risk, ensuring
that minimizing this surrogate effectively suppresses the true
worst-case error. Furthermore, the model is guaranteed to be
robust against perturbations within Bϵ

∞ whenever the stan-
dard error M(·) is separated from the worst-case deviation
Λ(·) by a margin γ.

With the contraction inequality [Ledoux and Talagrand,
2013] and Lemma 4.1, we obtain the following structural re-
sult:

RS(ℓ̃ ◦ F) ≤ RS(ℓ̂ ◦ F) ≤ 1

γ

(
RS(M ◦ F) +RS(Λ ◦ F)

)
.

In the following theorem, we present the generalization
bound of ViTs for multi-classification tasks by applying
Lemma 3.2. The proof is provided in Appendix B.
Theorem 4.4. Let F : Rm×d → RK be the class of single-
layer ViTs as defined in (2). Consider the robust surrogate
loss defined in Lemma 4.1. For any fixed γ > 0, with proba-
bility at least 1− δ,

P(X,y)∼D

{
∃X̃ ∈ Bϵ

∞ (X) s.t. y ̸= argmax
y′∈[K]

[f(Θ, X̃)]y′

}
≤ 1

n

n∑
i=1

1

{[
f
(
Θ,Xi

)
]yi ≤ γ + max

y′ ̸=yi
[f

(
Θ,Xi

)
]y′

+ Λ
(
f
(
Θ,Xi

))}
+ 2RS(ℓ̂ ◦ F) + 3

√
log 2

δ

2n
,

where

RS(ℓ̂ ◦ F) ≤
(
2 +Kϵ

√
2 log(2d)B2

X + C1m
3
2

∥∥wT
∥∥
2
B3

X

)
× LσBCBV

∥∥WQK

∥∥
1
γ−1n−1/2,

with C1 =
√
2[Γ(3/2)√

π
]1/2 and BX = maxi ∥xi∥2.

Remark 4.5. The theorem decomposes the upper bound of
the true adversarial risk into three governing components:
i) the empirical robust surrogate error, which measures the
model’s performance on training data under worst-case per-
turbations and margin constraints; ii) the Rademacher com-
plexity term, which quantifies the capacity of the ViT hypoth-
esis class; and iii) a confidence term that vanishes as sample
size n increases. Crucially, the explicit bound on RS(ℓ̂ ◦ F)
reveals that the generalization gap scales with O(BCBV ).
This observation also implies a challenge for deep archi-
tectures: as the depth increases to L layers, the complexity
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bound tends to grow exponentially with the weight norms eg
O(BCBV )

L. Consequently, without strict constraints, the
multiplicative accumulation of weight norms can render the
bound vacuous. This theoretical insight is empirically cor-
roborated in Section 5, where applying L2 regularization
specifically to the WC weights is shown to reduce the ad-
versarial generalization error.

4.2 Adversarial Generalization Analysis for
Multi-Layer ViTs

The preceding analysis established the generalization bound
for a single-layer ViTs. However, a single Transformer block
has limited representational power and lacks the capacity to
capture complex hierarchical features inherent in natural im-
ages. To achieve better performance, multiple Transformer
blocks are typically stacked to construct deep architectures
in practical applications [Dosovitskiy, 2020]. The standard
multi-layer ViTs constructs a deep, expressive network by in-
ductively stacking L core blocks. We inductively define an
L-layer Vision Transformer block with layer normalization,
denoting the weights of layer i by:

W(i) := {W(i)
QK ,W

(i)
V ,W

(i)
C }.

And we denote the set of weights up to layer i by:

W1:i = {W(1), . . . ,W(i−1)}.

Define the layer function:

f
(
X;W(i)

)
= σ

(
softmax

(
XW

(i)
QKXT

)
XW

(i)
V

)
.

Initialize the base case:

g1block

(
X;W1:1

)
= X.

The output of layer i+ 1 is:

g
(i+1)
block

(
X;W1:i+1

)
=

Πnorm

(
σ
(
Πnorm

(
f
(
g
(i)
block

(
X;W1:i

)
;W(i)

)))
W

(i)
C

)
,

where Πnorm projects each row onto the unit ball. Unlike the
unconstrained propagation in shallow models, the operator
Πnorm ensuring that feature magnitudes remain bounded as
depth increases. Note that the norm of the entire input can
still have a dependence on m.

Let the class of L-layer transformer blocks be defined as:

G(L)
block :=

{
X 7→ g

(L+1)
block

(
X;W1:L+1

)
: ∀i ∈ [L],

∥∥W(i)
V

∥∥
2
≤ B

(i)
V ,

∥∥W(i)
C

∥∥
2
≤ B

(i)
C , ∥W(i)

QK∥2 ≤ B
(i)
QK

}
.

Then we define the adversarial scalar output function class
be:

G(L)
scalar :=

{
X → wT g(X) : g ∈ G(L)

block,w ∈ Rd×K

}
. (3)

Analogous to the single-layer analysis, explicitly charac-
terizing the adversarial perturbation for multi-layer ViTs is

challenging since the intractability of adversarial Loss. Con-
sequently, we extend the surrogate loss framework to accom-
modate deep architectures. This robust surrogate objective
provides a tractable upper bound for the empirical adversarial
loss, which is essential for establishing the adversarial gener-
alization bounds.
Lemma 4.6. Let the robust surrogate loss be defined by

ℓ̂
(
G
(
Xi;W1:L,w

)
, yi

)
=

ℓγ
(
M

(
G
(
Xi;W1:L,w

)
, yi

)
− Λ

(
G
(
Xi;W1:L,w

)))
,

where the worst-case error is:

Λ
(
G
(
X;W1:L,w

))
= LL

σ max
k∈[K]

∥wT
∗k∥1

×
L∏

l=1

[
B

(l)
C B

(l)
V

(
1 +B

(l)
QKΨl+1(Ψl+1 +Ψ′

l+1)
)]

.

Here Ψl+1 = C2

∥∥W1
V

∥∥
2

√
mBX ,

and Ψ′
l+1 = C2

∥∥W1
V

∥∥
1

(√
dBX + ϵ

)
,

the constant C2 = LL
σ∥W1

C

∥∥
2

∏L
l=2 B

(l)
C B

(l)
V is composed of

the parameter-norm bounds across layers.

Remark 4.7. The robust surrogate loss ℓ̂(·) fundamentally
captures the tension between clean sample performance and
adversarial vulnerability. The construction of Ψl+1 and Ψ′

l+1
emerges from our layer-wise analysis, incorporating cumula-
tive weight dependencies absent in Lemma 4.1, where Ψl+1

bounds the norm amplification of clean inputs through suc-
cessive transformer blocks and Ψ′

l+1 extends this to adver-
sarial examples by incorporating the perturbation ϵ.
Theorem 4.8. Let G : Rm×d → RK be the class of L-layers
ViTs as defined in (3). Consider the robust surrogate loss
defined in Lemma 4.6. For any fixed γ > 0, with probability
at least 1− δ,

P(X,y)∼D

{
∃X̃ ∈ Bϵ

∞ (X) s.t. y ̸= argmax
y′∈[K]

G(X̃)y′

}
≤ 1

n

n∑
i=1

1
{
G(X̃i)yi ≤ γ + Λ

(
G
(
Xi;W1:L,w

))
+ max

y′ ̸=yi
G
(
Xi

)
y′

}
+ 2RS(ℓ̂ ◦ G(L)

scalar) + 3

√
log 2

δ

2n
,

where:

RS(ℓ̂ ◦ G(L)
scalar) ≤

LL
σO(BCBV )

L

γ
√
n

(
2K

√
2 log 2d

∥∥WT
V

∥∥
1
Ω+

√
m∥w∥2

)
BX ,

with Ω =
∏

l∈[L]

(
1 +B

(l)
QKΨl+1(Ψl+1 +Ψ′

l+1)
)
.

Remark 4.9. The detailed proof is provided in Appendix
C. This theorem establishes a precise connection between
the adversarial generalization performance of deep ViTs and
their architectural properties. The bound we derived explic-
itly captures the exponential dependence of the depth L on
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Figure 1: Empirical evaluation of generalization performance (mean ± std) for models trained with L2 regularization under
varying parameter k. ϵ denotes the maximum allowable adversarial perturbation.

Figure 2: Empirical evaluation of generalization performance (mean ± std) for models trained with different sequence length.
ϵ denotes the maximum allowable adversarial perturbation.

the Lipschitz constant of activation function and the norm of
the weight matrix. To maintain adversarial robustness while
leveraging the powerful expressive capacity of deep networks,
it is necessary to strictly constrain the norms of weight matri-
ces and employ activation functions with Lipschitz constants
not exceeding 1 (e.g., sigmoid or relu), thereby controlling
the propagation of perturbations through the network. In ad-
dition, the width-dependent term

√
log(d)/n provides a the-

oretical justification for scaling network width d proportion-
ally with depth in robust ViTs architectures, suggesting that
wider architectures can effectively counterbalance the com-
plexity induced by increased depth.

Remark 4.10. Our analysis reveals an explicit dependence of
the generalization bound on the cumulative product of layer-
wise norms. Given that the global self-attention mechanism
can maximize the propagation of worst-case perturbations
(captured by Ψ′

l+1), introducing structural sparsity into the
attention matrix serves as an effective mechanism to reduce
the block’s effective Lipschitz constant. The Drop Attention
mechanism evaluated in Section 5, as a theoretical safeguard
that works in tandem with weight regularization to enhance
the adversarial robustness of deep ViTs.

Dataset Size (n) Dimension (d)
Oxford-IIIT Pets 7,349 224×224×3
Flowers-102 8,189 224×224×3
CIFAR-10 60,000 32×32×3
CIFAR-100 60,000 32×32×3

Table 2: The adopted datasets details.

5 Experiments
In this section, we conduct several experiments to validate our
theoretical results.

Datasets
Our experiments are validated on multi-domain image classi-
fication datasets (Oxford-IIIT Pets, Flowers-102, CIFAR-10
and CIFAR-100). During fine-tuning, CIFAR-10/100 are ad-
justed to a fixed resolution 224×224 to adapt to the model,
while Pets and Flowers-102 are resized to 384×384. Statis-
tics of datasets are provided in Table 2.

Model Settings
We employ the ViTs-Base model pre-trained by [Dosovitskiy,
2020] (available on GitHub with ImageNet-21k pretrained
weights) as the backbone. For fine-tuning, we strictly ad-
here to the original configuration, optimizing the model using
Stochastic Gradient Descent (SGD) with a momentum of 0.9,
a learning rate of 0.001, and training for 100 epochs.

We formulate the robust training objective as:

min
f∈F

n∑
i=1

max
X̃∈Bϵ

∞(X)
ℓ(f(X̃), y) + k∥WC∥2, (4)

where ℓ (·) is cross-entropy loss. Guided by our theoretical
findings in Theorem 4.4 and 4.8 , we introduce L2 regular-
ization term for the weight matrix WC in the first MLP layer,
with the coefficient k ∈ {0, 0.5, 1.0}. This design aims to
constrain the perturbation amplification without suppressing
the representational power of deeper layers. For the inner
maximization problem, we employ Projected Gradient De-
scent (PGD) [Madry et al., 2018] to minimize the objective
(4). The perturbation budget ϵ is set to {2, 4, 6, 8, 10}/255,
with step size α = ε/4 and 5 steps . During the evaluation,
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Figure 3: Impact of the Drop-Key mechanism on adversarial generalization error. The figures illustrate the generalization error
under different drop ratios. ϵ denotes the maximum allowable adversarial perturbation. ρ denotes the drop-key ratio.

we test the model’s robustness using the same PGD settings
to ensure consistency between training and inference.

Generalization Analysis
Each experiment is independently repeated 10 times. Follow-
ing the line of [Yin et al., 2019; Xiao et al., 2022], we quan-
tify generalization performance of ViT model by calculating
the generalization error:

|Adversarial training accuracy − Adversarial test accuracy|.

This metric serves as an empirical proxy for the theoretical
generalization gap E(f) defined in Section 3.

5.1 Numerical Discussion
Regularization
Figure 1 illustrates the adversarial generalization error under
PGD attacks with varying regularization coefficients k. We
observe that the empirical generalization error for regularized
models (k ∈ 0.5, 1.0) is consistently lower than that of the un-
regularized baseline (k = 0). These findings provide empiri-
cal corroboration for Theorem 4.8, confirming that explicitly
constraining the norm of the weight matrix WC effectively
restricts the hypothesis space complexity and narrows the ad-
versarial generalization gap.

Sequence Length
To investigate the impact of sequence length on generaliza-
tion, we conduct experiments with varying token counts m.
Since the sequence length is determined by the input res-
olution (H × W ) and a fixed patch size (P = 16) via
m = HW/P 2, we adjusted the input resolutions to obtain
different m. For CIFAR-10/100, we varied resolutions from
224×224 to 256×256, resulting in m ∈ {196, 225, 256}. For
high-resolution datasets (Flowers-102 and Pets), we adopted
resolutions of 384 × 384, 400 × 400, and 416 × 416, corre-
sponding to m ∈ {576, 625, 676}. As illustrated in Figure
2, the empirical generalization error exhibits a monotonically
decreasing trend as dimensionality decreases, suggesting the
beneficial role of low-dimensional feature projection in gen-
eralization error reduction.

Sparsity Implementation
To investigate the impact of attention sparsity, we utilize the
ViT-Tiny architecture (patch size 16, 224×224 input resolu-
tion) as the backbone for ablation studies. Motivated by the
theoretical observation that constraining the attention matrix

norm yields a tighter generalization bound, we implement
structural sparsity via a Drop-Key mechanism. Specifically,
following [Li et al., 2023a], we incorporate a Drop-Key ratio
ρ ∈ [0, 0.5] and generate a binary mask M ∼ Bernoulli(1−ρ)
during training. This mask is applied to the attention scores
QKT prior to the softmax operation, effectively setting a ran-
dom subset of attention weights to −∞ (i.e., zero probability
after softmax). This forces the model to rely on a sparse set
of features.

As illustrated in Figure 3, the Drop-Key mechanism signif-
icantly narrows the generalization gap, and its regularization
effect is amplified as the attack strength ϵ grows. While the
baseline model’s performance degrades sharply under large
ϵ, models trained with higher Drop-Key ratios maintain a
much tighter alignment between training and testing perfor-
mance. This empirical evidence supports our theoretical as-
sertion that imposing sparsity on the attention matrix tight-
ens the bound on the worst-case error, thereby enhancing the
model’s intrinsic robustness.

6 Conclusions
This paper analyzes the generalization performance of
ViTs under adversarial perturbations through the lens of
Rademacher complexity. Our derived bounds characterize
the intricate interplay between adversarial robustness and
fundamental architectural parameters, including perturbation
magnitude ϵ, input dimensionality d, and layer-wise weight
norms. A crucial insight from our analysis is that the multi-
plicative accumulation of complexity with depth can be mit-
igated by constraining weight norms and attention mecha-
nisms. Extensive experiments on benchmark datasets vali-
date these findings, demonstrating that strategies such as ℓ2
regularization on MLP weights and attention sparsity can re-
duce the adversarial generalization gap. These results effec-
tively bridge the disconnect between theoretical guarantees
and practical architectural design for robust ViTs.
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