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Abstract
Adapting large, adversarially pre-trained models
to specialized domains via transfer learning is a
promising path toward building secure AI systems.
However, a critical challenge arises when fine-
tuning on limited downstream data: models often
suffer from catastrophic forgetting of robustness,
where the generalizable robust features from pre-
training are erased, leading to severe robust overfit-
ting. To address this, we first establish the under-
lying principle that adversarial vulnerability is not
diffuse, but is concentrated in a low-dimensional
subspace defined by the principal components of
the model’s weight matrices. We then intro-
duce Principal component-based Implicit regular-
ization with Low-rank Optimization (PILO), a
novel parameter-efficient framework that opera-
tionalizes this insight. PILO employs a principled
decoupling of learning objectives: a spectrally-
guided adversarial branch, initialized via Singu-
lar Value Decomposition (SVD), performs a sur-
gical update on the identified vulnerable subspace
to enhance robustness. This is complemented by
a transient, standard low-rank branch that gen-
tly adapts the model to natural data, preserv-
ing clean accuracy. This dual-branch design acts
as a form of implicit spectral regularization, an-
choring the model to its robust pre-trained state.
Extensive experiments show that PILO signifi-
cantly outperforms state-of-the-art full-parameter
and parameter-efficient methods in robust accu-
racy across multiple benchmarks, all while reduc-
ing trainable parameters by up to 71%. Our work
thus establishes a new, more effective paradigm for
robust transfer learning through principled and tar-
geted parameter optimization.

1 Introduction
The transfer learning paradigm [Yosinski et al., 2014;
Howard and Ruder, 2018; Devlin et al., 2019; Raffel et al.,
2020]—comprising pre-training on large-scale datasets and
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Figure 1: PILO’s targeted update strategy substantially mitigates
gradient conflict. The plots show the average cosine similarity
between the gradients of natural and adversarial objectives across
three datasets. While full-parameter methods like TWINS and AU-
TOLORA exhibit low or conflicting gradient alignment (measured
on the full feature extractor), PILO maintains a consistently high
gradient similarity. This is measured with respect to its trainable
principal component matrices (Aadv and Badv), validating that our
approach leads to a more stable and cooperative optimization path.

subsequent task-specific fine-tuning—has become a corner-
stone of modern machine learning.

With the rise of foundation models [Bommasani et al.,
2021], fine-tuning pre-trained feature extractors enables state-
of-the-art performance across a multitude of downstream
tasks. Empirical evidence from computer vision confirms
that initializing weights from pre-trained models consis-
tently surpasses random initialization [Kornblith et al., 2019;
He et al., 2019]. However, this success is critically under-
mined by the models’ vulnerability to adversarial perturba-
tions, a flaw that poses significant risks in high-stakes ap-
plications like autonomous driving [Eykholt et al., 2018;
Kurakin et al., 2018] and medical image analysis [Buch et
al., 2018]. This necessitates the development of robust fine-
tuning methodologies to ensure model resilience in security-
sensitive settings.

To this end, various robust fine-tuning techniques have
emerged. Adversarial Training (AT), which incorporates
PGD-generated examples [Madry et al., 2017], is a foun-
dational method but often impairs accuracy on clean data.
Subsequent approaches like TRADES [Zhang et al., 2019]
achieved a better balance, while TWINS [Liu et al., 2023]
further enhanced performance using dual batch normalization
architectures [Xie et al., 2020]. Most recently, AUTOLORA
[Xu et al., 2023] introduced a dual-branch structure to miti-
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(a) TRADES (Principal Component) (b) PILO

Figure 2: Architectural comparison of (a) a baseline TRADES fine-tuning on principal components and (b) our proposed PILO framework.
The baseline uses a single, symmetric path for both natural and adversarial data, updating a single set of principal component matrices
(Aadv, Badv). In contrast, PILO employs a structurally asymmetric, dual-branch architecture that decouples the learning objectives. The natural
branch uses a standard low-rank adapter to preserve clean accuracy, while the adversarial branch performs a targeted, surgical update on the
SVD-initialized principal components to build robustness. This synergistic integration of structural separation with principal component
optimization serves as a crucial mechanism for mitigating objective conflicts. (Yellow modules: trainable; blue: frozen. Solid/dashed arrows:
forward/backward propagation for clean/adversarial data).

gate gradient conflicts. Despite these advances, these meth-
ods are all built on a full-parameter fine-tuning strategy.
When applied to downstream tasks with limited data, this ap-
proach often leads to a critical failure mode we term catas-
trophic forgetting of robustness, where the generalizable
robust features learned during pre-training are overwritten,
resulting in severe robust overfitting [Kumar et al., 2022;
Rice et al., 2020]

In this work, we argue that this failure stems from a flawed
monolithic assumption. We posit a new principle: adversar-
ial vulnerability is not diffuse but is disproportionately
concentrated in the principal components of pre-trained
weight matrices. To validate this, we conducted a granular
spectral ablation study with identical rank budgets. As shown
in Table 1, fine-tuning strictly the top-r components (Top-
r) consistently outperforms the middle and bottom counter-
parts and even surpasses full-parameter fine-tuning. This
suggests that lower spectral components likely harbor task-
irrelevant noise that exacerbates robust overfitting. These
high-magnitude spectral components represent the most sen-
sitive directions of the feature space, which we hypothesize
are the primary targets of adversarial attacks. This princi-
ple offers a direct solution to the gradient instability plaguing
prior methods; as shown in Figure 1, isolating optimization
to the principal components yields a remarkably high and sta-
ble gradient similarity between the competing objectives, in
stark contrast to the conflicts observed in full-parameter ap-
proaches.

Building on this insight, we introduce Principal
component-based Implicit regularization with Low-rank
Optimization (PILO), a novel framework that operational-

izes our principle through a structurally asymmetric
dual-branch architecture (as shown in Figure 2). PILO
decouples the learning objectives:

1. An adversarial branch performs a targeted update ex-
clusively on the principal components, initialized via
SVD [Meng et al., 2024]. This acts as a powerful form
of implicit regularization, anchoring the model to its
robust pre-trained state and preserving its core robust-
ness, an idea motivated by prior work on robust transfer
[Shafahi et al., 2019].

2. A complementary natural branch employs a standard
low-rank adapter to gently fine-tune for clean accuracy,
which is discarded during inference to maximize effi-
ciency.

As illustrated in Figure 3, fine-tuning only the principal com-
ponents of a ResNet18 model with TRADES already sur-
passes a fully fine-tuned baseline across five datasets, con-
firming the fundamental benefit of our targeted strategy. Our
key contributions are as follows:

• We address the problem of robust overfitting by in-
troducing a parameter-efficient fine-tuning strategy fo-
cused solely on the principal components of pre-trained
weights. This approach imposes strong implicit spec-
tral regularization, improving generalization on limited
downstream datasets.

• We advance the resolution of gradient conflicts through
a novel dual-branch architecture that strategically sep-
arates optimization paths: a spectrally-guided branch
for adversarial objectives and a complementary low-rank
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(a) CIFAR-10 (b) CIFAR-100 (c) DOG-120 (d) CUB-200 (e) CALTECH-256

Figure 3: Comparison of robust and clean accuracy between full parameter fine-tuning and principal component fine-tuning using TRADES
on five datasets

module for natural objectives.
• Extensive experiments demonstrate that PILO signif-

icantly improves model robustness on downstream
datasets compared to state-of-the-art methods. In con-
trast to prior full-parameter approaches, our method
achieves this with only about 29–40 % of the trainable
parameters.

Datasets Evaluation Top Middle Bottom Full
CUB PGD-10 21.59% 17.97% 16.90% 21.54%
DOG PGD-10 17.04% 16.33% 16.06% 16.35%

Table 1: Spectral Ablation Analysis with identical rank r. We report
the PGD-10 accuracy (%) on CUB and DOG datasets. Top spec-
tral components consistently outperform Middle and Bottom com-
ponents, and even surpass Full fine-tuning, indicating that robustness
is concentrated in the principal components.

2 Related Work
2.1 Parameter-Efficient Fine-tuning
Parameter-efficient fine-tuning (PEFT) adapts large pre-
trained models to downstream tasks by updating only a
small subset of parameters, significantly reducing storage
and computational overhead. Representative strategies in-
clude adapter-based methods [Houlsby et al., 2019; Pfeiffer
et al., 2020; Rebuffi et al., 2017], which insert lightweight
trainable modules into transformer layers, and prompt-based
techniques [Li and Liang, 2021; Lester et al., 2021; Liu et
al., 2021] that prepend learnable vectors to input sequences.
Among these, Low-Rank Adaptation (LoRA) [Hu et al.,
2022] has gained prominence by freezing the pretrained back-
bone and injecting rank-decomposition matrices, ensuring
zero additional inference latency. However, LoRA’s standard
random initialization ignores the structural information of
original weights, potentially hindering optimization. PISSA
[Meng et al., 2024] addresses this by initializing adapters via
principal component decomposition. This spectrally-guided
approach better preserves the pretrained capabilities at ini-
tialization, leading to faster convergence and superior perfor-
mance.

2.2 Adversarial Attacks
The field of adversarial attacks originated with the Fast Gra-
dient Sign Method (FGSM) [Goodfellow et al., 2014]. Sub-
sequently, Projected Gradient Descent (PGD) [Madry et al.,

2017] became the standard for multi-step optimization, while
C&W [Carlini and Wagner, 2017] introduced high-quality
optimization-based attacks. To ensure reliable evaluation,
AutoAttack (AA) [Croce and Hein, 2020b] was developed
as a parameter-free ensemble incorporating diverse strategies
like FAB [Croce and Hein, 2020a] and Square Attack [An-
driushchenko et al., 2020]. In black-box scenarios where
gradients are unavailable, methods rely on zeroth-order op-
timization like ZOO [Chen et al., 2017] or leverage the trans-
ferability of adversarial examples [Papernot et al., 2016].

2.3 Robust Fine-Tuning for Downstream Tasks

Following foundational work on the transferability of ro-
bust features [Salman et al., 2020; Shafahi et al., 2019;
Hendrycks et al., 2019], research into robust fine-tuning has
grown substantially. While it was shown that robustly pre-
trained models can improve clean accuracy on downstream
tasks [Salman et al., 2020], directly transferring robustness
requires specialized fine-tuning. Conventional adversarial
training is the most straightforward approach, but it often in-
curs high computational costs and degrades performance on
natural examples. This trade-off catalyzed more sophisticated
methodologies.

Subsequent research has formulated robust fine-tuning as
a multi-objective optimization problem. TRADES [Zhang
et al., 2019] pioneered a regularization-based approach to
explicitly balance standard and adversarial performance.
TWINS [Liu et al., 2023] improved upon this by addressing
the distribution shift between natural and adversarial exam-
ples with a dual batch normalization (BN) architecture. More
recently, AUTOLORA [Xu et al., 2023] introduced a dual-
branch architecture to decouple the competing objectives and
stabilize optimization. Despite these architectural advances,
these methods still rely on full-parameter updates or generic
PEFT approaches, which can lead to the catastrophic forget-
ting of robustness on limited data.

In contrast to these methods, our work is founded on
a more fundamental principle. Instead of only decoupling
the optimization objectives architecturally, PILO performs a
structural decoupling at the parameter level. By executing
a surgical, spectrally-guided update on the principal compo-
nents, i.e., the hypothesized locus of vulnerability, while us-
ing a distinct low-rank adapter for natural data, PILO intro-
duces a principled, asymmetric fine-tuning strategy that pre-
vious methods lack.
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3 Methodology
Building on the challenges identified in the introduction, we
propose a parameter-efficient fine-tuning strategy that selec-
tively updates principal components while employing a dual-
branch optimization approach. The following sections detail
each component of our strategy.

3.1 The Spectrally-Guided Adversarial Branch
For the adversarial objective, we design a branch that directly
targets the hypothesized locus of vulnerability: the principal
components of the pre-trained weights. This design is moti-
vated by the principle that adversarial perturbations primar-
ily exploit the most sensitive directions in the weight space,
which correspond to the largest singular values. By initial-
izing this branch using singular value decomposition (SVD),
we perform a surgical update on these critical directions, pro-
viding a more effective and direct path to enhancing adver-
sarial robustness.

The trainable matrices Badv ∈ Rm×radv and Aadv ∈ Rradv×n

are initialized directly from the SVD of the pre-trained weight
matrix Wpre = USV⊤:

Badv = U[:, : radv]S[: radv, : radv] ∈ Rm×radv , (1)

Aadv = VT [: radv, :] ∈ Rradv×n. (2)

Here, radv is the rank of the branch, determining the number
of principal components to fine-tune. The forward propaga-
tion for an adversarial example x∗ is then formulated as:

Y = (Wres +BadvAadv)x
∗, (3)

where Wres = U[:, radv :]S[radv :, radv :]V⊤[:, radv :] is the
residual matrix containing the less significant, frozen compo-
nents of the original weight. This decomposition constrains
all parameter updates to the principal component subspace,
acting as a form of implicit spectral regularization. This
anchors the fine-tuned model to the robust representations of
the pre-trained model, preventing catastrophic forgetting of
robustness.

The adversarial input x∗ is generated using a standard at-
tack method:

x∗ = x+ arg max
∥δ∥p<ϵ

ℓ (F (x+ δ), pd(y|x)) , (4)

where F (·) is the model, δ is the adversarial perturbation con-
strained by the Lp-norm, and ϵ denotes the adversarial bud-
get.

3.2 The Auxiliary Natural Branch for Adaptation
To maintain accuracy on clean data, we employ a second,
lightweight branch for the natural objective. This branch uses
a standard low-rank adaptation approach, initialized for gen-
tle, gradual learning. The matrices are defined as:

B ∼ N (0, σ2) ∈ Rm×r, (5)

A = 0 ∈ Rr×n, (6)

where r is the rank of the natural branch. Initializing matrix
B with small random values and matrix A to zero ensures that
the model’s performance on natural data starts exactly from

the pre-trained model’s state and is only subtly adjusted dur-
ing fine-tuning. The forward propagation for a clean example
x is:

Y = (Wpre +BA)x, (7)
where the full pre-trained weight Wpre remains frozen. This
design allows for effective adaptation to the downstream task
while mitigating the risk of overfitting.

Crucially, this natural branch is auxiliary and is used ex-
clusively during the training phase to provide a stable target
for the adversarial branch. At inference time, matrices A and
B are completely removed. This design choice not only en-
hances computational efficiency but also improves general-
ization by resulting in a more streamlined final model, a find-
ing confirmed by our ablation studies in the appendix.

3.3 The Proposed PILO
The complete PILO framework, illustrated in Figure 2, inte-
grates the two branches into a comprehensive multi-objective
loss function:

L =
∑

(x,y)∈D

[
λ1 · ℓCE(hθnat(x), y)

+ (1− λ1) · ℓCE(hθadv(x
∗), y)

+ λ2 · ℓKL(hθadv(x
∗), hθnat(x))

]
,

where θnat = {Wpre + BA,Wfc} and θadv = {Wres +
BadvAadv,Wfc}, and Wfc indicates the classifier parame-
ters in the last fully connected layer. The classifier param-
eters Wfc are updated during training, while the pre-trained
weights within θnat and θadv remain frozen.

This loss function has three components: (1) a standard
cross-entropy loss on clean samples (x, y) to preserve accu-
racy; (2) a cross-entropy loss on adversarial samples (x∗, y)
to build robustness; and (3) a KL divergence term that reg-
ularizes the adversarial branch. This term encourages the
model’s output for an adversarial input x∗ to match the natu-
ral branch’s output for the corresponding clean input x, pro-
moting robust generalization. The coefficients λ1 and λ2 are
dynamically scheduled based on validation accuracy

λ
(e)
1 = 1− Acc(θ(e);Dval),

λ
(e)
2 = γ · Acc(θ(e);Dval),

(8)

where e is the epoch, θ(e) represents the combined model pa-
rameters, and γ is a scaling hyperparameter. Acc(·) denotes
the clean accuracy, and Dval denotes the validation set.

A primary advantage of PILO is its exceptional parameter
efficiency. In contrast to traditional methods that fine-tune all
m× n parameters of a weight matrix, PILO concentrates up-
dates into four small, low-rank matrices (Aadv,Badv,A,B).
This reduces the number of trainable parameters for each
adapted layer to only r × (m + n) + radv × (m + n), a
substantial reduction. This efficient parameterization offers
multiple benefits: it significantly mitigates the risk of over-
fitting on limited data, enables better generalization, and re-
duces computational overhead during training. Furthermore,
the removal of the auxiliary natural branch at inference results
in a more streamlined final model, making PILO particularly
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Dataset Evaluation Methods Improvement (∆ vs.)
Setting TRADES TWINS AUTOLORA PILO TRADES TWINS AUTOLORA

Caltech-256
Clean 61.40% 67.49% 63.74% 65.77% +4.37% -1.72% +2.03%

PGD-10 42.46% 42.92% 43.93% 44.55% +2.09% +1.63% +0.62%
AA 35.73% 37.14% 38.07% 39.08% +3.35% +1.94% +1.01%

CUB-200
Clean 47.71% 51.11% 49.62% 52.00% +4.29% +0.89% +2.38%

PGD-10 20.25% 20.28% 21.54% 21.59% +1.34% +1.31% +0.05%
AA 14.77% 15.38% 15.10% 15.81% +1.04% +0.43% +0.71%

DOG-120
Clean 43.31% 48.73% 48.02% 49.02% +5.71% +0.29% +1.00%

PGD-10 14.44% 15.12% 16.35% 17.04% +2.60% +1.92% +0.69%
AA 8.99% 9.35% 10.29% 10.77% +1.78% +1.42% +0.48%

CIFAR-10
Clean 84.80% 86.26% 87.54% 87.87% +3.07% +1.61% +0.33%

PGD-10 73.99% 74.08% 75.71% 75.84% +1.85% +1.76% +0.13%
AA 73.03% 73.21% 74.59% 74.80% +1.77% +1.59% +0.21%

CIFAR-100
Clean 62.19% 67.21% 66.43% 66.35% +4.16% -0.86% -0.08%

PGD-10 49.00% 49.91% 50.80% 51.37% +2.37% +1.46% +0.57%
AA 46.59% 47.27% 48.17% 48.88% +2.29% +1.61% +0.71%

Table 2: Performance comparison of ResNet18 fine-tuned using PILO versus three baseline approaches across five downstream datasets.
Ours results for each row are highlighted in bold.

well-suited for deployment on resource-constrained devices
while achieving a superior balance between performance and
robustness.

4 Experiments
In this section, we conduct a series of robustness bench-
marks across multiple downstream tasks to evaluate the ef-
ficacy of our proposed PILO method against state-of-the-art
approaches.

4.1 Experiment Settings
Downstream Datasets We evaluate PILO on five distinct
datasets. CIFAR-10 and CIFAR-100 [Krizhevsky et al.,
2009] are low-resolution image datasets, with CIFAR-10
comprising 50,000 training and 10,000 test images across
10 classes, and CIFAR-100 containing the same number of
images distributed among 100 classes. For high-resolution
benchmarks, we use Caltech-256 [Griffin et al., 2007], en-
suring our data partitioning is consistent with that of AU-
TOLORA for fair comparison. For fine-grained classifica-
tion, we use CUB-200 [Wah et al., 2011] (5,994 training and
5,794 test images across 200 bird species) and Stanford Dogs
(DOG-120)[Khosla et al., 2011] (12,000 training and 8,580
test images of 120 dog breeds).

Pre-trained Models We use adversarially pre-trained
ResNet architectures (ResNet-18 and ResNet-50) [He et al.,
2016] as our primary backbones. These models were pre-
trained on the ImageNet dataset [Deng et al., 2009] with in-
put images standardized to 224×224 pixels. Following the
AUTOLORA configuration, the pre-trained models use a de-
fault adversarial budget of ϵpt = 4/255.

Training Configurations To ensure a fair comparison, we
follow the training procedure of AUTOLORA, training all

models for 60 epochs using SGD with a weight decay of
1× 10−4. For PILO, we set the rank of the auxiliary branch
to r = 8. For the adversarial branch in ResNet models, we
set the rank radv of the last two layers to be 4 times that of
the first two layers to account for differing layer shapes. For
Transformer-based models (ViT, Swin), we maintain a uni-
form radv across all layers. We hold out 5% of the training
data as a validation set. Adversarial examples for training are
generated using PGD-10 with ϵ = 8/255 and a step size of
2/255, using a batch size of 128. We adopt AUTOLORA’s
automated hyperparameter scheduling mechanism for λ1 and
λ2, with γ = 6 by default. Detailed learning rates and spe-
cific radv values are provided in the appendix.
Evaluation We evaluate final model robustness against two
standard adversarial attacks: Projected Gradient Descent
(PGD-10) and AutoAttack (AA) [Croce and Hein, 2020b].
All attacks are constrained by the ℓ∞-norm with an adversar-
ial budget of ϵ = 8/255. The PGD settings used for evalua-
tion are identical to those used during training.
Baselines Our primary baselines for comparison are
TRADES [Zhang et al., 2019], TWINS [Liu et al., 2023],
and AUTOLORA [Xu et al., 2023]. To ensure a fair and
direct comparison, we adopt the official hyperparameter con-
figurations specified in their original papers, including learn-
ing rates, schedulers, weight decay, and any method-specific
parameters (e.g., the β scalar in TWINS).

4.2 Experimental Results
As presented in Tables 2 and 3, our comprehensive bench-
marks demonstrate that PILO consistently establishes a new
state-of-the-art for robust fine-tuning. Across two different
model architectures (ResNet18 and ResNet50) and five di-
verse downstream datasets, PILO significantly outperforms
all three established baselines, i.e., TRADES, TWINS, and
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Dataset Evaluation Methods Improvement (∆ vs.)
Setting TRADES TWINS AUTOLORA PILO TRADES TWINS AUTOLORA

Caltech-256
Clean 66.78% 69.41% 69.63% 72.42% +5.64% +3.01% +2.79%

PGD-10 47.76% 47.79% 50.02% 50.41% +2.65% +2.62% +0.39%
AA 42.17% 42.27% 43.36% 44.41% +2.24% +2.14% +1.05%

CUB-200
Clean 57.65% 64.36% 60.99% 62.22% +4.57% -2.14% +1.23%

PGD-10 28.27% 28.60% 30.57% 30.57% +2.30% +1.97% +0.00%
AA 21.97% 21.30% 23.56% 24.23% +2.26% +2.93% +0.67%

DOG-120
Clean 62.68% 63.64% 61.40% 61.61% -1.07% -2.03% +0.21%

PGD-10 24.87% 24.98% 26.14% 26.26% +1.39% +1.28% +0.12%
AA 12.73% 14.41% 17.55% 17.62% +4.89% +3.21% +0.07%

CIFAR-10
Clean 89.13% 90.97% 90.71% 91.52% +2.39% +0.55% +0.81%

PGD-10 78.10% 78.27% 79.16% 79.77% +1.67% +1.50% +0.61%
AA 76.58% 77.36% 77.51% 77.93% +1.35% +0.57% +0.42%

CIFAR-100
Clean 68.48% 70.07% 71.11% 72.19% +3.71% +2.12% +1.08%

PGD-10 52.93% 53.25% 54.05% 55.77% +2.84% +2.52% +1.72%
AA 50.54% 50.86% 50.91% 52.15% +1.61% +1.29% +1.24%

Table 3: Performance comparison of ResNet50 fine-tuned using PILO versus three baseline approaches across five downstream datasets.
Ours results for each row are highlighted in bold.

AUTOLORA, in adversarial robustness metrics under the at-
tack of PGD-10 and AutoAttack. Crucially, these gains in
robustness are achieved while maintaining or often improv-
ing accuracy on clean data, showcasing the effectiveness of
our decoupled optimization strategy.

The results on the ResNet18 architecture, shown in Table 2,
provide strong evidence for our central hypothesis. On chal-
lenging, fine-grained datasets with limited samples like CUB-
200 and DOG-120, where full-parameter models are highly
susceptible to overfitting, PILO shows marked improvements
in both robust and clean accuracy over AUTOLORA. This
demonstrates PILO’s ability to prevent the catastrophic for-
getting of robustness; by performing a surgical update only
on the principal components, PILO preserves the essential
robust features learned during pre-training, while the auxil-
iary branch carefully adapts to the new data distribution. The
consistent gains across all datasets validate that our method’s
implicit spectral regularization is more effective at generaliz-
ing on limited data than the full-parameter approaches of the
baselines.

As exhibited in Table 3, the performance advantages of
PILO are even more pronounced on the deeper ResNet50
architecture. For instance, on Caltech-256, PILO improves
clean accuracy by a significant +2.79% over the best baseline,
while also improving robustness. On CIFAR-100, it achieves
a remarkable +1.72% gain in PGD-10 robustness and +1.24%
in AA robustness over AUTOLORA. This trend suggests that
as model capacity increases, the risk of disturbing the deli-
cately learned features of a robust pre-trained model via full
fine-tuning also increases. PILO’s principled decomposition
becomes even more critical in this high-capacity regime. It
effectively isolates and preserves the most critical feature di-
rections (the principal components) from a much larger and
more complex parameter space, leading to superior scalabil-

ity and performance.
The collective results empirically validate the core design

principles of PILO. The consistent performance improve-
ments are not coincidental but are a direct result of our tar-
geted, spectrally-guided optimization strategy. By identify-
ing and exclusively fine-tuning the parameter subspace most
relevant to adversarial vulnerability, PILO achieves a more ef-
ficient and effective optimization than prior methods. These
findings firmly establish PILO as a novel and state-of-the-art
method for robust transfer learning.

4.3 Analysis and Ablation Studies
Impact of Adversarial Rank (radv) Table 4 presents our
ablation on the adversarial rank radv, providing direct empiri-
cal support for our core hypothesis. The results reveal a clear,
non-monotonic relationship between rank and performance,
highlighting a crucial trade-off. A low rank (e.g., 18) pro-
vides insufficient capacity to capture the full complexity of
the vulnerable subspace, limiting performance. Conversely,
a high rank (e.g., 22) begins to degrade performance, which
we attribute to robust overfitting; by including too many mi-
nor components, the model starts fitting to noise in the lim-
ited downstream data, mirroring the failure mode of full-
parameter fine-tuning.

The optimal performance achieved at a moderate rank (e.g.,
radv = 19 for CUB-200, radv = 20 for CIFAR-100) rep-
resents the ”sweet spot” that best isolates the essential vul-
nerable subspace. As shown in Table 6, these optimal ranks
correspond to using only 30-40% of the original parameters,
demonstrating that PILO’s superior performance is intrinsi-
cally linked to its targeted parameter efficiency.

Generalization to Transformer Architectures To verify
that our approach is not limited to CNNs, we evaluated PILO
on Vision Transformer (ViT) and Swin Transformer back-
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Dataset Evaluation Rank radv

Setting 18 19 20 21 22

CUB-200 Clean 49.60% 52.00% 48.74% 50.02% 45.60%
PGD-10 20.61% 21.59% 19.95% 20.85% 18.24%

DOG-120 Clean 47.94% 49.02% 48.38% 48.58% 47.45%
PGD-10 16.74% 17.04% 16.66% 16.88% 16.36%

CIFAR100 Clean 65.81% 66.16% 66.35% 66.55% 65.36%
PGD-10 48.83% 50.48% 51.37% 50.11% 47.87%

Table 4: The choice of adversarial rank radv reveals a clear trade-
off between model capacity and overfitting. Optimal performance is
achieved at moderate ranks, validating our hypothesis that targeting
a limited principal subspace is key. Best results are in bold.

Model Evaluation CIFAR-10
Setting AUTOLORA PILO Diff.

ViT-B/16 Clean 87.63% 87.25% -0.38%
PGD-10 69.24% 71.05% +1.81%

Swin-Tiny Clean 82.60% 82.88% +0.28%
PGD-10 66.62% 67.86% +1.24%

Table 5: PILO’s benefits generalize effectively to Transformer archi-
tectures, improving robust accuracy over the AUTOLORA baseline
on both ViT and Swin models. This suggests our core principle is
architecture-agnostic.

Rank radv ResNet18 Ratio ResNet50 Ratio
18 36.36% 28.92%
19 38.38% 30.53%
20 40.40% 32.13%
21 42.42% 33.74%
22 44.45% 35.35%

Table 6: The ratio of trainable parameters in PILO’s adversarial
branch relative to the full feature extractor’s parameters. Optimal
performance is achieved while using less than 41% of the original
parameters.

bones. The results in Table 5 show that PILO consistently im-
proves adversarial robustness over AUTOLORA while main-
taining comparable clean accuracy. This successful applica-
tion to fundamentally different architectures suggests that our
core principle, that adversarial vulnerability is concentrated
in the principal components of linear transformation layers,
is a general phenomenon in deep neural networks. It con-
firms that PILO is not an architecture-specific technique but
a broadly applicable and robust fine-tuning paradigm.

Performance Across Different Pre-training Strengths
We also investigated whether PILO’s effectiveness depends
on the initial robustness of the pre-trained model. Table 7
compares various fine-tuning methods on ResNet18 models
pre-trained with different adversarial budgets (ϵpt). The re-
sults show two key trends: first, as expected, a stronger pre-
training budget provides a better foundation and improves
performance for all methods. Second, and more importantly,

Method Evaluation ϵpt used for Pre-training
Setting 1/255 2/255 4/255 8/255

TRADES Clean 83.18% 84.15% 84.80% 85.29%
PGD-10 71.11% 72.18% 73.99% 74.51%

TWINS Clean 85.57% 86.62% 86.26% 87.28%
PGD-10 71.35% 73.36% 74.08% 74.67%

AUTO- Clean 86.11% 86.96% 87.54% 86.96%
LORA PGD-10 73.28% 74.53% 75.71% 76.05%

PILO Clean 86.96% 87.12% 87.87% 88.03%
PGD-10 73.65% 74.87% 75.84% 76.28%

Table 7: Comparison of robust fine-tuning methods on CIFAR-10
using ResNet18 models pre-trained regardless of the initial robust-
ness level (ϵpt) of the pre-trained ResNet18 model. Best results in
each column are in bold.

PILO consistently outperforms all baselines across every pre-
training level. This demonstrates that PILO is not merely
exploiting an artifact of a specific checkpoint; rather, it is a
superior fine-tuning method that more effectively preserves
and enhances the model’s intrinsic robustness, regardless of
its starting point.

5 Conclusion
This paper introduced PILO, a parameter-efficient framework
for robust transfer learning designed to address the critical is-
sue of catastrophic forgetting of robustness on limited down-
stream data. Our work is founded on the principle that ad-
versarial vulnerability is disproportionately concentrated in
the principal components of a pre-trained model’s weights.
By operationalizing this insight, PILO employs a principled,
asymmetric decomposition strategy: it performs a surgical,
spectrally-guided update on the principal components to build
robustness, while a separate, auxiliary low-rank branch han-
dles adaptation to natural data. This approach serves as a
powerful form of implicit spectral regularization, effectively
mitigating the gradient conflicts that plague monolithic fine-
tuning methods. Our extensive experiments show that PILO
consistently establishes a new state-of-the-art, outperforming
previous approaches in adversarial robustness while using as
little as 29-40% of the trainable parameters, thereby enhanc-
ing both model resilience and computational efficiency.

Limitations and Future Work We identify two primary
limitations that suggest avenues for future work. First, the
reliance on singular value decomposition (SVD) as a pre-
processing step, while feasible for current models, may pose
computational challenges when scaling to extremely large
foundation models. Future research could explore more ef-
ficient algorithms for approximating the principal subspace.
Second, the optimal adversarial rank, radv, is currently de-
termined via hyperparameter search. Developing methods to
automatically or dynamically select this rank would improve
the framework’s efficiency and ease of use, representing an-
other valuable direction for future work.
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