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Abstract

Continual adversarial defense (CAD) aims to de-
fend target models against continuously emerging
attacks. However, existing CAD methods typi-
cally rely on maintaining large amounts of replay
data or multiple expert modules to mitigate catas-
trophic forgetting, or suffer from reduced robust-
ness against adversarial examples or degraded per-
formance on clean images. As a result, they of-
ten fail to provide clear advantages over standalone
robust models. To address these limitations, we
formulate four fundamental principles for CAD:
(1) continual adaptation to new attacks without
catastrophic forgetting, (2) few-shot adaptation,
(3) memory-efficient adaptation, and (4) high clas-
sification accuracy on both clean and adversarial
data. Guided by these principles, we explore and
integrate cutting-edge techniques from continual
learning, few-shot learning, and ensemble learn-
ing, and propose Universal Continual Adversar-
ial Defense (UCAD), a universal framework that
enables both standard and robust models to per-
form effective defense under the CAD setting. Ex-
tensive experiments validate the effectiveness of
UCAD against multi-stage adversarial attacks and
demonstrate significant improvements over a wide
range of baseline methods. Moreover, we observe
that as the number of encountered attacks increases,
UCAD becomes increasingly robust, consistently
enhancing the defense capability of existing robust
models until saturation.

1 Introduction

Adversarial attacks [Madry et al., 2017] aim to deceive deep
neural networks (DNNs) by adding subtle perturbations to in-
put images, seriously jeopardizing the reliability of DNNss,
particularly in security- and trust-sensitive domains. To pro-
tect DNNSs, researchers have proposed adversarial training
(AT) [Zhang et al., 2019] and purification techniques [Yoon et
al., 20211, which defend against adversarial attacks through
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Figure 1: Existing CAD methods rely on maintaining large amounts
of replay data or multiple expert modules but fail to provide clear
advantages over robust models. In contrast, UCAD enables both
standard and robust models to perform effective defense using effi-
cient memory and a few-shot defense budget.

one-shot training—where the model enters a static phase af-
ter a single defensive stage [Zhou and Hua, 2024]. Unlike
the one-shot defense assumption, real-world defense systems
operate in dynamic environments with increasingly aggres-
sive and diverse attacks [Li ef al., 2023]. A well-matched
approach to the dynamic environments is a constantly evolv-
ing defense strategy that continuously adapts to newly emerg-
ing adversarial attacks [Croce er al., 2022]. However, current
model adaptation defenses [Chen et al., 2021] focus on ad-
justing defense strategies only in response to ongoing attacks
rather than leveraging past defense experiences, leading to
suboptimal performance.

To address the threat of continual attacks, continual adver-
sarial defense (CAD) [Cho et al., 2025] has been proposed
to protect target models by continuously adapting defense
mechanisms to newly emerging attacks. AIR [Zhou and Hua,
2024] and DDeR [Wang et al., 2025] treat adversarial attacks
as a sequence of tasks and aim to train robust models through
lifelong learning under a white-box setting. SSEAT [Wang et
al., 2024b] further employs a replay mechanism together with
a consistency regularization strategy to incrementally learn
defenses against new attacks in a gray-box setting. However,
these methods typically rely on maintaining large amounts
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of replay data or multiple expert modules to mitigate catas-
trophic forgetting, or suffer from reduced robustness against
adversarial examples and degraded performance on clean im-
ages. As a result, they often fail to provide clear advantages
over standalone robust models.

To address these limitations, we formulate four princi-
ples for CAD: (1) Continual adaptation to new attacks
without catastrophic forgetting. (2) Few-shot adaptation.
(3) Memory-efficient adaptation. (4) High classification ac-
curacy on both clean and adversarial data. These principles
require the defender to continually adapt to new attacks us-
ing a few-shot defense budget and efficient memory, while
maintaining high classification accuracy on both clean and
adversarial data and avoiding catastrophic forgetting.

Guided by these principles, we propose Universal Con-
tinual Adversarial Defense (UCAD). As shown in Figure 1,
UCAD enables both standard and robust models to perform
effective defense under the CAD setting. In the first stage,
we use adversarial data from an initial attack (e.g., PGD)
to adversarially train an initial defense model that is specifi-
cally designed to classify adversarial examples and comple-
ment the target model’s predictions. Inspired by continual
learning (CL), we treat the new classes introduced by each
attack as incremental and expand the classifier accordingly,
followed by fine-tuning the expanded layer using a few-shot
defense budget. To address the overfitting issue inherent in
few-shot fine-tuning [Zhou et al., 2022], we augment existing
robust models with a lightweight side branch for subsequent
adaptation, and pre-assign virtual classes to compress the em-
beddings of past attacks, thereby reserving embedding space
in the defense model for future attacks. To achieve mem-
ory efficiency, we employ prototype augmentation [Zhu et
al., 2022], which preserves decision boundaries from previ-
ous stages without explicitly storing any defense budget. Si-
multaneously, a lightweight model is employed to ensemble
the defense model and the target model by estimating reliable
logits for the input, thereby maintaining high classification
accuracy on both clean and adversarial data.

Extensive experiments validate -the effectiveness of
UCAD against multi-stage adversarial attacks and demon-
strate significant improvements over a wide range of baseline
methods. Moreover, we observe that UCAD’s defense perfor-
mance tends to saturate as the number of encountered attacks
increases, suggesting that once adapted to a sufficiently di-
verse attack set, it can act as a persistent defense mechanism
applicable to both standard and robust models.

Our main contributions can be summarized as follows:

e To address the limitations of existing CAD methods, we
formulate four principles for CAD: continual adaptation with-
out catastrophic forgetting, few-shot adaptation, memory-
efficient adaptation, and high classification accuracy on both
clean and adversarial data.

e Guided by these principles, we explore and integrate
cutting-edge techniques from continual learning, few-shot
learning, and ensemble learning, and propose Universal
Continual Adversarial Defense (UCAD), a universal frame-
work that enables both standard and robust models to perform
effective defense under the CAD setting.

e Extensive experiments validate the effectiveness of

UCAD against multi-stage adversarial attacks and demon-
strate significant improvements over a wide range of base-
line methods. Moreover, we observe that as the number of
encountered attacks increases, UCAD becomes increasingly
robust, consistently enhancing the defense capability of exist-
ing robust models until saturation.

2 Related Work

2.1 Adversarial Defense

Researchers have developed various general defenses against
adversarial attacks [Wu et al., 2021; Lin et al., 20191, includ-
ing adversarial training [Grathwohl et al., 2020; Laidlaw et
al., 2020; Jiang et al., 2023], which enhances the robust-
ness of the target model by training it with adversarial ex-
amples; data purification [Hill e al., 2020; Pei et al., 2025;
Nie et al., 2022], which removes ‘potential adversarial per-
turbations or noise that could deceive the model; and dy-
namic model adaptation [Kang et al., 2021; Yin et al., 2024,
Li ef al., 2022], which continuously adjusts model param-
eters, states, or activations. when encountering attacks to
enhance robustness.” However, these methods still show
limited robustness and often degrade classification perfor-
mance on both adversarial and clean data. In contrast, our
UCAD framework effectively counters a wide spectrum of
stage-wise emerging attacks while maintaining robust clean-
data performance.

2.2 Continual Learning

Continual learning (CL) [Liu et al., 2022] aims to learn
from a sequence of new classes while preserving knowl-
edge of previously learned ones. Many works have been
proposed for CL [Rebuffi er al., 2017; Zhu et al., 2021a;
Zhu et al., 2021b]. In recent years, some methods have
attempted to address the CL problem without relying on
data preservation (i.e., non-exemplar methods) [Zhu et al.,
2022], as well as few-shot scenarios [Zhang er al., 2021;
Zhou et al., 2022], in which only a small number of sam-
ples from new classes are available. Attempting to break
the one-shot defense assumption, continual adversarial de-
fense (CAD) methods [Cho et al., 2025; Zhou and Hua, 2024;
Wang et al., 2024b; Wang er al., 2025] have been proposed
to protect target models by continuously adapting defense
mechanisms to newly emerging attacks. In this paper, we
formulate four principles for CAD, which require the defense
mechanism to leverage a limited defense budget and memory-
efficient adaptation strategies.

3 Principles for Continual Adversarial
Defense

Task Definition. Continual Adversarial Defense (CAD) is
formulated under the N-way K -shot classification paradigm.
In the gray-box setting [Taran er al., 2019], the attacker has
access to the architecture of the target model f; : X' — RN,
but not to the defense mechanism, where X denotes the im-
age space. In the white-box setting, the attacker has access to
both the target model and the defense mechanism. The target
model is trained on D, and evaluated on Dy.ei. The de-
fender is allowed to use Dy;ain and has full knowledge of the
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Figure 2: Illustration of UCAD. In stage 0, we reserve embedding space while training the initial defense model to mitigate future overfitting.
In stage ¢ (¢ > 0), we fine-tune the defense model using a few-shot defense budget, and store class-wise prototypes in a cache to achieve
memory efficiency. Finally, the target model and the defense model are ensembled via a weight estimator to enable robust classification.

initial attack Ao(-) at stage 0. Atstagei (i = 1,2,---,T),
new attacks A;(-) emerge, and the defender can utilize a de-
fense budget Af, ., = {(XLqy, ¥)|Xhay = Ai(x), (x,y) €
Dtram} consisting of N x K samples—i.e., K samples per
class for NV classes—to adapt to new attacks, where y de-
notes the ground-truth label of sample x. Evaluations are con-
ducted on Dyes and { A }x—0,1....; at each stage i, where

iest = {(X;dvv y)‘x;dv = Az (X), (Xa y) € Dtest}~

Principles for CAD. Taking practical considerations into
account, a defense mechanism should satisfy the following
principles:

Principle 1. Continual adaptation to new attacks without
catastrophic forgetting.

The defense mechanism must be capable of adapting to a
range of new attacks that emerge over time while preserving
knowledge of previously encountered ones.

Principle 2. Few-shot adaptation.

An increase in the defense budget indicates a heightened risk
of attacks on the target model. Therefore, it is crucial to initi-
ate adaptation before the defense budget grows excessively.

Principle 3. Memory-efficient adaptation.

Over time, the growing influx of attacks leads to the accumu-
lation of the defense budget, which may eventually exceed
memory limits, posing practical challenges under constrained
capacity.

Principle 4. High classification accuracy on both clean and
adversarial data.

'In the adversarial attack formula x’, = A;(x, vy, f;), we omit
the target model f; and the ground-truth label y for brevity.

A robust defense should not compromise performance on be-
nign inputs for the sake of adversarial robustness. Therefore,
ensuring high classification accuracy on both clean and ad-
versarial data is paramount.

4 - Universal Continual Adversarial Defense
Framework

We propose Universal Continual Adversarial Defense
(UCAD), a universal framework that enables both standard
and robust models to perform effective defense under the
CAD setting. As shown in Figure 2, UCAD comprises four
key components, each designed to satisfy a corresponding
CAD principle: (1) continual adaptation to new attacks to
defend the target model while mitigating catastrophic for-
getting; (2) embedding reservation to alleviate overfitting
caused by few-shot adaptation; (3) prototype augmentation
to achieve memory efficiency; and (4) model ensemble to en-
sure high classification accuracy on both clean and adversar-
ial data.

4.1 Continual Adaptation to New Attacks

In response to Principle 1, we employ continual adaptation
to defend against new attacks while mitigating catastrophic
forgetting. At the initial stage (stage 0), an initial defense
model fy X — RY, which consists of a feature ex-
tractor ¢ : X — R? and a classifier g0 : R — RV,
is adopted to handle adversarial examples, thereby comple-
menting the target model. The defense model can be either
an off-the-shelf robust model or a standard model that is op-
timized under full supervision using an adversarial dataset
Atram = {(xgdvﬁy”xgdv = AO(X),(X, y) € Dtrain}- At
stage i (i = 1,2,---,T), the defense model f; : X — RY
adapts to new attacks using the defense budget A! while

train?
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mitigating catastrophic forgetting through cached prototypes
P, extracted from past attacks.

Inspired by continual learning (CL) [Liu et al., 2022], we
treat the new classes introduced by each attack as incremental
classes and expand the classifier from g1 : R4 — RV to
gt : R4 — RVXG+D) at stage i (i = 1,2,---,T). The pa-
rameters of the expanded classifier consist of those inherited
from the previous classifier and newly initialized weights, i.e.
Wi = [Wit W], where W' = [wi,---, wl. ] denotes
the parameter matrix of g¢. Meanwhile, the ground-truth la-
bel of each adversarial example x',, € AL, is reassigned
to correspond to the incremental classes introduced by the
new attack 2:

y'=y+ N xi. 1)
Due to the intrinsic similarity among certain adversarial
attacks [Wang et al., 2023al, a defense model trained on one
attack can partially generalize to others, potentially render-
ing some class expansions unnecessary. Moreover, the recur-
rence of past attacks in later stages can also lead to unneces-
sary adaptation. Therefore, before fine-tuning at each stage,
we evaluate the model to filter out redundant samples in the
defense budget—that is, samples that are already correctly
classified.
For evaluation, we focus solely on the class assignment of
the input image, rather than the specific attack to which it is
subjected. Therefore, the prediction for an instance x is:

Ypred = (arg max f;(x)) mod N. 2)

In the following section, we detail the training procedure of
the initial defense model fj. After that, we freeze the feature
extractor ¢ and fine-tune the expanded portion of the classi-
fier for each new attack A; using the few-shot budget A?

train-

4.2 Embedding Space Reservation for Few-Shot
Adaptation

A challenge introduced by the few-shot budget in Principle 2
is overfitting, which is a well-known issue in few-shot learn-
ing [Snell et al., 2017]. To mitigate this issue, we pre-assign
virtual classes to compress the embeddings of past attacks,
thereby reserving embedding space in-the defense model for
future attacks.

First, before training the initial defense model fy, sev-
eral virtual classes W, = [wl .- wY] € R¥V are pre-
assigned in the classifier [Zhang et al., 2021], where V =
N x T is the number of virtual classes, i.e., the reserved
classes for future attacks. Accordingly, the output of the
current defense model is given by fo(x) = g(¢(x)), where
g : RY — RNX(T+D) i the new classifier parameterized by
(WO, W,]T. After training, W, is used to initialize the new
parameters of the expanded classifier.

Second, virtual instances are constructed via manifold
mixup [Verma er al., 2019]:

z= hQ(Whl (ngv,’r') + (1 - w)hl(xgdv,s))7 (3)

0 0 :
where Xady,r and Xady,s belong to different classes r and s,

and w ~ B(a, 8) is a trade-off parameter, following [Zhou et

2We omit the network parameters in formulas for brevity.

al., 2022]. hy and hs are decoupled hidden layers of feature
extractor, i.e. p(x) = ha(hi(x)).

Finally, the embedding space reservation is performed by
training fo with the following loss function:

Lo :Fce(fo(xgdv)v y0> + 'YFce(MaSk<f0(ngv)a y0)> ﬂ)‘f’

+Fee(fo(2), ) + vFee(Mask(fo(2), 9), 9), )
where § = argmax; w) ' (x%,,) + N is the virtual class

with maximum logit, and serves as a pseudo label. ﬁ =
arg maxy ngz is the pseudo label among current known
classes. -y is a trade-off parameter, [, represents the standard
cross-entropy loss [Zhang and Sabuncu, 20181, and the func-
tion Mask(+) masks out the logit corresponding to the ground-

truth:

Mask(fo(xqav), 4°) = fo(xaav) @ (1 — onehot(y”)), (5)

where ® is Hadamard product and 1 is an all-ones vector.

In Eq. 4, the loss function pushes the adversarial instance
x?, toward its ground-truth class (item 1) and aligns it with
the nearest virtual class (item 2). Simultaneously, it drives
the virtual instance z toward the corresponding virtual class
(item 3) and toward the nearest known class (item 4). When
trained with £0, the embeddings of the initial benign classes
become more compact, and the embedding space for virtual
classes is effectively reserved [Zhou et al., 2022]. This re-
served space allows the defense model to be adapted more
easily in future stages and alleviates overfitting caused by the
few-shot budget.

When using a robust model as the defense model, we freeze
its backbone, attach a lightweight side branch, replace the
original classifier with a new classifier g, and perform em-
bedding space reservation.

4.3 Prototype Augmentation for Memory
Efficiency

In response to Principle 3, we adopt prototype augmentation
to achieve memory efficiency.

When learning new classes, the decision boundaries of pre-
viously learned classes can change significantly, resulting in a
severely biased unified classifier [Zhu et al., 2021b]. To mit-
igate this issue, many CL methods store a subset of past data
and jointly train the model with both past and current data.
However, preserving the past defense budget may also lead to
memory shortages.

To achieve memory efficiency, we adopt prototype aug-
mentation [Zhu et al., 2022] to preserve the decision bound-
aries from previous stages without storing any defense bud-
get. Specifically, we store one prototype in the deep fea-
ture space for each class under each attack, and over-sample
(i.e., Up) the prototypes pp together with their correspond-
ing ground-truth labels yp to match the batch size, thereby
calibrating the classifier:

PB = UB(P€)7 £pr0t0 = Fce(gi(pB)ayB)a (6)

where P, = {pg}j\f: Xoi denotes the prototype cache, i.e., the
set of class-wise average embeddings [Snell et al., 2017], de-
fined as:

. 1 At ; . i
pl = EE‘,C;;““‘H(@/}C = J)(Xhav i) D
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Method 0:PGD 1:SNIM 2:BIM 3:RFGSM 4:MIM 5:DIM 6:NIM 7:VNIM 8:VMIM | Clean

None-defense 0.62 1.31 0.00 0.00 0.00 0.00 0.08 0.00 0.00 96.42

Vanilla AT 36.21 3579 3452 34.24 3436 34.62 3424 3421 3423 | 70.18

9): SSEAT [Wang et al., 2024b] 51.85 46.25  45.69 45.21 4532 4483 44.62 4470 4471 | 72.49

O | UCAD (ours) 51.74  48.73  49.52 50.33 50.63 50.72 50.81  51.08 51.09 | 94.32

jé UCAD' (ours) 51.74 51.83  51.76 51.98 51.64 51.75 51.83 5192 51.95 | 96.02
& | 4| TRADES [Zhang et al.,2019] | 52.65 51.62  52.66 52.65 51.73 51.86 51.64 5226 5225 | 84.92
= | 8| TRADES + UCAD 51.33 51.78 53.25 53.42 5344 5373 5392 54.23 54.24 | 90.53
& | = [GAIRAT [Zhang et al.,2020] | 59.25 5890 59.22 59.20 58.84 5892 5894  59.17 59.18 | 89.36
2 | GAIRAT + UCAD 58.65 59.02 59.43 59.86 60.17 60.42 60.76 61.38 61.42 | 92.39

< | DMAT [Wang et al., 2023b] 6725 67.01 6722 67.29 66.86 6692 6698  67.19 67.16 | 92.44

& | DMAT + UCAD 66.53  67.08 67.45 67.97 68.26 68.55 68.94  69.06 69.12 | 94.28
Vanilla AT 4251 4093  41.82 41.68 4129 4074 39.66  40.83 40.77 | 70.18

9‘: SSEAT [Wang et al., 2024b] 78.62 7437  75.25 75.19 73.70 7294 73.68 7271 72.58 | 81.92

O | UCAD (ours) 94.52 8541 93.44 94.72 9498 9374 93.74  95.07 93.68 | 95.82

5 UCAD' (ours) 94.52 9551  95.60 94.83 95.04 9432 9510 9514 95.71 | 95.98
’i < | TRADES [Zhang et al.,2019] | 55.84 6022 5743 55.90 55.82 57.09 57.07 58.85 5734 | 84.82
£ | 2| TRADES + UCAD 5547  62.81 63.74 63.85 65.08 64.73 65.19 * 65.47 65.51 | 90.62
© | = [GAIRAT [Zhang et al.,2020] | 66.93  70.42  66.44 66.91 66.73  66.49 66.51 68.63 66.42 | 89.38
% | GAIRAT + UCAD 6532  68.81 70.25 70.67 71.54 7192 7233 7258 72.61 | 92.80

< | DMAT [Wang et al., 2023b] 8577 8542  85.69 85.70 8533 8531 8582 84.84 85.03 |92.44

~ | DMAT + UCAD 83.63 8551 85.72 85.92 86.71 87.24 87.67 87.92 87.90 | 93.76

Table 1: Classification accuracy against £, attacks at each stage on CIFAR-10 in the white-box setting and the gray-box setting. The column
“Clean” denotes the standard accuracy on clean images. UCAD' denotes Premium-UCAD, which serves as the oracle upper bound of UCAD.
Robust models and vanilla AT in the gray-box setting are evaluated under a black-box setting, since these models themselves serve as the
attack targets. Bold indicates the best result among the corresponding baselines.

where I(-) is the indicator function, K denotes the budget
size per class, and (xfldv’ %> Ys) represents the k-th sample in
Airain‘

After each adaptation, prototypes of the current attack are
added to the cache P.. At each stage, the defense model is
adapted using the following loss function:

£f = Ece + A‘Cplroto; where Lce = Fce(fi (ngv)a yz> (8)

4.4 Model Ensemble for Clean Data Classification

To satisfy Principle 4, which requires high classification accu-
racy on both clean and adversarial data, we introduce a model
ensemble as the final component of UCAD. We extend En-
semble Adversarial Training (EAT) [Tramer et al., 2018] to
the CAD scenario by introducing a lightweight weight esti-
mator f, that adaptively fuses the logits of the defense model
and the target model.” This design ensures strong classifica-
tion performance on clean data.

We adopt self-perturbation [Wang et al., 2023a] to train a
robust weight estimator f, at the first stage. When trained
with self-perturbation, the weight estimator becomes agnos-
tic to specific attacks and can effectively distinguish between
clean and adversarial images. The weight estimator f, out-
puts a weight vector w € R? to ensemble the defense model
and the target model:

logit, (x) = w - [f¢(x), fi(x)]", where w = f,(x). (9)

In this manner, clean and adversarial inputs are routed to their
corresponding models, thereby increasing the likelihood of
correct classification.

5 Experiment

To evaluate the performance of UCAD against various adver-
sarial attacks under the CAD setting, we conduct extensive
experiments on CIFAR-10 and ImageNet-100 [Tian et al.,
2020] and compare UCAD with multiple baseline methods.
For evaluation, we use two metrics: (1) classification accu-
racy, including robust accuracy on adversarial examples and
standard accuracy on clean images after each adaptation step,
to assess performance; and (2) Average Incremental Accu-
racy (AlAcc) [Rebuffi et al., 2017], which averages accuracy
over attacks encountered up to the current stage to measure
resistance to catastrophic forgetting.

5.1 Experiment Settings

Attacks PGD-/, [Madry er al., 2017] acts as the initial at-
tack. Subsequently, eight £, attacks—namely SNIM [Lin et
al., 2019], BIM [Kurakin et al., 2016], REGSM [Tramer et
al., 20181, MIM [Dong et al., 20181, DIM [Wu et al., 20211,
NIM [Lin et al., 2019], VNIM, and VMIM [Wang and He,
2021]—compose the attack pool for evaluating defense per-
formance. In addition, another attack pool consisting of eight
adversarial attacks: /., attacks VMIM and SNIM, ¢ attacks
CW [Carlini and Wagner, 2017] and DeepFool [Moosavi-
Dezfooli et al., 2016], ¢; attacks EAD and EADEN [Chen
et al., 2018], and ¢y attacks OnePixel [Su et al., 2019] and
SparseFool [Modas et al., 2019], is used to evaluate UCAD’s
effectiveness in mitigating catastrophic forgetting.

Defense Baselines To evaluate defense performance in the
white-box setting, we compare UCAD with vanilla AT un-
der the CAD setting and a CAD method SSEAT [Wang er al.,
2024b]. In addition, we evaluate existing robust models and
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Method 0:PGD 1:SNIM 2:BIM 3:RFGSM 4:MIM 5:DIM 6:NIM 7:VNIM 8:VMIM | Clean

None-defense 0.21 0.00 0.00 0.00 0.00 0.00 0.01 0.00 0.00 89.76

Vanilla AT 20.18 19.53  20.12 20.16 19.24 1926 19.45 19.58 19.55 | 46.19

9): SSEAT [Wang et al., 2024b] 28.32 2451 2462 24.47 24.18 24.02 23.66 23.52 23.58 | 50.36

O | UCAD (ours) 28.27 2644  27.83 27.76 27.85 2794 2799 28.06 28.10 | 86.47

jé UCAD' (ours) 28.27  28.23  28.35 28.29 28.19 2823 2830  28.29 28.28 | 88.92
& | 4| TRADES [Zhang et al.,2019] | 31.25 30.87 31.16 31.12 30.65 30.72 3093  31.08 31.10 | 52.27
= | 8| TRADES + UCAD 31.02 3115 3143 31.72 31.80 3198 3242 32.61 32.65 | 5749
& | = [GAIRAT [Zhang et al.,2020] | 46.53 4628  46.38 46.42 4596 46.05 46.17 46.43 46.49 | 6522
2 | GAIRAT + UCAD 46.20 4643  46.62 46.83 46.92 47.01 4725 4751 47.83 | 69.27

< | DMAT [Wang et al., 2023b] 56.27  56.05 56.28 56.31 56.11 56.08 56.12  56.25 56.26 | 71.36

& | DMAT + UCAD 56.09 56.12  56.35 56.57 56.63 57.12 57.40 57.74 57.92 | 74.28
Vanilla AT 39.65 3857 3942 39.58 39.29 3883 3792  38.70 39.06 | 65.37

9‘: SSEAT [Wang et al., 2024b] 74.86  71.63 72.44 72.08 70.06 6922 69.87  68.85 69.13 | 7542

O | UCAD (ours) 83.72 8344 82.04 82.53 8346 82.03 8190 82.24 81.88 | 88.13

5 UCAD' (ours) 83.72  83.85 83.96 82.64 8433 83776 8422 8224 82.04 | 88.81
"; < | TRADES [Zhang et al.,2019] | 46.53 4552  49.63 46.22 48.04 47.68 46.69 48.20 4948 |76.21
£ | 2| TRADES + UCAD 46.27  46.82 49.75 50.21 51.07 51.86 52.36 © 52.82 53.34 | 81.42
© | = [GAIRAT [Zhang et al.,2020] | 59.84  60.15 58.43 59.22 58.77 5892 5886 .. 59.73 59.84 | 74.12
% | GAIRAT + UCAD 59.02  60.23  60.52 60.71 61.03 6145 6182  62.55 62.69 | 78.96

< | DMAT [Wang et al., 2023b] 6431 65.10 66.17 65.86 6543 6444 6413  65.82 65.63 | 75.88

~ | DMAT + UCAD 64.15 6498  66.27 66.95 67.21 67.46 67.82 67.98 68.17 | 79.68

Table 2: Classification accuracy against £, attacks at each stage on ImageNet-100 in the white-box setting and the gray-box setting.

Method 0:PGD 1:SNIM 2:VNIM 3:CW 4:DeepE. 5:EAD 6:EADEN 7:OnePixel 8:SparseF.
— | EWC [Kirkpatrick ef al., 2017] | 95.45  68.20 67.01  23.74  23.63 23.68 26.90 25.92 22.21
© | SSRE [Zhu et al., 2022] 89.13 82.47 78.14  65.82 © 5841 50.63 47.52 42.44 37.78
d FACT [Zhou et al., 2022] 94.52 84.23 86.41  81.54  80.88 78.62 78.43 78.17 74.62
& | OrCo [Ahmed et al., 2024] 94.63 87.11 86.50  81.17 81.51 80.23 79.29 78.91 75.22
UCAD(ours) 9452  89.11 90.54 84.13  84.78 81.10 82.13 82.83 78.24
UCAD' (ours) 9452 95.53 95.12 ~ 9522 9494 85.28 94.63 95.97 95.23

Table 3: Average incremental accuracy (AIAcc) against £,—o,1,2,00 attacks at each stage on CIFAR-10 in the gray-box setting. DeepF. and
SparseF. denote DeepFool and SparseFool respectively. UCAD' denotes Premium-UCAD, serving as the oracle upper bound.

their corresponding UCAD variants, which use these models
as defense models under the CAD setting. The robust mod-
els include TRADES [Zhang er al., 2019], GAIRAT [Zhang
et al., 2020], and DMAT [Wang ef al., 2023b].To assess
UCAD’s ability to mitigate catastrophic forgetting, we com-
pare it with CL methods EWC [Kirkpatrick et al., 2017]
and SSRE [Zhu et al., 2022], as well as few-shot contin-
ual learning (FCL) methods FACT [Zhou et al., 2022] and
OrCo [Ahmed et al., 2024], in the gray-box setting. Addi-
tionally, we propose Premium-UCAD, a variant of UCAD-
without memory or defense budget constraints that serves as
an oracle upper bound, where attack-specific defense models
are trained with an abundant defense budget and ensembled
with the target model via a weight estimator.

5.2 Comparisons to Baselines

We compare UCAD with other defense methods in both
white-box and gray-box setting. As shown in Table 1 and
Table 2, in the white-box setting, UCAD achieves average
accuracies of 50.52 on CIFAR-10 and 27.79 on ImageNet-
100 across nine attacks, outperforming vanilla AT (34.71 and
19.67) and SSEAT (45.91 and 24.54). For clean images,
UCAD achieves accuracies of 94.32 and 86.47 on CIFAR-10

and ImageNet-100, respectively, substantially exceeding both
baselines. These results highlight UCAD’s ability to continu-
ally adapt to newly emerging threats and enable robust mod-
els to perform effective defense under the CAD setting.

Compared with robust models, UCAD employs a model
ensemble, which leads to slightly lower robust accuracy on
the initial attack. However, after adapting to multiple at-
tacks, UCAD improves classification performance on clean
images by 1.84-5.61 percentage points on CIFAR-10 and
by 2.92-5.22 percentage points on ImageNet-100. More-
over, it further enhances the defense performance of robust
models by 1.96-2.24 percentage points on CIFAR-10 and by
1.55-1.66 percentage points on ImageNet-100.

UCAD performs even better in the gray-box setting. On
CIFAR-10 and ImageNet-100, it achieves average adversar-
ial accuracies of 93.26 and 82.58, substantially outperform-
ing SSEAT (74.34 and 70.90, respectively) and surpassing
the best robust models by 7.83 and 17.37 percentage points.
In addition, UCAD maintains clean accuracies of 95.82 and
88.13 on CIFAR-10 and ImageNet-100, respectively, close to
the non-defense model (96.42 and 89.76). These results con-
firm the superiority of UCAD in the gray-box setting.
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Figure 3: Verification of catastrophic forgetting in UCAD and a
vanilla AT on CIFAR-10 under the attack sequence from Table 3.

Ablation 0:PGD 1:SNIM 2:CW 3:EAD 4:0nePixel | Clean
w/o Lo 9452 8043 8244 76.10 71.82 95.82
w/0 Lproto | 9443 88.65  89.52  80.04 78.49 95.82
w/o fp 9452 89.11 8993 86.64 85.31 55.87
UCAD 94.52 89.11 89.93 86.64 85.31 95.82

Table 4: AlAcc against adversarial attacks and accuracy on clean
images for ablation study. “w/o Lo”, “W/0 Lproto”, and “wlo fp”
denote UCAD without embedding space reservation, prototype aug-
mentation, and model ensemble, respectively.

5.3 Analyses and Ablation Study

Catastrophic Forgetting

To evaluate UCAD’s ability to mitigate catastrophic forget-
ting, we compare it with CL and FCL methods on CIFAR-
10. As shown in Table 3, UCAD maintains robust defense
performance despite varying attack types. However, as the
diversity of attacks increases, its performance gradually de-
clines from 94.52 to 78.24. This suggests that defending
against an expanding array of attack types remains a signifi-
cant challenge for continual defense methods. Compared to
the top baselines, UCAD achieves an average AIAcc that is
3.30z higher than FACT and 2.42 higher than OrCo across
all stages. Furthermore, we compare UCAD with a vanilla
model that serves as an empirical lower bound. As shown in
Figure 3, UCAD significantly reduces forgetting—without it,
error rates on PGD and CW exceed 50% by stage 8.

Ablation Study

As argued, embedding reservation facilitates smoother adap-
tation and reduces overfitting, prototype augmentation pre-
serves decision boundaries from previous stages, and model
ensembling ensures high classification accuracy for both
clean and adversarial images. To validate the contribution of
each component, we conduct an ablation study using four at-
tacks: PGD (Y.), CW (¢5), EAD (¢1), and OnePixel (¢y). As
shown in Table 4, removing embedding space reservation (L
in Eq. 4) leads to a significant drop in AIAcc at each stage due
to the absence of a mechanism tailored for few-shot scenarios.
In stage 4, AIAcc drops to 71.82, which is 13.49 lower than
the original setting. When prototype augmentation (Lprot0 in
Eq. 6) is removed, UCAD loses its ability to prevent catas-
trophic forgetting, resulting in a noticeable decrease in AIAcc
after stage 1, reaching 78.49 in stage 4, which is 6.82 lower
than the original. Additionally, removing model ensembling
(fp in Eq. 9) severely impairs UCAD’s classification perfor-
mance on clean images, reducing accuracy by 39.95 com-

Attack (unseen) ‘ 0:PGD 1:SNIM 2:BIM 3:RFGSM 4:MIM

DIM 72.83  73.89 7542 76.65 77.53
NIM 72.50  73.62 75.32 76.78 77.31
VNIM 70.81 7244  74.52 75.21 76.44
VMIM 71.61 7256  74.88 75.10 76.92

Table 5: Robust accuracy of UCAD against unseen attacks after
each adaptation.

Attack (unseen) | 0 10 20 30 40

DIM 72.83  80.52 87.04 89.25 89.01
NIM 72.50 80.75 86.33  89.21 89.44
VNIM 70.81 79.63  85.51 87.92  88.37
VMIM 71.61 79.83 8538 88.25 88.22

Table 6: Robust accuracy of UCAD against unseen attacks after
each adaptation with a simulated attack sequence.

pared to the original. These results confirm the effectiveness
of each component.

Defense Against Unseen Attack and Saturation

As shown in Table 5, adaptation to known attacks enables
UCAD to generalize to unseen ones. After four stages,
UCAD learns diverse perturbation patterns, improving accu-
racy on unseen attacks from 71.94 to 77.05. Eventually, when
UCAD has adapted to a sufficiently diverse set of attacks,
its defense performance may reach a saturation point. How-
ever, due to the current limited availability of attack types,
this saturation point cannot yet be empirically determined.
Therefore, we construct simulated attacks using perturbation
forgery [Wang et al., 2024a] and evaluate UCAD’s general-
ization ability after adapting to these synthetic attacks. As
shown in Table 6, after 20 adaptation stages, UCAD achieved
an average classification accuracy of over 86.07 on unseen at-
tacks. After 30 stages, the average accuracy on unseen attacks
reached 88.66 and saturated—indicating that further adapta-
tion did not yield additional improvements. This surpasses all
baseline methods. As mentioned earlier, UCAD requires pre-
allocated virtual classes for future classifier expansion. The
observed saturation behavior suggests that, with a sufficient
number of pre-allocated classes, UCAD can reach a stage at
which it defends against unseen attacks without further adap-
tation, thereby alleviating concerns about its scalability.

6 Conclusion

We formulate four fundamental principles for CAD: (1) con-
tinual adaptation to new attacks without catastrophic forget-
ting, (2) few-shot adaptation, (3) memory-efficient adapta-
tion, and (4) high classification accuracy on both clean and
adversarial data, to address the limitations of existing CAD
methods. Guided by these principles, we propose Universal
Continual Adversarial Defense (UCAD), a universal frame-
work that enables both standard and robust models to defend
effectively under the CAD setting. Extensive experiments
against multi-stage adversarial attacks show that UCAD sig-
nificantly outperforms diverse baselines. Moreover, as more
attacks are encountered, UCAD progressively strengthens
existing robust models until performance saturation.
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