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Abstract

Network Traffic Anomaly Detection (NTAD), par-
ticularly under zero-positive settings, is a critical
task in cybersecurity. Existing zero-positive NTAD
approaches primarily rely on reconstruction-based
pipelines. Nevertheless, these methods are suscep-
tible to an “identical shortcut” issue, where mod-
els indiscriminately reconstruct both normal and
anomalous inputs, leading to anomaly overgen-
eralization. To address this limitation, we pro-
pose BiPred, the first prediction-based detection
paradigm for NTAD. BiPred symmetrically di-
vides each network traffic sample into two seg-
ments and reformulates the NTAD task as a bidi-
rectional prediction across these two segments. Un-
like reconstruction-based methods, our BiPred not
only eliminates shortcut learning by design but also
establishes explicit bidirectional contextual depen-
dencies, making it more sensitive to anomalous
traffic. Moreover, we develop a novel Residual
Scanning Mamba block that encodes multi-view
contextual information to support bidirectional pre-
diction. A residual fusion mechanism is proposed
for the multi-view scanning Mamba to suppress the
accumulation of inter-view redundancy. This de-
sign prevents representation degradation and pro-
vides multi-view contextual details for prediction.
Extensive experiments demonstrate the superiority
of our BiPred paradigm, highlighting a new re-
search direction for NTAD. Code is available at
https://github.com/ikun0124/BiPred.

1 Introduction

Network Traffic Anomaly Detection (NTAD) is a funda-
mental task in modern cybersecurity. It monitors real-time
network traffic to identify unauthorized or malicious con-
nections [He et al, 2026], ensuring high-quality service
availability, protected user privacy, and reliable data secu-
rity [Zhang et al., 2025a; Fu et al., 2026bl. However, ac-
curately detecting anomalous traffic remains challenging, as
attackers continuously modify and obfuscate their strategies.

*Corresponding Author

pg=teg § b=l } hg===4 } b }
ED: Normal Sample i-"_'j: Normal Output E: Anomalous Sample E{_‘J: Anomalous Output
Replicate Shortcut

Input
Decoder?2
Decoder 1

econstruct

Encoder 1
Encoder 2

No Shortcut

Future
Segment
-1

Decoder 1
Encoder 1

History
Segment

Decoder 1

-
]
]
1
I

Contextual Prediction Segment Contextual Prediction
(b) Our Prediction-Based Paradigm

Figure 1: Comparison with existing paradigms. (a) Reconstruction-
based methods suffer from shortcut learning and anomaly overgen-
eralization. (b) Our prediction-based paradigm eliminates shortcuts
and highlights anomalous deviations.

These evolving and previously unseen attack patterns often
render traditional supervised approaches ineffective, partic-
ularly when labeled anomalous samples are scarce or out-
dated [Dang et al., 2025]. Consequently, research efforts in
NTAD have increasingly shifted toward more scalable detec-
tion paradigms. Reconstruction-based zero-positive learning
has emerged as a particularly promising direction. In this
paradigm, an autoencoder is trained exclusively on normal
traffic to minimize reconstruction error [Zhao et al., 2024b].
During inference, the method assumes that unseen or evolv-
ing anomalies will produce higher reconstruction errors, thus
enabling their accurate detection [Yang ef al., 2025].
Challenge. Although theoretically appealing, this assump-
tion does not consistently hold in practice. Recent stud-
ies reveal that reconstruction-based approaches are suscep-
tible to the “identical shortcut” phenomenon [Lian et al.,
2025a; Lian er al., 2026b]. As illustrated in Figure 1(a),
the reconstruction-based training pipeline inherently leaves a
learnable shortcut, causing the model to reconstruct inputs via
simple replication rather than to encode meaningful contex-
tual representations. When the shortcut extends to anomalous
samples, they achieve fidelity comparable to normal samples
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through replication, undermining anomaly detection. Some
works mitigate this limitation by introducing inter-sample
learning, feature extraction, and memory modules into au-
toencoder models [Lian et al., 2025a; Lian et al., 2026b;
Li et al., 2023]. However, the paradigm-level shortcut is
unavoidably triggered by their reconstruction-based pipeline,
rendering existing efforts inherently limited. This observation
raises a key research question: How can the paradigm-level
shortcut curse be fundamentally eliminated?

Contribution 1. To answer this question, we propose
a new paradigm named BiPred: Bidirectional Prediction-
based anomaly detection for NTAD. As illustrated in Fig-
ure 1(b), BiPred divides each network traffic sample into two
segments, history and future, and reformulates the reconstruc-
tion task as a bidirectional prediction process. Specifically,
two prediction models are trained exclusively on normal traf-
fic: one predicts future segments from past segments, and
the other predicts past segments from future segments. Dur-
ing inference, anomalous traffic disrupts the learned normal
contextual relationships across the two segments, resulting in
larger prediction deviations. Compared with reconstruction-
based approaches, our paradigm offers two intrinsic advan-
tages: (1) Shortcut Elimination. The prediction-based
pipeline leaves the model with no more shortcut pathways to
directly replicate inputs, thereby eliminating shortcut learn-
ing by design. (2) Contextual Learning. The bidirectional
prediction forces the model to encode forward—backward
contextual dependencies, enhancing sensitivity to inconsis-
tencies in anomalous traffic patterns.

Contribution 2. Contextual representation is critical for
BiPred’s prediction models, as inadequate learning can cause
prediction collapse. Recently, Mamba-based architectures
leverage multi-directional scanning mechanisms, achieving
strong sequential modeling capacity while maintaining linear
computational complexity [Patro and Agneeswaran, 2025].
This renders Mamba particularly suitable for our predic-
tion framework. Nevertheless, its multi-directional scan-
ning mechanism may introduce severe information redun-
dancy [Guo et al., 2024; Shi et al., 20241, even degrading
Mamba’s performance in NTAD tasks [Wang et al., 2024].
This redundancy causes the model to repeatedly emphasize
overlapping patterns, diluting fine-grained directional infor-
mation [Xiao et al., 2025]. To address this limitation, we
propose a novel Multi-View Residual Scanning Mamba
(MRSM) module. Exploiting the hierarchical structure of
network traffic, we first design a dual-view scanning strat-
egy to form complementary contextual information at both
packet-level and flow-level of network traffic. To explicitly
mitigate inter-view redundancy, we propose a residual fusion
mechanism: one view is treated as the anchor for primary
contextual modeling, while the other serves as an auxiliary
view to capture residual representations relative to the an-
chor. This residual operation isolates auxiliary-specific com-
plementary information while preventing the secondary accu-
mulation issue of inter-view redundancy. The final represen-
tation integrates the anchor and auxiliary residual informa-
tion, forming a fine-grained multi-view context that underpins
the bidirectional prediction.

In summary, our contributions are threefold:

* We propose a novel bidirectional prediction-based
anomaly detection paradigm. To the best of our knowl-
edge, it is the first framework to fundamentally eliminate
the “identical shortcut” issue in zero-positive NTAD.

* We propose a Multi-View Residual Scanning Mamba
module that captures rich multi-view contextual infor-
mation and explicitly mitigates inter-view redundancy,
thereby supporting effective bidirectional prediction.

» Experiments on three real-world datasets demonstrate
that BiPred consistently outperforms state-of-the-art
zero-positive NTAD methods.

2 Related Work

2.1 Network Traffic Anomaly Detection

Zero-positive Network Traffic Anomaly Detection (NTAD)
aims to identify previously unseen anomalous traffic us-
ing only normal training ‘samples [Zhang er al., 2024;
Yang er al., 2025]. Existing approaches primarily follow a
reconstruction-based paradigm, where autoencoder models
are trained to faithfully reconstruct normal traffic patterns.
These methods emphasize accurately modeling normal be-
havior, assuming that anomalies deviate from the learned rep-
resentations and thus incur larger reconstruction errors. Rep-
resentative methods include MANomaly [Zhang et al., 2022]
and ARCADE [Lunardi et al., 2023], which integrate adver-
sarial training into autoencoder architectures to enhance re-
construction robustness. Trident [Zhao et al., 2024b] employs
a U-Net-based autoencoder to preserve fine-grained structural
characteristics of network traffic. MFAD [Zheng et al., 2023]
and MFR [Lian et al., 2025b] exploit low-pass filtering to
highlight texture-level representations for improved normal
pattern learning. FreeUp [Lian ef al., 2026a] introduces a
frequency-decoupled reconstruction framework for modeling
encrypted “full-frequency” network traffic. unFlowS [Yang
et al., 2025] projects high-dimensional traffic features into a
spectral space to facilitate anomaly discrimination.

Despite these reconstruction-oriented enhancements, re-
cent studies have revealed a paradigm-level limitation termed
the “identical shortcut” phenomenon [Lian er al., 2025al.
Specifically, autoencoders may converge to shortcut map-
pings that replicate both normal and anomalous samples with
comparable fidelity, undermining anomaly separability. To
mitigate this issue, UnDiff [Lian et al., 2025a] introduces
inter-sample difference learning to reduce shortcut reliance,
ConMD [Lian et al., 2026b] employs a pretrained model
to extract discriminative features, while other works adopt
memory-augmented mechanisms to reinforce normal pattern
memorization [Li et al., 2023]. Nevertheless, these meth-
ods remain fundamentally constrained by the reconstruction-
based pipeline and cannot fully eliminate the shortcut risk
caused by direct input—output replication.

To avoid these paradigm-level limitations, we shift NTAD
to a prediction-based formulation. By introducing inter-
nal bidirectional prediction between segments of each traf-
fic sample, our approach explicitly removes the direct repli-
cation path between inputs and outputs, thereby preventing
shortcut learning. Furthermore, this predictive formulation
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encourages richer contextual modeling, which is particularly
effective for detecting anomalies characterized by subtle con-
textual inconsistencies [Zhao et al., 2024a], rather than rely-
ing solely on deviations from naive reconstruction.

2.2 Mamba-Based Representation Learning

The Mamba architecture is built upon selective state-space se-
quence models, enabling efficient contextual modeling with
linear computational complexity. It has demonstrated a fa-
vorable efficiency—effectiveness trade-off in domains such
as computer vision and time-series analysis [Zhang er al.,
2025b; Qin et al., 2025]. By design, Mamba employs
multi-directional scanning mechanisms, which are intended
to fuse representations from different directions and pro-
vide comprehensive global contextual information. However,
recent studies have shown that multi-directional scanning
often introduces substantial information redundancy across
branches [Guo et al., 2024; Shi et al., 2024; Xiao et al., 2025].
This redundancy causes the model to repeatedly emphasize
overlapping components, thereby diluting fine-grained direc-
tional information and, in extreme cases, degenerating the
model into a single-branch scanning behavior.

The redundancy problem is particularly pronounced in
the context of network traffic analysis. In traffic classifica-
tion tasks, multi-directional Mamba scanning can degrade
performance, whereas simple unidirectional scanning often
yields better results [Wang et al., 2024]. Consequently, some
recent works adopt unidirectional Mamba architectures to
avoid redundancy-induced degradation [Deng et al., 2025;
Xia et al., 2025]. However, network traffic inherently ex-
hibits rich multi-view characteristics, where anomalies of=
ten manifest through intricate flow-view and packet-view in-
teractions [Zhao er al., 2024al. Purely unidirectional ‘scan-
ning, therefore, risks overlooking critical multi-view contex-
tual cues and inducing biased representations.

To address this challenge, we propose a novel Multi-View
Residual Scanning Mamba module with explicit redundancy
elimination. Instead of simply fusing scan outputs, our ap-
proach designates one view as the primary anchor and ex-
tracts complementary information from auxiliary views via
residual learning. This mechanism mitigates information
degradation caused by redundant component accumulation
while preserving fine-grained multi-perspective contextual
details, thereby supporting more effective bidirectional pre-
diction and contextual anomaly awareness.

3 Methodology
3.1 Problem Definition

Let X = {xy,@9,...,x£y} denote a training set of N nor-
mal samples. During training, the model exclusively learns
to characterize normal network traffic patterns [Lian ef al.,
2024; Cai et al., 2026]. During inference, for a given test
sample «, the model outputs an anomaly score s, where
higher values indicate a greater likelihood of anomalous ac-
tivity. Each sample x corresponds to a network flow, i.e., a
sequence of packets exchanged between endpoints within a
connection session. To capture the hierarchical characteris-
tics of network traffic, we represent each flow as a packet-

level matrix & € R %P, where F is the number of packets in
the flow and P denotes the packet size in bytes. Each packet
follows the prior traffic preprocessing protocol [Lian ef al.,
2025b; Fu et al., 2026a; Zheng er al., 2024].

3.2 Mamba-Based Bidirectional-Prediction

This section presents the proposed BiPred, as illustrated
in Figure 2(a). Each traffic sample is first symmetrically di-
vided into two segments. Then, zero-positive NTAD is re-
formulated as a bidirectional prediction task, in which one
segment is used to predict its counterpart. As shown in Fig-
ure 2(b), each prediction model is built upon a Multi-View
Residual Scanning Mamba encoder to capture rich contextual
dependencies. The encoder incorporates an explicit residual
mechanism to suppress inter-view redundancy while high-
lighting view-specific information. The resulting multi-view
features provide strong contextual cues for the prediction de-
coder. During inference, the anomaly score s is quantified
as the deviation between the predicted segment and the cor-
responding input segment, where lower deviations indicate
conformity to normal traffic patterns.

Bidirectional Prediction Paradigm for NTAD

Existing NTAD methods suffer from a paradigm-level limita-
tion. Reconstruction-based pipelines are prone to triggering
the “identical shortcut”, which leads to anomaly overgeneral-
ization. To overcome this, we reformulate NTAD as a bidirec-
tional prediction problem that removes the shortcut learning
by design. As illustrated in Figure 2(a), each traffic sample is
symmetrically divided along the flow dimension into two seg-
ments: the first half serves as the history segment @xy;s, while
the second half serves as the future segment xy;.

This = x[: F/2,:], @ = x[F/2:,:]. (1

The two segments are then processed by independent embed-
ding layers to tokenize byte-level representations:

h&s = Embedy;s (@his), h?m = Embedgt (zh), (2)

where Embed(-) comprises a Conv1D-based data embedding
layer and a sine—cosine positional encoding layer [Li er al.,
2025; Chen et al., 2026b]. The resulting embeddings en-
code sequential packet 1nf0rmat10n at the byte level, yielding
feature representations in R(zP)xD T explicitly preserve
the inherent flow—packet hlerarchy of network traffic, we fur-
ther reshape them into hY._, h{ . € RZ*P*D _enabling sub-
sequent hierarchical contextual modeling.

Normal and anomalous traffic exhibit distinct communica-
tion patterns [Yang et al., 2025; Lian et al., 2025b], which are
reflected in their contextual dependencies across history and
future segments. For normal traffic, these segments main-
tain stable and predictable cross-segment relationships. In
contrast, anomalous traffic disrupts such dependencies, pre-
venting the formation of coherent cross-segment context un-
der zero-positive training. Motivated by this observation, we
employ two Mamba-based encoders to capture contextual in-
formation from the input segments. One prediction branch
estimates the future representation hfut conditioned on the
history segment hhls, while the other predicts the hlstory
representation hhis conditioned on the future segment hfut.
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Figure 2: Overview of our BiPred. (a) Bidirectional Prediction Framework: BiPred reformulates NTAD as a bidirectional prediction
pipeline. (b) Multi-View Residual Scanning Mamba: a dual-view scanning strategy is employed to encode multi-view contextual informa-
tion. (c) Residual Fusion Mechanism: residual learning is applied to suppress inter-view redundancy and preserve multi-view context.

Lightweight decoders with linear layers are then used to map
the predicted representations hﬁis and hét to the correspond-
ing outputs &y;s and &¢y;. Finally, the bidirectional prediction
outputs are concatenated to form the overall prediction result
& for zero-positive learning. The bidirectional prediction pro-
cess is formalized as follows:

hfLut = Encoderhis(h?lis), hﬁis = Encoderyy; (h?ut), 3)

Zhis = Decodery (hﬁis), “)
@)

where L denotes the number of Mamba layers in the encoder.
Overall, our design philosophy goes beyond traditional
reconstruction-based frameworks at both the paradigm and
learning-mechanism levels. (1) The proposed bidirectional-
prediction paradigm removes trivial input=output replication
through its construction. By constraining data flow into two
independent predictive paths; it prevents unintended infor-
mation leakage between inputs and outputs, thereby funda-
mentally eliminating the “identical shortcut”. (2) The frame-
work establishes explicit contextual prediction dependencies,
where each model is forced to infer the missing segment from
partial observations. This design is particularly effective at
exposing concealed anomalies manifested across segments.

R L
Zsur = Decoderpis(hiy ),

& = Concat|[Zhis, Trut)

Multi-View Residual Scanning Mamba

In BiPred, strong contextual representations of Encoderp;s
and Encodery,; are essential. Insufficient representation
learning may cause the prediction paradigm to collapse and
unreliable anomaly detection. Motivated by its strong se-
quential modeling capacity [Qin et al., 2025], we adopt a
Mamba-based backbone and design the Multi-View Residual
Scanning Mamba (MRSM) module, as shown in Figure 2(b).

Existing traffic analysis works primarily employ unidirec-
tional Mamba scanning [Deng et al., 2025; Xia ef al., 2025].

However, unidirectional scanning would yield biased repre-
sentations for h{. and h{,, [Qu er al., 2024] and fail to cap-
ture the flow—packet structure of network traffic [Zhao er al.,
2024a]. Therefore, we design a multi-view scanning strat-
egy. As illustrated in Figure 2(b), for both h{. and h , seg-
ments, we independently rearrange each representation into
two complementary views: a flow view h% € R(zP)xD apg
a packet view h% € R(P5)%D_These views are processed by
shared Mamba blocks [Gu and Dao, 2024] to capture multi-
view contextual representations b and hY. The /-th MRSM
module is represented as follows:

h% = MambaBlock(LN(hL)), (6)

hL = MambaBlock(LN(h})), (7)

where LN denotes the layer normalization.

While multi-view scanning provides effective contextual
representations, its application to network traffic presents sig-
nificant challenges. Naive fusion of the scanning branches
can repeatedly aggregate inter-view redundancy, causing
the multi-view representation to degenerate toward a single
branch [Wang et al., 2024]. To quantify this effect, we mea-
sure the linear CKA similarity between the view representa-
tions [Tran et al., 2025]. As shown in Figure 3, the simi-
larity values of the Anchor—Auxiliary scheme, i.e., between
the flow-view and the packet-view, remain high across three
datasets, indicating substantial redundancy.

To address the inter-view redundancy, we propose a novel
residual fusion mechanism, as shown in Figure 2(c). At each
layer, the flow view hL and the packet view hl are alter-
nately assigned as the anchor view h;nc and the auxiliary
view hlaux. For example, the flow view hl, serves as the
anchor at the [-th layer, while the packet view hgl takes
the anchor role at the (I + 1)-th layer. The anchor view en-
codes the primary scanning information, comprising shared-
view redundancy and anchor-specific components. For the
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Figure 3: Statistics of redundancy in multi-view scanning.

auxiliary view, only the auxiliary-specific information is re-
tained for merging with the anchor view. This residual fusion
mechanism explicitly mitigates inter-view redundancy by re-
moving the shared components from the auxiliary view. To
achieve this, we first compute the projection coefficient vec-
tor C'p0; Of the auxiliary view with respect to the anchor view
via element-wise vector projection. The shared-view redun-
dancy hﬁedun is then obtained by projecting the auxiliary rep-
resentation onto the anchor representation using Cp.j. Fi-
nally, the auxiliary-specific information is extracted by sub-
tracting the shared redundancy, yielding the residual repre-
sentation hiCS. This process is summarized as follows:

hl . ® h!
C roi = aux anc’ 8
T e ®
hl/iedun :l Cproj’ll;ncv (9)
h‘res = h‘aux - hredum (10)

where ¢ is a small constant added for numerical stability.

Our multi-view representation is formed by combining the
anchor view with the residual-specific information extracted
from the auxiliary view. As confirmed in Figure 3, the
proposed Anchor-Residual branch substantially reduces re-
dundancy compared to the naive Anchor-Auxiliary branch.
Unlike existing approaches that directly sum scanning re-
sults [Qu et al., 2024], this residual-based formulation ex-
plicitly suppresses shared-view redundancy, preventing rep-
resentation degradation. Moreover, it preserves complemen-
tary multi-view cues, as reflected by the moderate Auxil-
iary—Residual branch similarity.

h'*! = FEN(h),. + LN(h.,)), (11)

where FFN denotes a feed-forward network implemented
with two Conv1D layers [Ge e al., 2025; Chen et al., 2026a].

3.3 Training

Our objective of zero-positive training is to learn normal bidi-
rectional prediction patterns. To this end, BiPred adopts co-
sine similarity as the objective £ to enforce prediction con-
sistency. Specifically, given an input & = Concat|[@pis, Tfut)
and prediction # = Concat[@p;s, Ztut], the objective L en-
courages the predicted history Zp;s (conditioned on xgy¢) to
match the original history xp;s, and the predicted future &gy
(conditioned on xy;5) to match the original future xg,::

T 5.
L=y (- o), (12)

3.4 Anomaly Scoring

Consistent with our design philosophy, the model produces
accurate bidirectional predictions for normal traffic after
zero-positive training. During inference, previously unseen
anomalous traffic tends to violate the learned contextual de-
pendencies, resulting in degraded prediction quality. Such de-
viations are reflected by reduced similarity between the pre-
dicted output and the original input. Accordingly, we define
the anomaly score as the cosine dissimilarity [Fu ef al., 2024]
between the prediction & and the original traffic sample :

zT &
— (13)
| |l]|2|]

4 Experiments
4.1 Experimental Setup

Datasets. We evaluate on three widely used network traf-
fic anomaly detection datasets. (1) CIC-IoT2023: an intru-
sion detection dataset for Internet of Things network topolo-
gies [Neto er al., 2023].  (2) DoHBrw2020: a malicious
HTTPS traffic detection dataset [MontazeriShatoori et al.,
2020]. (3) ISCX-Tor2016: an anonymous network traffic de-
tection dataset [LashKari et al., 2017]. We sample 10,000 nor-
mal flows for training and use a balanced test set with 5,000
normal and 5,000 anomalous flows.

Evaluation Metrics. We assess model performance using
three standard metrics: Area Under Curve (AUC), Accuracy
(ACC), and F1-Score (F1), following recent studies [Zheng
et al., 2023; Lian et al., 2025al.

Baselines. We compare our method with representative ap-
proaches from three categories. (1) Network traffic anomaly
detection methods: DAGMM [Zong et al, 2018], AR-
CADE [Lunardi et al., 2023], MFR [Lian et al., 2025b], Un-
Diff [Lian et al., 2025a] and ConMD [Lian et al., 2026b].
(2) Transformer-based anomaly detection methods: Anomaly
Transformer [Xu et al., 2022], TSLANet [Eldele et al.,
20241, and iTransformer [Liu et al, 2024]. (3) Mamba-
based anomaly detection methods: CountMamba [Deng et
al., 2025] and MambaAD [Qin et al., 2025].
Implementation Details. All experiments are conducted on
an NVIDIA GeForce RTX 4090 GPU. We set the number
of residual Mamba blocks L to 3 and the token embedding
dimension D to 64. For traffic representation, we set F' = 6
packets per flow and P = 400 bytes per packet. The Adam
optimizer is used with a learning rate of 1 x 10~ and a batch
size of 128. We conduct five independent runs with different
random seeds and report the average results.

4.2 Main Results

We compare BiPred with ten strong baselines to validate its
effectiveness. The results are presented in Table 1. Based on
these results, we make the following observations:

(01): BiPred consistently outperforms all baselines across
datasets and evaluation metrics by clear margins. In par-
ticular, BiPred achieves AUC improvements of 3.16% on
CIC-10T2023 and 4.21% on DoHBrw2020. These gains
stem from the proposed prediction-based anomaly detection
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CIC-10T2023

DoHBrw2020

ISCX-Tor2016

Meth

ethods AUC(%) ACC(%) F1(%) AUC(%) ACC(%) F1(%) AUC(%) ACC(%) F1(%)
DAGMM 66.40 61.38  67.22 7741 75.18  75.07  73.28 7430  73.82
ARCADE 72.09 7732 7494  76.79 79.91 80.07  92.35 90.15 90.50
MFR 82.68 83.03 81.56  70.51 7023  73.44  93.68 91.74 9194
UnDiff 83.25 82.69 81.93 81.92 79.93 80.10  94.01 91.86 91.61
ConMD 83.76 83.11 81.80  83.44 80.14  82.09  94.35 91.79  91.23
Anomaly Transformer  64.63 67.15 71.86 78.86 78.55 78.87 92.27 90.19 90.52
TSLANet 81.64 76.62  80.04  77.04 68.93 7310  93.63 9097  90.71
iTransformer 81.32 82.07 81.95 82.44 78.66 7826  82.65 81.34  83.97
MambaAD 82.29 77.70  80.02  82.79 79.36 81.85 92.54 85.21 85.48
CountMamba 75.38 68.37  74.10  80.45 78.68 81.89 9290 89.32  89.80
BiPred 86.92 8494 83.74  87.65 83.52  84.11 96.54 93.05 93.12

Table 1: Performance comparisons (%) on three public datasets. The best results are in bold font and the second underlined.

Variant 10T2023 DoHBrw2020 Tor2016
w/o Prediction  83.93 84.35 94.21
w/o Residual 85.72 86.50 95.82
w/o Multi-View  85.40 86.29 95.63
w/o Mamba 83.64 81.83 94.01
BiPred 86.92 87.65 96.54

Table 2: Ablation results on main components (AUC).

paradigm. By utilizing bidirectional-prediction, BiPred fun-
damentally eliminates the “identical shortcut” issue and es-
tablishes a contextual prediction pipeline. Furthermore, our
Residual Scanning Mamba effectively mitigates inter-view
redundancy, encoding complementary contextual information
for more stable predictions.

(02): Existing NTAD methods, such as ConMD and UnDiff,
attempt to alleviate the “identical shortcut” issue through
feature extraction or alternative anomaly scoring strategies.
However, their modeling pipelines remain constrained within
the reconstruction paradigm, where shortcut learning is still
inherently present. In addition, most of these methods rely
on CNN-based architectures, which reduces their sensitivity
for long-range contextual anomalies.

(03): Transformer-based approaches, including Anomaly
Transformer, TSLANet, and iTransformer, perform worse
than several specialized NTAD methods. This is because
these models are primarily designed for time-series data,
where anomalies are characterized by trend and fluctua-
tions. In contrast, network traffic is often payload-encrypted,
which obscures exploitable time-series characteristics. Fur-
thermore, these approaches also adopt a reconstruction-based
pipeline, leaving them vulnerable to the “identical shortcut”
problem. Similarly, recent Mamba-based methods such as
MambaAD and CountMamba show limited effectiveness.

4.3 Ablation Study

We evaluate four ablated variants by removing key compo-
nents. The results are reported in Table 2, and the main ob-
servations are summarized as follows:

Effect of Prediction Pipeline: Replacing the prediction-

MambaAD

Figure 4: Visual comparison with reconstruction-based paradigms.

based pipeline with a conventional reconstruction pipeline
(w/o Prediction) leads to a substantial performance drop. This
clearly validates the effectiveness of our paradigm. By elimi-
nating the “identical shortcut” and enforcing cross-contextual
dependency modeling, the prediction pipeline enables more
discriminative anomaly awareness.

Effect of Residual Mamba: Removing the proposed Resid-
ual Scanning Mamba module (w/o Residual) results in no-
ticeable degradation. Combined with the statistical results
in Figure 3, this demonstrates that Residual Mamba effec-
tively mitigates inter-view redundancy through residual fu-
sion. By highlighting complementary view-specific informa-
tion, it strengthens multi-view scanning representations.
Effect of Multi-View Scanning: Discarding multi-view
scanning (w/o Multi-View) degrades performance, indicating
that a single scanning direction is insufficient to capture the
intrinsic multi-view characteristics of network traffic. No-
tably, single-view scanning (w/o Multi-View) achieves per-
formance comparable to multi-view scanning without resid-
ual fusion (w/o Residual), further confirming the necessity of
residual fusion for releasing multi-view information.

Effect of Mamba Architecture: Replacing the Mamba
backbone with CNNs (w/o Mamba) causes significant perfor-
mance deterioration. This confirms that contextual modeling
is critical for the prediction framework. CNN-based archi-
tectures lack the capability to capture long-range contextual
dependencies required for accurate bidirectional prediction,
severely limiting the effectiveness of the paradigm.
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Figure 5: Paradigm scalability study. Solid bars show performance
under the reconstruction paradigm, while dashed bars indicate gains
achieved with the prediction paradigm.
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Figure 6: Hyperparameter sensitivity analysis across three datasets.

4.4 Paradigm Comparison

Figure 4 empirically demonstrates the superiority of our
prediction-based paradigm. In reconstruction-based meth-
ods, the “identical shortcut” is easily triggered, causing mod-
els to learn a trivial identity mapping regardless of input
normality [Lian er al., 2025al. As observed in MambaAD
and CountMamba, anomalous traffic (red rectangles) can be
reconstructed with fidelity comparable to normal samples
(green rectangles), violating the core assumption of anomaly
detection. In contrast, our prediction-based framework funda-
mentally avoids this shortcut. Normal samples (green rectan-
gle) yield outputs closely matching the input, whereas anoma-
lous traffic (yellow rectangle) produces significant prediction
deviations. This clearer anomaly separability qualitatively
validates the advances and effectiveness of our paradigm.

4.5 Paradigm Scalability

To assess paradigm scalability, we replace the reconstruction-
based pipelines in several representative baselines with our
prediction-based pipeline. The results, shown in Figure 5,
demonstrate that our BiPred exhibits strong scalability. All
replaced baselines achieve substantial performance gains,
confirming the generality and effectiveness of the bidirec-
tional prediction paradigm. These observations indicate that
the benefits of shortcut elimination and enhanced contextual
modeling can be naturally transferred to existing methods.

4.6 Hyperparameter Analysis

Figure 6 presents the sensitivity analysis of two key hyperpa-
rameters in BiPred. The observations are as follows:

(01): The parameter F' controls the amount of flow-view
contextual information used for prediction. A relatively small
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Figure 7: Inference overhead comparison with baseline methods.

F is sufficient to establish effective flow-level context and an
intrinsic predictive pipeline. In contrast, excessively large F’
degrades detection performance.

(02): The parameter L determines the contextual repre-
sentation capacity of the Mamba encoder in the prediction
pipeline. Our results show that performance stabilizes for
L > 3, so we set L = 3 for both prediction branches to trade
off contextual representation and computational efficiency.

4.7 Overhead Analysis

Detection overhead is a critical consideration for the practi-
cal deployment of NTAD systems. Figure 7 compares the
average AUC across three datasets and the inference latency
of competitive approaches. While CNN-based methods have
linear complexity O((F - P)D), they rely on extensive fea-
ture engineering, which introduces non-negligible overhead.
Transformer-based approaches suffer from quadratic com-
plexity O((F - P)?D), leading to substantial computational
costs. In contrast, Mamba-based architectures exhibit linear
complexity O((F - P)D), providing significantly higher ef-
ficiency. This advantage enables the practical deployment of
our bidirectional-prediction paradigm and multi-view scan-
ning mechanism. Overall, compared with all baselines, our
method achieves both superior detection performance and
millisecond-level inference efficiency.

5 Conclusions

In this work, we propose BiPred, the first bidirectional
prediction-based paradigm for the NTAD task. From a con-
ceptual paradigm perspective, we move beyond conventional
reconstruction-based frameworks by eliminating the inherent
risk of the “identical shortcut” and reformulating anomaly de-
tection as a contextual prediction problem. This shift estab-
lishes explicit bidirectional contextual dependencies and en-
ables more sensitive and reliable anomaly detection. From a
methodological perspective, we introduce a novel Multi-View
Residual Scanning Mamba architecture to explicitly address
inter-view redundancy in multi-view scanning. The proposed
design preserves complementary multi-view information and
effectively supports contextual prediction. Extensive exper-
imental results demonstrate the effectiveness of the BiPred.
Overall, this work establishes a prediction-based paradigm
for NTAD, opening new opportunities for future research.
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