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Abstract

Machine unlearning, the process of removing spe-
cific data influences from Machine Learning mod-
els, is critical for complying with regulations like
the GDPR’s right to be forgotten and addressing
copyright disputes in large models. Despite its
rising importance, the field still lacks standard-
ized tools, hindering reproducibility and evalua-
tion. Here, we present, in an extensive way, ERA-
SURE, a unified framework enabling reproducibil-
ity by implementing common unlearning tech-
niques, evaluation metrics, and dedicated datasets.
ERASURE advances research, ensures solution
comparability, and facilitates reproducibility, ad-
dressing future legal and ethical challenges in data
management.

1 Introduction

Rapid adoption of machine learning (ML) across industries
has brought significant advances in automation, decision
making, and data-driven insights. However, it has also intro-
duced challenges related to data handling in compliance with
legal and ethical standards. In particular, the right to erasure
(or right to be forgotten) in regulations such as the General
Data Protection Regulation (GDPR) requires that individuals’
data be selectively removed upon request [Mantelero, 2013].
Upon such requests, the model’s owner should build a new
version without the removed data. However, retraining these
models after every request is impractical due to the significant
time, economic and environmental costs involved [Crawford,
2022], especially for large models. To overcome this prob-
lem, machine unlearning — the process of efficiently remov-
ing the influence of specific data points from a model — is
emerging as a cornerstone of ethical Al, promoting compli-
ance, accountability, and privacy in data-driven applications.

Machine unlearning is a growing field that currently lacks
a widely accepted reference framework for collecting meth-
ods, metrics, and datasets. Some studies in the literature have
attempted to address this limitation. For instance, in [Choi
and Na, 2023], the authors provide the implementation of a
limited number of existing unlearning techniques and met-
rics. However, the repository has not been designed to be an
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Figure 1: Extended Machine Unlearning Process: The dotted ar-
rows depict training/unlearning operations. The main flow com-
prises steps from (1) to (4). Steps (®) to (2) depict the evaluation.

openly available library: the codebase does not allow easy ex-
tensions or usage in scenarios other than the replication of the
experimental results of the paper. A further attempt at aggre-
gating resources within machine unlearning is presented in
[Nguyen er al., 2022], where references to code repositories
of the primary unlearning techniques presented in the liter-
ature are collected. However, this collection remains frag-
mented, highlighting the pressing need for a unified frame-
work that provides a standardized interface for seamlessly
adopting diverse unlearning techniques and scenarios.

To bridge this gap, we introduce ERASURE ', a standard-
ized evaluation framework for the machine unlearning pro-
cess [Hayes et al., 2024]. It provides ready-to-use implemen-
tations of various unlearning techniques, including retraining-
based and approximate methods, along with metrics to as-
sess efficacy, utility, and efficiency [Hayes et al., 2024;
Koudounas et al., 2025]. ERASURE also offers curated
datasets for benchmarking, ensuring adaptability across vari-
ous use cases. By integrating existing solutions, datasets, and
evaluation measures within a unified framework, ERASURE
enhances reproducibility, accelerates advancements, and pro-
motes alignment with regulatory standards.

To showcase ERASURE’s flexibility and robustness, es-
tablishing it as a reference for future advancements in ma-
chine unlearning, this paper first introduces the Machine Un-
learning Process, then it presents an overview of ERASURE.
Section 3 presents use case scenarios through a main con-
figuration, enabling reproducible experimental evaluations of
various unlearning techniques.

lcode available at
aiim-research/ERASURE

https://github.com/
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Figure 2: Overview of the main classes of the ERASURE Unlearn-
ing Framework and their relations.

2 ERASURE Unlearning Framework

Unlearning Process - The Unlearning Process (UP) typi-
cally adopted at production time comprises steps @ to @
and uses the already available (a) and (b) as shown in Fig.

1. The UP has access to the Original Model (b) and its
Train Set D (@) (e.g., an image classification model, trained
on images published by users on a social network). The UP
is triggered when a User’s Unlearning Request (1) is re-
ceived. The Unlearning Request is identified by the Forget
Set Dy (2) - the specific set of instances that must be un-
learned (e.g., all pictures published by a specific user). The

Retain Set, D, = D \ Dy, (X) is the subset (grey dotted
line on the left of Fig. 1) of the Train Set D that must not be
deleted. Then, a specific Unlearner (i.e., Unlearning Method)
() is applied to the Original Model to create the Unlearned
Model @ , which must not have the influence of the For-
get set instances. Note that some Unlearners can use only the
Forget Set Dy while others also use the retain one D, as de-
picted by the grey line in the middle of Fig. 1. To have an
extended picture of the Machine Unlearning Process, refer to
steps () to (z) as well. In this case, the primary interest
is to precisely quantify the quality of the unlearning scenario
that researchers and practitioners face (i.e., a company wants
to test different unlearners on their datasets and solutions, or a
researcher wants to test their method against the SotA ones).
To do so, many measures in the SotA rely on the Gold Model
@ , which is the Original Model trained from scratch on the
Retain Set. In the following, we will detail ERASURE design
principles and its core components that help researchers and
practitioners to meet their goals.

Design Principles - ERASURE is designed to support
the needs of researchers and practitioners who aim to test
and compare various unlearning techniques across multiple
datasets, tasks, and models in a flexible and reproducible way.
To meet full extensibility and flexibility, the framework fol-
lows object-oriented programming by grounding on abstract
classes and fully embracing the factory pattern and the inver-
sion of control paradigms. The companion of these principles
is fully configurable workflows - shown in Sec. 3 - that pro-
vide robustness and precise control at the same time. The
modular structure promotes easy integration of new datasets,
unlearning methods, original models, and evaluation metrics.
Moreover, to enhance reproducibility, ERASURE includes
the implementation of the SotA unlearners, datasets, models,
and measures, which can be used out-of-the-box for custom
experiments by defining them in the main configuration file.

2.1 Core Components

ERASURE includes components (see Fig. 2) designed to de-
velop and evaluate all the aspects of the unlearning process.
Hereafter, we present the three main modules: data manage-
ment, unlearning methods, and evaluation with measures.
Data Management - The DatasetManager orchestrates
data handling by creating the DataSource, which is respon-
sible for loading data from a specific source (e.g., files or
repository). ERASURE provides built-in support for all
the datasets available through the widely-used libraries Hug-
gingFace [HuggingFace, 2025], TorchVision [TorchVision,
2025], and UCI Repository [Kelly et al., 2025]. Once loaded,
the data undergoes a series of — built-in or custom — prepro-
cessing steps that are applied on the fly as batches are loaded.
Developers can seamlessly integrate their own preprocessing
logic by porting their existing code into ERASURE. ERA-
SURE’s vision is that the data can be partitioned through a
cascade of configurable DataSplitters. ERASURE already
provides the splitters that solve the typical selection scenar-
ios, e.g., by percentages, based on class groupings, or by a
fixed sample count. This versatility enables users to define
data partitions (such as training, testing, forget, or retain sets)
to suit their specific experimental protocols without coding.
Unlearning Methods - The Unlearner class encompasses
the common logic of each unlearning strategy. In ERA-
SURE, we specifically included the most adopted and widely
recognized Unlearners from the literature to evaluate the
key dynamics of the machine unlearning field, ranging from
retraining-based methods to efficient approximate techniques
such as selective gradient dampening and synaptic decay:
Gold-Model, Fine-Tuning, Successive Random Labels, CF-
k [Goel et al., 20221, EU-k [Goel et al., 2022], NegGrad
[Golatkar er al., 20201, Advanced NegGrad [Choi and Na,
20231, UNSIR [Tarun et al., 2023], Bad Teaching [Chun-
dawat ef al., 2023a], SCRUB [Kurmanji et al., 2024], Fisher
Forgetting [Golatkar er al., 20201, Selective Synaptic Damp-
ening [Foster et al., 20241, and Saliency Unlearning [Fan et
al., 2023]. Moreover, the 13 available Unlearners have been
implemented and refactored, with the possibility of chaining
(i.e., by adopting the Cascade class) them together or apply-
ing different combinations of them, e.g., using any unlearning
method by exploiting the saliency maps generated by SalUn.
Evaluation - The Evaluator module incorporates all the
necessary components for assessing the different kinds of per-
formance of unlearning techniques, such as efficiency and
efficacy. To facilitate large-scale experiments, the Evalua-
tor Manager automates the setup and evaluation process by
initializing all the required Measures (see its abstract class)
and by executing them sequentially. A shared Evaluation ob-
ject collects the results of the evaluated measures. The eval-
uation starting point (see the Runners measure class) might
include efficiency performance metrics such as the running
time, the FLOPS (floating point operations), and memory us-
age (implemented through PAPI [ICL, 2024] and torch Pro-
filer, because these metrics must be measured during the
running of each Unlearning method. With respect to effi-
cacy, we implemented UMIA (i.e., Unlearning-specific MIA)
[Hayes et al., 2024], Relearning Time [Tarun et al., 2023;
Golatkar et al., 2021; Golatkar et al., 2020], Anamnesis Index
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Listing 1: Structure of the main configuration snippet for an
ERASURE experiment. (IV.S) compacts sub-modules namespace.

Listing 2: Detail of the data management configuration of an
ERASURE experiment. It replaces Lines 3—4 of Listing 1.

I "data": {"class":"<NS>.DatasetManager",

2 "parameters": { "DataSource": {...},
"partitions": ["p_1", ..,"p_n"l}},

i "predictor": {"class": "<NS>.TorchModel",

5 "parameters": {

6 "optimizer": {"class": "torch.x.Adam"},

7 "loss_fn": {"class": "torch.=*.
CrossEntropyLoss"},

8 "model": {"class":"<NS>.ResNetl1l8"}}},

9 "unlearners": [

10 {"class": "<NS>.GoldModel",

"parameters": { ... }},
11 {"class":"<NS>.AdvancedNegGrad",
12 "parameters": { "optimizer":
{...1, 1,
13 "evaluator":{"class": "<NS>.Evaluator",
14 "parameters": { "measures":[ ... ] } }

[Chundawat er al., 2023b] and Adaptive Unlearning Score
(AUS) [Cotogni et al., 2023]. For accuracy, all metrics in
scikit-learn [Pedregosa et al., 2011] are available.

3 Proof of Concept

The ERASURE users (i.e., researchers and practitioners) can
define their experiment through a main configuration file (in
JSON notation), which enables the design and execution of
complex testing scenarios in a straightforward and repro-
ducible manner. Listing 1 outlines the structure of the main
configuration, which consists of four fundamental sections:
data, predictor, unlearners, and evaluator. Hereafter, we dis-
cuss a specific case study that shows how ERASURE enables
an experiment to be made easily and reproducibly.

To do so, we choose to model one of the most referenced
but challenging scenarios of the unlearning literature, i.e., we
need to unlearn a set of individuals that were part of the train-
ing set of a binary classifier able to determine whether the
person in the input image is smiling or not. As shown in
the main configuration (Listing 1), we defined the ResNetI8
model in the predictor JSON object (Line 4) and the CelebA
dataset [Liu et al., 2015] as the dataset and we indicated the
binary attribute “is_smiling” as ground truth. Technically,
the dataset and the partitions we want to use are defined in
the data JSON object (Line 1 of Listing 1) by specifying
the DataSource and the chain of partitions/subsets obtained
through the Splitters (see Line 1 of Listing 1 and the details
reported in Listing 2). In this case, the CelebA dataset is di-
rectly gathered from TorchVision (Line 2) and then divided
into four partitions by the following sequence of three split-
ters: i) (Line 5) the Forget Set is defined through persons’ IDs
from the whole dataset; ii) (Line 8) the Retain Set (80%) and
the Testing Set (20%) are then obtained from the remaining
data (other _ids) of the previous splitter; iii) (Line 11) finally,
the Train Set is obtained by concatenating the Retain and the

1 "DataSource": {

2 "class":"<NS>.TVDataSourceCelebA",

3 "parameters": {"path":"torchvision.

datasets.CelebA"},

4 "partitions": [

5 {"class": "<NS>.DataSplitterByz",

6 "parameters": "parts_names":["forget",
"other_ids"],

7 "z_labels":[2820, 3227, ... 1 },

8 {"class":"<NS>.DataSplitterPercentage",

9 "parameters": {"parts_names":["ret", "
test"], "percentage": 0.8,

10 "ref_data":"other_ids"}},

11 {"class": "<NS>.DataSplitterConcat",
12 "parameters":{"parts_names":["t", "-"],
13 "concat_splits":["ret", "forget"]}}] }

Method Time (s) Acc AUS RT AIN UMIA
Gold Model 2048.487 0.921 0.980 2 1.000 0.525
AdvNegGrad 644.660 0.924 0946 0 0.004 0.544
FineTuning 321.668 0.918 0.969 4 1995 0.517

CF-k 257.491 0.923 0.949 100 49.756 0.521
EU-k 2632.165 0.923 0.951 35 17.418 0.540
SuccRandLabels 275.832 0.922 0970 2 1.000 0.525

NegGrad 1.479 0.922 0959 4 2.000 0.537
0.924 0946 0 0

Original Model / 0.544

Table 1: Results of the Proof of Concept. Acc = Accuracy, RT =
Relearning Time (in Epochs).

Forget sets. This sequence of operations is designed to show
the potential of ERASURE and guarantee that the Forget Set
is not part of the Test Set. The predictor JSON object allows
to specify all the model details. In this case, we configured
the TorchModel to directly use the PyTorch networks and set
all its parameters, like the optimizer and loss function (no-
tably, in Lines 6 and 7, we use the original implementations
and parameters without requiring further modifications). The
unlearners JSON object (line 9) defines the list of unlearners,
which will be evaluated in sequence but in an isolated man-
ner. For example, lines 11-12 of Listing 1 show how to define
the AdvancedNegGrad unlearner.. The evaluator JSON ob-
ject (13) defines the list of measures that must be used with
their parameters — omitted here for the sake of space. Once
the experiment is defined, it is possible to run it to produce
the results that we reported in Table 1.

As proof of concept, all baseline Unlearners maintain the
same accuracy as the Original Model but differ significantly
in Execution Time. NegGrad is the fastest among them, while
re-training the model from scratch (Gold Model) is, as ex-
pected, among the slowest.
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