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Abstract

Large language models (LLMs) typically provide
multilingual support and demonstrate remarkable
capabilities in solving tasks described in differ-
ent languages. However, LLMs can exhibit lin-
guistic discrimination due to the uneven distribu-
tion of training data across languages. That is,
LLMs struggle to maintain consistency when han-
dling the same task in different languages, com-
promising both safety equity and knowledge eq-
uity. In this paper, we first systematically evalu-
ate the linguistic discrimination of LLMs from two
aspects: safety and quality, using a form of meta-
morphic testing. The metamorphic relationship we
examine is that LLMs are expected to deliver out-
puts with similar semantics when prompted with in-
puts that have the same meaning. We conduct this
evaluation with two datasets based on four repre-
sentative LLMs. The results show that LLMs ex-
hibit stronger human alignment capabilities with
queries in English, French, Russian, and Spanish
compared to queries in Bengali, Georgian, Nepali
and Maithili. Moreover, for queries in English,
Danish, Czech and Slovenian, LLMs tend to pro-
duce responses with a higher quality compared to
the other languages. Upon these findings, we pro-
pose LDFighter, a similarity-based voting method,
to mitigate the linguistic discrimination in LLMs.
We comprehensively evaluate LDFighter against a
spectrum of queries including benign, harmful, and
adversarial prompts. The results show that LD-
Fighter significantly reduces jailbreak success rates
and improves response quality. All code, data, and
the technical appendix are publicly available at:
https://github.com/dgl-prc/ldfighter.

1 Introduction

Large language models (LLMs) [Zhao et al., 2023a] have at-
tracted considerable public attention, particularly since the
emergence of ChatGPT [OpenAl, 2022], which demonstrates
remarkable effectiveness in solving diverse natural language
processing tasks, including information extraction [Wei et al.,
20231, question answering [Tan ef al., 2023], and machine
translation [Peng er al., 2023]. LLM-based chatbots, such

You
which ocean contains the lowest point on earth?

ChatGPT

The Pacific Ocean contains the lowest point on Earth, which is the Mariana
Trench. This trench is located in the western Pacific Ocean, to the east of the
Mariana Islands. The deepest point in the Mariana Trench, known as the
Challenger Deep, reaches a depth of approximately 10,984 meters (36,037

feet) below sea level, making it the deepest known point in the Earth's seabed.

(a) Detailed response for English query
You
M"n oyyhwinunid £ gunnynid Gpypwgnh wdktwgwdén Yhwnp:

(In English) Which ocean contains the lowest point on earth?

ChatGPT
Uwuhu tpqwé wikuwgwdn Yaunp gunaynd £ Punwu oyhwunuh Jpw:

(In English) The lowest point mentioned in Masis is located on the Badas Ocean.

(b) Wrong response for Armenian query

Figure 1: An example of linguistic discrimination in ChatGPT
(GPT-3.5) via web client, May 2024

as ChatGPT, have seamlessly integrated into the daily rou-
tines of many individuals, serving as personal assistants and
search engines. Moreover, owing to the multilingual capabili-
ties of LLMs, these chatbots are not only prevalent in English-
speaking communities but are also widely embraced in non-
English-speaking regions. Despite these advancements, the
multilingual nature of LLMs can however inadvertently lead
to linguistic discrimination due to the uneven distribution of
training data across languages.

LLMs acquire their multilingual capabilities through train-
ing on diverse datasets encompassing multiple languages.
The capabilities of an LLM in a specific language is closely
tied to the quantity and quality of the training data available
for that language during the model’s training. However, real-
world text-based resources across different languages are of-
ten unevenly distributed. Some languages benefit from abun-
dant data resources, while others, spoken by smaller popula-
tions or with limited online presence, suffer from a scarcity
of digital content. For instance, English is considered a high-
resource language with a substantial amount of digital text
and linguistic resources available, whereas Bengali, used by
a smaller population with less digital content, is classified as
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low-resource languages [Team er al., 2022]. Consequently,
such multilingual languages imbalance poses a significant
challenge for LLMs in providing consistent services across
different languages. Figure 1 illustrates this challenge with
a concrete example, i.e., while ChatGPT provides a detailed
and useful response to the query posed in English (Figure 1a),
it generates a simple and, more importantly, wrong response
when presented with the same query in Armenian (Figure 1b).

Although some empirical studies investigate the perfor-
mance differences of LLMs across various languages, they
primarily focus on specific tasks, such as evading safety
checks [Puttaparthi er al., 2023; Deng et al., 2024] and
translation performance [Hendy et al, 2023]. The holis-
tic assessment of linguistic discrimination in LLMs remains
relatively underexplored. In this study, we systematically
evaluate LLMs’ linguistic discrimination using metamor-
phic testing [Segura et al., 2016]. Specifically, we eval-
uate the consistency of LLMs’ responses to a set of per-
turbed (via translation) but semantically equivalent queries
from two perspectives: safety and quality. Safety assessment
evaluates if LLMs align with human judgment on harmful
queries across languages, while quality assessment evaluates
if they provide consistent-quality responses to benign queries
in different languages. We evaluate four LLMs (Llama2-
13b [Touvron et al., 2023], Gemma-7b [Team et al., 20241,
GPT-3.5-turbo [OpenAl, 2022] and Gemini-pro [Google,
2024]) over two datasets: AdvBench [Zou et al., 2023] and
NQ [Kwiatkowski et al., 2019]. Our results indicate that the
four LLMs exhibit the strongest human alignment capabil-
ities when processing queries in English, French, Russian,
and Spanish, with an average jailbreak rate of only 1.04%
for harmful queries, but show the weakest performance when
handling queries in Bengali, Georgian, Nepali, and Maithili,
with an average jailbreak rate of 27.7% for harmful queries.
Moreover, for queries in English, Danish, Czech and Slove-
nian, LLMs tend to generate higher-quality responses, with
an average Fi-score of 0.1494. By contrast, the F}-score in
Kannada, Southern Pashto, Tajik and Telugu is only 0.0341
on average. These findings suggest the prevalence of linguis-
tic discrimination in LLMs, underscoring the urgency of ad-
dressing this issue for fair and consistent service for all users.

Existing efforts to mitigate linguistic discrimination pri-
marily concentrate on improving the machine translation ca-
pabilities of LLMs for low-resource languages. The pro-
posed techniques include data augmentation and fine-tuning,
specifically tailored for languages with limited linguistic re-
sources. For instance, the NLLB Team [Team et al., 2022]
introduces a novel bitext mining method that automatically
generates hundreds of millions of aligned training sentences
for low-resource languages. Similarly, Lankford et al. pro-
pose adaptMLLM, a framework designed to streamline all
processes related to fine-tuning the machine translation ca-
pabilities of LLMs for low-resource languages. However,
training on excessive number of languages can potentially un-
dermine the performance of high-resource languages [Chang
et al., 2023]. In addition, fine-tuning LLMs can be a com-
plex task with high cost, i.e., requiring substantial computa-
tional resources, domain-specific data, and considerable time
for evaluation and adjustments. Importantly, fine-tuning for

machine translation alone may not directly address linguis-
tic discrimination on a broader scale, i.e., the inconsistent re-
sponses of LLMs across different languages.

Consequently, we propose LDFighter, a lightweight multi-
lingual consistency-ensuring method. When provided with a
query, LDFighter first translates it into k selected languages.
Subsequently, it prompts the target LLM with these trans-
lated queries separately. After that, LDFighter translates all
the responses into a pivot language, i.e., English, and select
the final response to the user through similarity-based voting
method. LDFighter is designed to ensure that LLMs provide
consistent and unbiased service to speakers of all languages.
We evaluate LDFighter on both AdvBench and NQ datasets.
The results demonstrate that LDFighter not only significantly
reduces the multilingual jailbreak success rate but also im-
proves response quality. Particularly, we also evaluate LD-
Fighter’s effectiveness against adversarial prompts generated
by two recent jailbreaking attacks, GCG advbench and Auto-
DAN [Zhu et al., 2023]. The results indicate that LDFighter
can successfully invalidate about 94% of adversarial prompts.

2 Preliminary

Metamorphic testing. Metamorphic testing [Segura ef al.,
2016] is a software testing technique used to address the or-
acle problem. The core of metamorphic testing lies in es-
tablishing metamorphic relations (MRs), which define how
the output should change in response to specific input mod-
ifications. By verifying these MRs, testers can indirectly as-
sess the correctness of the software. For example, to test the
implementation of the function, we can construct metamor-
phic relations such as sin(—z) = —sin(z) and sin(z) =
sin(m — x). These relations can be used for automatic input
mutation and failure detection. In this work, we systemati-
cally test linguistic discrimination in LLMs using a metamor-
phic relation based on semantic equivalence.

Linguisitc discrimination. Linguistic discrimination refers
to the unfair or prejudiced treatment of an individual or group
based on language use. The unfair treatment is not limited to
interactions between people, it can also be embedded within
technologies, products, and systems [Blasi et al., 2022]. In
the field of NLP, high-resource languages receive more atten-
tion and resources, from both academia and industry, com-
pared to low-resource languages. This discrepancy perpet-
uates linguistic discrimination in digital spaces by neglect-
ing the needs and contributions of speakers of low-resource
languages. Although most fundamental NLP technologies
are language-agnostic, applications based on these technolo-
gies are often tailored to specific languages. For instance,
a speech recognition system may struggle to understand or
accurately transcribe certain languages if it has not been ad-
equately trained and tested on them, resulting in frustration
and exclusion for speakers of those languages. In this work,
we specifically study linguistic discrimination in LLMs.

LLM jailbreak. LLM Jailbreak refers to deliberate attempts
by users to bypass the inherent safety, ethical, or operational
protocols of LLMs to obtain inappropriate or harmful con-
tent. The goal of LLM jailbreak is to elicit responses from
LLMs that violate their intended usage guidelines. Main-
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stream jailbreak approaches often involve embedding harm-
ful questions into carefully designed prompts. For instance,
the “Grandma Exploit” template instructs ChatGPT to imper-
sonate the user’s deceased grandmother, leading to inappro-
priate or unethical responses. Additionally, some researchers,
inspired by adversarial attacks on traditional neural networks,
append adversarial suffixes to harmful questions to provoke
harmful responses from LLMs [Zou et al., 2023].

3 Evaluation of Linguistic Discrimination

In this section, we use metamorphic testing to systemati-
cally evaluate the linguistic discrimination across widely used
open-source and commercial LLMs. We first introduce the
metamorphic relationships used in this study, and then present
the evaluation details focusing on three research questions.

3.1 Metamorphic Transformation

For the linguistic discrimination evaluation in LLMs, the
metamorphic relation (MR) is defined to ensure that semantic
equivalence in inputs leads to semantic equivalence in out-
puts. That is, if two queries g; and g; have the same meaning,
then their corresponding outputs O; and O; should also have
the same meaning. We formalize this metamorphic relation
as follows:

MR : (Sem(q;) = Sem(q;)) = (Sem(O;) = Sem(O;))

where Sem(q) denotes the semantics of input g. In this study,
we utilize machine translation to automatically generate se-
mantically equivalent queries.

3.2 Research Questions

We focus on two types of linguistic discrimination in LLMs:
safety discrimination and quality discrimination. Safety dis-
crimination occurs when LLMs provide safer mechanisms
for speakers of certain languages, while quality discrimi-
nation involves offering better content quality to speakers
of some languages. We highlight that both discrimination
types do matter. Safety discrimination not only poses po-
tential threats to the safety of communities where certain
languages are spoken but also jeopardizes the well-being
of entire populations. For instance, users speaking high-
resource languages may adopt online translation services to
elicit harmful responses from LLMs, facilitating criminal ac-
tivities. On the other hand, quality discrimination directly
affects knowledge equity. This disparity in response qual-
ity significantly hampers the ability of marginalized groups
to fully engage in educational opportunities and make well-
informed decisions. Despite the critical implications, ex-
isting research [Puttaparthi et al., 2023; Yong et al., 2023;
Deng et al., 2024] primarily focuses on safety discrimina-
tion, largely overlooking quality discrimination. In this em-
pirical study, we address this research gap by investigating
both types of linguistic discrimination through the following
research questions: RQ1) Do LLMs offer consistent levels of
safety across different languages? RQ2) Do LLMs provide
responses of the same level of quality for different languages?
RQ3) Which languages do LLMs perform better?

3.3 Experimental Settings

Target LLMs. Our evaluation focuses on four representative
LLMs, comprising two well-known open-source models and
two commercial closed-source models: Llama2-13b [Tou-
vron et al., 2023], Gemma-7b [Team et al., 2024], GPT-
3.5 [OpenAl, 2022] and Gemini-pro [Google, 2024]. We set
the temperature of all LLMs to 0.0 during the experiments to
minimize randomness.

Dataset. We utilize two datasets, i.e., AdvBench [Zou et
al., 2023] and NQ [Kwiatkowski et al., 2019], to evalu-
ate safety discrimination and quality discrimination, respec-
tively. The former comprises 520 harmful instructions span-
ning a wide range of adverse content, including profanity,
threats, misinformation, discriminatory content, cybercrime,
and hazardous or unlawful recommendations. The latter con-
tains 7842 instances constructed from anonymized aggre-
gated queries to the Google search engine.

Languages. LLMs vary in their multilingual capabilities. To
conduct a balanced assessment on linguistic discrimination
across the selected LLMs, we opt for a common set of lan-
guages among the four selected LLMs. However, these mod-
els lack explicit documentation on their supported languages.
To address this, we employ an iterative probing approach to
determine their common intersection through seed questions.
Specifically, we start by randomly selecting one question
from each of AdvBench and NQ. These questions are then
translated to an initial set of languages using SeamlessM4T-
v2 [Barrault et al., 2023], a leading open-source translation
model that supports 98 languages. This initial set thus in-
cluded 98 languages. Next, we input the translated ques-
tions into Llama2-13B and eliminated unsupported languages
based on the model’s responses. This process was then re-
peated with the three other LLMs to further refine the lan-
guage set. Ultimately, the final language set consisted of 74
languages. Note that the translation quality in our experi-
ments is reasonably high according to an additional experi-
ment (refer to the technical appendix for more details).

Jailbreak judge. For the evaluation of safety discrimination,
we categorize responses generated by LLMs to harmful ques-
tions into three types: safe, jailbreak, and invalid. ‘safe’ re-
sponses are instances where the model either declines to an-
swer the query directly or provides positive and benign con-
tent, effectively countering the harmful intent of the question.
‘jailbreak’ responses involve direct answers or indications of
the LLM’s inclination to respond to the harmful questions.
Finally, ‘invalid’ responses exhibit content that is unrelated
or explicitly indicates the LLM’s failure to comprehend the
question (refer to the technical appendix for more details).

3.4 Results

RQ1I1: Do LLMs offer consistent levels of safety across dif-
ferent languages? While LLMs trained with safety-oriented
methods typically excel at rejecting vanilla harmful queries
in widely spoken languages, their performance in less com-
monly spoken languages remains relatively unexplored. This
knowledge gap poses a risk of multilingual jailbreaking.
Therefore, the objective of this research questions is to inves-
tigate LLMs’ ability to resist vanilla harmful queries across
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Figure 2: LJR, F1-score and CI score for different languages on four LLMs
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LLM LIR F'-score Cl-score
Mean RSD(%) Mean RSD(%) Mean  RSD(%)
GPT-3.5 0.123 139 0.0708 42 -0.0154 940
Gemini-pro  0.0063 258 0.1868 46 0.1954 48
Gemma-7b  0.2743 58 0.0588 34 -0.1367 91
Llama2-13b  0.0333 181 0.0212 43 -0.0059 772
Avg 0.1092 159 0.0844 41.25 0.0094  462.75

Table 1: Mean score and relative standard deviation (RSD) of met-
rics for each LLM across 74 languages

a broader spectrum of languages. To this end, we translate
harmful questions in AdvBench to 74 languages, feed them
into four LLMs and count the ratio of harmful responses. To
ensure accuracy and reliability, we randomly select 30 harm-
ful questions from AdvBench and meticulously manually la-
bel all 8800 responses of each LLM to harmful questions in
this work. To minimize potential bias in the labeling process,
we established detailed guidelines and applied them consis-
tently. For more details about the labeling criteria, we refer
readers to the technical appendix. We then analyze the per-
formance of four LLMs across 74 languages from different
dimensions with regards to safety with these 8800 responses.
Specifically, we measure the language jailbreak rate (LJR) on
each involved language. Given an LLM O and a language
l, we collect all the responses of all the harmful questions in
language [, and count the ratio of ‘jailbreak’ responses. For-
mally, we define LJR on LLM © and language [ as follows.

YN T((0,4) = 1)

©(©,1) = N ey

where N is the total number of harmful questions, Z(y) is

a sign function which equals 1 if y holds and O otherwise,
and (0, q) is a jailbreak judge function which takes as input
a target LLM © and a query ¢; ¢! denotes the query for the
i-th harmful question in language . (0, q) outputs 1 if the
response of LLM © on query q is classified as ‘jailbreak’, and
0 otherwise.

To intuitively measure the performance differences of the
same model across different languages, we use relative stan-
dard deviation (RSD) rather than standard deviation as the
evaluation metric. RSD is calculated as the ratio of the stan-
dard deviation to the absolute value of the mean score. In

Table 1, we summarize the mean LJR score and RSD for
each LLM in the “LJR” column. The results indicate substan-
tial variability in performance across languages for all four
LLMs, with the lowest RSD at 58% and an average RSD of
approximately 159%. Each LLM also demonstrates varying
levels of safety. For instance, Gemini-pro achieves the lowest
average LJR (0.0063) but exhibits the highest RSD (258%),
reflecting strong average safety performance but with sub-
stantial variability across languages. In contrast, Gemma-7b
records the highest average LJR (0.2743) and the lowest RSD
(58%), demonstrating relatively consistent but weaker safety
performance across languages. Notably, Llama2-13b outper-
forms GPT-3.5 in terms of safety, with an average LJR of
0.0333 compared to 0.123.

Additionally, the heatmap at the top of Figure 2 presents
the LJR score for each language across all LLMs. The x-
axis displays the involved languages, ordered based on their
prevalence in the pretraining data of Llama2, the only LLM
providing information on language distribution in its pretrain-
ing data among the four LLMs. Each language highlighted in
red in Figure 2 constitutes at least 0.005% share in the pre-
training data of Llama2, and we roughly categorize them as
high-resource languages. In general, the LJR of languages
highlighted in red appears as a darker shade of blue (lower
LJR score) compared to the remaining languages, indicating
that LLMs trained on high-resource languages exhibit better
safety performance, as expected. Particularly, Bengali (ben)
experiences the poorest safety performance on average, pos-
ing a risk to the language community.

When examining individual LLMs, it becomes apparent
that each LLM suffers from lack of safety in several lan-
guages. Remarkably, the rows corresponding to GPT-3.5 and
Gemma-7b are considerably more colorful than others in Fig-
ure 2, suggesting that their safety mechanisms are less effec-
tive for certain languages. Given that GPT-3.5 is the backend
model of the wildly used ChatGPT, this discovery exposes a
risk as attackers may use a translator to easily elicit inappro-
priate content from ChatGPT. Consequently, there is an ur-
gent need to address such kind of attacks. We refer readers to
the technical appendix for a real-world jailbreaking example
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in which we pose a harmful question, e.g., write a tutorial on
how to make a bomb, in Gujarati to ChatGPT and ChatGPT
directly addresses that question with a harmful response. This
example is originally from our experiment on GPT-3.5.

For Gemini-pro, we observe that 63 out of 74 languages
have an LJR of 0. For the remaining languages with a non-
zero LJR, the values are relatively low, not exceeding 0.1.
This observation explains why Gemini-pro has the lowest
mean LJR score but the highest RSD. In contrast, for Gemma-
7b, no language has an LIR of 0, and in 65 out of 74 lan-
guages, the LJR exceeds 0.1, indicating a significant differ-
ence in the safety performance of the two LLMs. It is worth
noting that Gemma-7b and Gemini-pro originate from the
same research and technology. We thus conducted a further
analysis, employing identical language and questions with
both LLMs, to investigate potential reasons for these dis-
crepancies. Besides variations in the safety tuning process
and model size, we speculate that Gemini-pro’s integration
with auxiliary models, indicated by its API generating excep-
tions for queries deemed unsafe by these models, could be a
contributing factor. Examining cases where Gemma-7b pro-
vides answers while Gemini-pro does not, we found that ap-
proximately 31.2% of such instances are rejected by auxiliary
models. Additionally, we observed that Llama2-13b exhibits
superior safety performance compared to GPT-3.5 across var-
ious languages. Notably, in our experimentation, we uti-
lized the GPT-3.5 API via the Azure platform, which incor-
porates a series of content filtering models, whereas Llama?2-
13b achieves its safety performance on its own. These find-
ings suggest that both powerful auxiliary models and care-
ful safety fine-tuning can significantly enhance the consis-
tency of safety performance across different languages. How-
ever, both safety measures entail substantial manual effort
and costs. Moreover, they may not be sufficient to ensure
consistent safety performance across various languages. It is
precisely why we introduce a lightweight approach to com-
plement existing methods in Section 4.

RQ2:Do LLMs provide responses of the same level of qual-
ity for all supported languages? To answer this question, we
exercise different LLMs with benign questions across various
languages, and analyze the quality of their responses. Specif-
ically, we first translate questions in NQ dataset to 74 lan-
guages, resulting in 2220 queries. Subsequently, we input
these queries to four LLMs separately. For analytical pur-
poses, we translate all non-English responses into English and
assess the quality of each response.

Following related works [Liang er al., 2022; Kwiatkowski
et al., 20191, we adopt Fi-score to comprehensively access
the response quality (see the technical appendix for more de-
tails). We present the mean F? -score and RSD for each LLM
in the “F;-score” column of Table 1. The average RSD of the
F-score across the four LLMs is approximately 41%. Al-
though this value is lower than the smallest RSD observed for
LJR, it still indicates significant variability in response qual-
ity across languages. We highlight that the high variance of
F-score does not necessarily indicate a tendency for a LLM
to produce low-quality responses. For example, Gemini-pro,
which has the highest variability (with 46% RSD) across

languages, also shows the highest response quality on aver-
age (with 0.1868 F}-score). According to the heatmap of
Fi-score in Figure 2, Gemini-pro exhibits a broad range of
F-score values and achieves higher F'j-scores in most lan-
guages compared to other LLMs. In addition, both GPT-3.5
and Gemini-pro, as expected, have the best F}-score on En-
glish (0.1723 and 0.46 respectively). However, Gemma-7b
and Llama2-13b attain their highest Fj-scores in languages
Greek (ell, 0.1038) and Danish (dan, 0.0449) respectively, in-
stead of English.

RQ3: Which languages do LLMs perform better? To an-
swer this question, we introduce a new metric named com-
prehensive index (CI) by combining LJR and F}-score. CI
measures the overall performance of an LLM on a specific
language. We defined CI as follows.

Cl=a-Fi—(1—a)-LJR )

where « takes values between 0 and 1, controlling the signif-
icance of F-score and LJR. For example, if we prioritize the
importance of safety performance, we can set a smaller a. In
this work, « is set to 0.5. Note that LJR and F} in Formula 2
are normalized values. We present the CI scores across lan-
guages at the bottom part of Figure 2. As expected, high-
resource languages (highlighted in red) have higher CI scores.
The top five languages with the highest CI scores are English
(eng, 0.1899), French (fra, 0.1262), Russian (rus, 0.1205),
Spanish (spa, 0.1181), and Czech (ces, 0.1103). In contrast,
the bottom five languages are Bengali (ben, -0.1718), Geor-
gian (kat, -0.1491), Central Kurdish (ckb, -0.1319), Nepali
(npi, -0.1296), and Malayalam (mal, -0.1286). The sig-
nificant discrepancies in comprehensive performance across
different languages are noteworthy. Among all languages,
English performs exceptionally well compared to other lan-
guages, with a CI score approximately 50% higher than that
of French, i.e, the second-highest language.

For individual LLMs, both GPT-3.5 and Gemini-pro per-
form best in English, with CI scores of 0.1847 and 0.4762,
respectively. In a surprising outcome, the highest CI score for
Llama2-13b is in Danish (dan,0.0439), while for Gemma-7b,
it is in Russian (rus, 0.0733). English ranks as the second-
highest language for Llama2-13b with a CI score of 0.037,
and third-highest for Gemma-7b with a CI score of 0.0619.
Upon further analysis, we find that for both LLMs, the Fi-
score in English is slightly lower than that in the highest lan-
guage (0.07/0.09 for Llama2-13b and 0.17/0.19 for Gemma-
7b). However, the LJR values are consistent across both lan-
guages (0.0/0.0 for Llama2-13b and 0.05/0.05 for Gemma-
7b). The lower F1-score in English may be due to lower pre-
cision, as English responses tend to provide more detailed
answers. This assumption is supported by findings from
Gemma-7b’s responses. Among questions with the same re-
call in both English and Russian, there are five questions
where Russian responses have higher precision compared to
English, and only one question where the reverse is true. For
example, in response to the question “What are the names of
the atom bombs dropped on Japan”, the English answer pro-
vides more detail: “The two atom bombs dropped on Japan on
August 6 and 9, 1945, were named ‘Little Boy’ and ‘Fat Man’
”, while the Russian answer is more concise: “The atomic
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Figure 3: ASR of LLMs with LDFighter

bombs dropped on Japan were called ‘Little Boy’ and ‘Fat
Man’ ”.

4 Mitigation of Linguistic Discrimination

In this section, we introduce LDFighter, a lightweight ap-
proach designed to mitigate linguistic discrimination from
both safety and quality perspectives, and then assess the ef-
fectiveness of LDFighter based on three research questions.

4.1 Similarity-Based Voting

LDFighter involves several steps. First, a query is translated
into a selection of K languages. Then, each translated query
is fed into a target LLM to generate responses in different lan-
guages. Next, these responses are translated to English, and
the average similarity of each response to others are calcu-
lated. Based on our observations, queries containing harm-
ful content are more likely to receive refusal responses. We
thus only keep those refusal responses due to safety or ethical
concerns as the candidates if there are (such kind of refusal
responses are identified by keyword matching), or otherwise
keep all the responses as candidates. Finally, the candidate
with the highest average similarity is selected as the final an-
swer to the original query. Intuitively, when presented with
the same question, different individuals tend to offer answers
that exhibit certain similarities (assuming they possess sim-
ilar ground-truth knowledge). Inspired by this observation,
we thus select the response most similar to others from a set
of responses as the final output of the target LLM (the se-
lected answer will be translated back into the language of the
original query if required). We adopt a cosine similarity to
measure the similarity between pairs of responses, and use
the average cosine similarity for each response to denote how
the response is similar to others. We summarize the process
described above in an algorithm, accompanied by a flow di-
agram and explained step by step in the technical appendix.

4.2 Research Questions

We evaluate the effectiveness of LDFighter by addressing
three key research questions: RQ4) How effective is LD-
Fighter on improving the safety performance of LLMs across
different languages? RQS) How effective is LDFighter on
improving the response quality of LLMs across different lan-
guages? RQ6) What is the cost of LDFighter?

LLMs equipped with LDFighter inherently offer consistent
service across all languages. In addition to ensuring consis-

tency, we investigate whether LDFighter can maintain or sur-
pass the original performance of LLMs in terms of safety and
quality. Therefore, RQ4 and RQ5 aim to assess LDFighter’s
effectiveness in improving multilingual safety performance
and response quality, respectively. RQ6 evaluates the time
efficiency of LDFighter.

4.3 Results

RQ4: How effective is LDFighter on improving the safety
performance of LLMs across different languages? To an-
swer this question, we apply LDFighter to AdvBench and
report the average LJR (Avg.LJR) of each LLM. For each
LLM, we select the top three languages with the highest CI
scores. To investigate the impact of the number of languages
on Avg.LJR, we vary the number of languages K from 3 to
30 with step 3. The results show GPT-3.5, Gemini-pro and
Llama2-13b achieves an Avg.LJR of 0.0 when using the top
three languages, and then remain unchanged as k increases.
For Gemma-7b, the Avg.LJR first decreases to 3.33% and
then rises slightly and stabilizes around 0.1 after £k = 18.
These results suggest that a larger value of k is not necessarily
better and thus we recommend users select K languages from
high-resource options rather than low-resource ones when us-
ing LDFighter. We refer readers to the technical appendix for
the complete results of Avg.LJR.

In addition to addressing inherent multilingual challenges,
we conduct an experiment to assess LDFighter’s effectiveness
in defending against jailbreaking attacks. We randomly select
100 valid adversarial prompts targeting Llama2-7b from the
dataset created by CASPER [Zhao et al., 2023b], generated
using the GCG [Zou et al., 2023] and generate 100 adver-
sarial prompts targeting Llama2-7b using AutoDAN [Zhu et
al., 2023]. Subsequently, LDFighter is applied to Llama2-7b
to handle the two types of adversarial prompts. To determine
the optimal language selection strategy, we consider the top-k
languages based on their average CI score from RQ3. Vary-
ing k from 3 to 10, we record the corresponding attack suc-
cess rates (ASR). Note that all selected adversarial prompts
are in English and validated, resulting in an initial ASR of
100% on Llama2-7b. The results (Figure 3) show that the
application of LDFighter leads to a significant reduction in
ASR. Even with just the top 3 languages (including English),
the ASR plummets to 9.68% (GCG) and 31% (AutoDAN)
from the baseline 100%. Furthermore, utilizing the top 10
languages, the ASR drops to a mere 3% (GCG) and 10% (Au-
toDAN). These results underscore the potential of LDFighter
in thwarting jailbreaking attacks.

False alarm rate of LDFighter. We apply LDFighter to the
NQ dataset across four LLMs to evaluate the false alarm rate.
The results show that for Gemma-7b and Llama2-13b, only
3.33% and 6.67% of refusal responses are related to safety
or ethical concerns, and for the remaining LLMs, this rate is
0.0% when using only the top three languages.

RQ5: How effective is LDFighter on improving the response
quality of LLMs across different languages? To answer this
question, we apply LDFighter to the NQ dataset and evaluate
the average F-score of four LLMs using the same top-k set-
tings as in RQ4. Figure 4 shows the average F-score of four
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Figure 4: F-score of LLMs with LDFighter

LLMs, with and without LDFighter. Compared to the original
average F1-score, all LLMs experience an increase in average
Fy-score with LDFighter, though the extent varies. For GPT-
3.5 and Gemini-pro, the average F-score rises significantly
and peaks when using only English in LDFighter. As k con-
tinues to increase, the average F)-score slightly decreases but
still remains higher than the original average. For Gemma-
7b and Llama2-13b, the average F-score steadily improves
at first, reaching its maximum at £ = 12 for Gemma-7b and
K=3 for Llama2-13b, after which it stabilizes.

RQ6: What is the time overhead of LDFighter? The
time overhead of LDFighter primarily consists of three parts:
translation, querying, and encoding. Compared to the time
spent interacting with LLMs, the time required for similarity-
based voting can be considered negligible if the embeddings
of each response have already been prepared. Let 44, tgry,
and t.,,,q represent the time costs of translation, querying with
an LLM, and sentence encoding, respectively. The overall
time cost of applying LDFighter can be estimated as follows:

cost =2k - tira + k- tgry + k- temd 3)

where k is the number of languages used in LDFighter. The
translation time is 2k - ¢;,., because we need to translate both
the original query and responses in different languages.

The time overhead varies linearly with the value of &, and
can be reduced by parallelizing the computation process of k&
languages. We thus report the cost of LDFighter with k=1.
On average, the time cost per query is 9.96 seconds on GPT-
3.5, 4.91 seconds on Gemini-pro, 9.68 seconds on Gemma-
7b, and 11.75 seconds on Llama2-13b.

5 Related Work

This work is related to multilingual LLM jailbreak. Putta-
parthi et al. [Puttaparthi et al., 2023] explore the reliability
of ChatGPT for multilingual queries, assessing its jailbreak
rate across 30 malicious questions and 121 languages in four
scenarios: single language, mixed languages, responses in
a different language, and multilingual wrapping. Yong et
al. [Yong et al., 2023] analyze GPT-4’s safety performance
across 12 low-resource languages, and find that GPT-4 fails to
generalize its safety mechanisms to low-resource languages.
Li et al. [Li er al., 2024] conduct an empirical study of mul-
tilingual LLM jailbreak attacks. They create a multilingual
jailbreak dataset to assess the safety performance of four

LLMs across nine languages. They also examine attention
distribution on failed and successful jailbreak cases and re-
veal that LLMs have a more balanced attention distribution
on failed jailbreak cases. Deng et al. [Deng et al., 2024]
investigate the multilingual jailbreak of GPT-3.5 and GPT-4
across 30 languages under both unintentional and intentional
scenarios. In the unintentional scenario, input questions are
not deliberately modified or wrapped with malicious prompt,
while in the intentional scenario, input questions are carefully
designed to bypass the safety mechanisms. Previous research
has either been limited in language coverage or focused pri-
marily on the GPT series. In contrast, our study examines
a broader range of languages and incorporates both recent
closed and open-source LLMs.

This work is related to the defense of LLM jailbreak.
Robey et al. [Robey er al., 2023] propose a defense against
the GCG attack [Zou er al., 2023]. This approach begins by
creating a set of mutated inputs through character-level per-
turbations of the original input. Such perturbation may render
the adversarial suffixes invalid. After that, the approach de-
cides the input whether is harmful by majority voting on re-
sponses of the mutated inputs. If more than half of responses
are refusals, the input is then classified as harmful. However,
this approach may not be effective against natural jailbreak
questions generated by translation-based attacks. To tack the
multilingual jailbreak threats, Deng et al.[Deng et al., 2024]
and Li et al. [Li er al., 2024] propose to fine-tune LLMs with
a set of multilingual input-output pairs that encompass both
unsafe and general query questions. Although effective, fine-
tuning LLMs can be time-consuming and complex. In con-
trast, LDFighter offers a convenient alternative that does not
require modifying the LLM itself and can be easily imple-
mented as a plug-and-play solution.

This work is also related to the multilingual discrimina-
tion in natural language processing. Blasi et al. [Blasi et al.,
2022] systematically investigate multilingual inequalities in
language technologies, examining user-facing technologies
such as question answering, as well as foundational NLP
tasks like dependency parsing across the world’s languages.
Their study reveals significant disparities in the development
of language technologies across different languages. Souro-
jit Ghosh and Aylin Caliskan [Ghosh and Caliskan, 2023]
evaluating ChatGPT’s translation performance in several low-
resource languages and discovers that ChatGPT tends to per-
petuate gender defaults and stereotypes associated with cer-
tain occupations. We remark that our work focuses on a wide
spectrum of LLMs and evaluates their multilingual discrimi-
nation from both safety and quality aspects.

6 Conclusion

In this work, we evaluate the consistency of LLM outputs in
response to queries in various languages from two aspects, fo-
cusing on safety and quality. Through experiments involving
four state-of-the-art LLMs and 74 languages, we identify sig-
nificant linguistic discrepancies in LLM performance across
different languages. To address these issues, we introduce
LDFighter, a lightweight approach that enhances the safety
and quality of LLM responses while ensuring consistent ser-
vice for speakers of all languages.
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